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RESUMO

Com a crescente popularização do campo da Inteligência ArtiĄcial (IA), o desenvolvimento
de sistemas que empregam, pelo menos, uma de suas subáreas também tem experimen-
tado um grande aumento. A recente adoção de técnicas de IA em sistemas comuns - como
aplicativos para celular e equipamentos domésticos - requer um maior nível de atenção,
a Ąm de garantir sua segurança e funcionamento adequado. Neste cenário, garantir o
funcionamento adequado destas soluções culmina, na maioria dos casos, em garantir a
segurança da aplicação e dos seus dados durante todo o ciclo de vida de desenvolvimento
do software. Desenvolvedores de software, no entanto, muitas vezes consideram as tarefas
relacionadas à segurança difíceis de aprender e executar, e frequentemente as deixam de
lado. Além disso, os frameworks de modelagem de ameaças atualmente disponíveis são
difíceis de integrar nos ciclos de vida de desenvolvimento de software, que priorizam a ag-
ilidade e a automação em detrimento de análises e documentação extensas. Este trabalho,
portanto, propõe o sAIfe, um novo método de modelagem de ameaças para análise de
segurança de aplicações de Machine Learning (ML) em desenvolvimento. O sAIfe fornece
etapas prescritivas, com elementos gráĄcos e resultados que incluem listas com ameaças e
sugestões de remediação já prontas para o sistema analizado. Esta abordagem visa sim-
pliĄcar e agilizar o processo de avaliação de risco para o programador, revelando possíveis
fragilidades e sugerindo respectivas soluções de forma prática. Ainda neste trabalho, o
sAIfe é testado numa aplicação de IA do mundo real, revelando resultados positivos, com
muitos problemas potenciais e opções de mitigação detectados pelo método, que são reg-
istados na forma de um estudo de caso. Adicionalmente, este estudo é comparado a outro,
realizado com um método alternativo da literatura, evidenciando as vantagens do sAIfe.
Por último, são realizadas duas validações: uma com pesquisadores na academia e outra
com desenvolvedores na indústria, retornando ótimos feedbacks sobre a facilidade de uso
e a velocidade de aplicação do sAIfe.

Palavras-chave: Inteligência ArtiĄcial. Aprendizado de Máquina. Segurança. Modelagem
de Ameaças.
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ABSTRACT

With the growing popularization of the ArtiĄcial Intelligence (AI) Ąeld, the development
of systems that rely on, at least, one of its subareas has also experienced a great increase.
The recent adoption of AI techniques in common systems - such as mobile apps and
household appliances - requires a higher level of attention, in order to ensure their safety
and proper operation. In this scenario, assuring the adequate functioning of these solu-
tions culminates, in most cases, in ensuring the security of the application and its data
throughout the software development life cycle. Software developers, however, often Ąnd
security-related tasks challenging to learn and execute, and frequently put them aside.
Additionally, currently available threat modeling frameworks are difficult to integrate into
software development life cycles, which prioritize agility and automation over extensive
analysis and documentation. This work, therefore, proposes sAIfe, a new threat modeling
method for security analysis of Machine Learning (ML) applications under development.
sAIfe provides prescriptive steps, with graphical elements and results that include lists
with threats and ready-made remediation suggestions for the analyzed system. This ap-
proach aims at simplifying the risk assessment process for the programmer, unveiling
possible weaknesses and suggesting respective solutions in a practical way. Still in this
work, sAIfe is tested on a real-world ML application, revealing positive results, with many
potential issues and mitigation options detected by the method, which are registered in the
form of a case study. Additionally, this study is compared to another one, carried out with
an alternative method from the literature, highlighting sAIfeŠs advantages. Finally, two
validations are carried out: one with researchers in academia and another with developers
in industry, returning great feedback on sAIfeŠs ease of use and speed of application.

Keywords: ArtiĄcial Intelligence. Machine Learning. Security. Threat Modeling.
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1 INTRODUCTION

The beginning of the 21st century marked a solid acceleration in the development

of sectors related to electronic technologies, especially in the area of communication and

information technology. Among those, one that has most gained appreciation and space in

the industry was ArtiĄcial Intelligence (AI), propelled by key concepts, such as Machine

Learning (ML) [2] and Deep Learning (DL) [3]. This sudden popularization [4], however,

combined with the lack of good practices, may bring with itself the growth of threats

targeting AI systems and contribute, consequently, to the increase in failure rates. These

systems, nevertheless, now increasingly present in common applications - such as mobile

apps and household appliances - raise a special security concern, as their use in these

environments can expand the attack surface and allow for the occurrence of new undocu-

mented security events [5, 6]. In this scenario, therefore, efforts to ensure the security of

the systems in question become even more necessary.

This matter might look, at Ąrst, like a standard case of software security. AI-

based systems share some components and characteristics with regular systems, making

much of the existing cybersecurity knowledge applicable to them, as noted by [7] and [8].

However, these systems also introduce new security challenges that the traditional body

of knowledge does not fully address. Besides presenting a different set of possible security

threats, the particularities of an AI/ML-focused application - intrinsic to its purpose -,

such as the possible communication with sensors and the high dependence on data, shape

it in a speciĄc way. For this reason, not only code but even infrastructure acquires singular

formats, justifying the study of this area individually. Therefore, expanding the current

cybersecurity body of knowledge by integrating new insights that address the speciĄc

security needs of AI-based systems is essential.

Academic studies have sought this goal in recent years. They, however, do not have

the software developer as their target audience. These studies tend, in their vast majority,

to focus on very particular topics [9, 10, 11, 12, 13], addressing highly speciĄc cases, di-

rected to a single segment of the area - such as exploring a single kind of attack/defense in

a singular scenario. Although these matters are highly relevant to the respective special-

ized academic community, there still remains a gap between the theory being discussed

and the practical implementation in a real software development cycle.

Furthermore, the knowledge needed to assess the security of real-world software of

this kind is generally spread throughout various sources. The development team would,

then, have to search through lots of academic articles, books and documents available on

the Internet - such as the ones maintained by OWASP [14, 15], NIST [16] and Microsoft

[17], for instance - for information on vulnerabilities and possible solutions. However, with
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the heavy workload programmers tend to have nowadays - immersed in a development

model that typically features tight schedules and prioritizes agility -, compiling all this

knowledge from different sources would be a very challenging activity. A hindrance like

this, in turn, can even cause teams to put security - and other non-functional requirements

- aside, especially if they do not aggregate instantaneous visible value to the product

[18, 19, 20].

This scenario would actually beneĄt more from a comprehensive security assess-

ment method, that could gather all of this information and compile it in a seamless way,

becoming much more readable and easier for the end-programmer to use. In this line, a

protocol that helps the developer understand their systemŠs characteristics and already

presents them with possible threats and ways of mitigating them becomes relevant, as

it saves them from having to scour the Internet for security recommendations. These at-

tributes would bring much more practicality and make the process of increasing security

in an application both easier and faster, enough for this activity to generate an acceptable

time-value trade-off under the eyes of modern software development teams [18]. Moreover,

according to [19], a process that can be quick and not require much documentation from

the involved users can be a good alternative for these squads.

Increasing security, in these cases, often includes applying a threat modeling (TM)

approach to the application, i.e., a process for identifying potential security risks. How-

ever, performing this process is often highly time-consuming for the programming teams

involved, which end up skipping it. This drawback is just one of the obstacles modern

development teams typically Ąnd, along with the requirement of high levels of expertise

and the elevated complexity of the methods currently available [21]. Moreover, the TM

methods currently available either do not address the AI part as the focus of the software

[22] or are overly intricate and do not provide practical actionable suggestions in the end

[23] [17].

To address this problem, the present work proposes a new threat modeling process

- named sAIfe - to be used on ML-related applications in development. Its goal is to guide

software developers during development, in order to achieve more secure ML-enabled

systems. The process itself guides the developer through the creation of a conceptual

model of the system under analysis, in the form of a graphical diagram. This generated

artifact will, then, help the developer identify the critical areas in their application, under

the security aspect. For each of these, the method offers a group of possible threats

and their respective solutions - a comprehensive but light knowledge base, gathered and

compiled from various sources, including security rankings - published by entities such as

OWASP [14, 15] and NIST [16] - and academic articles, to which the developer can resort

in order to model the threats in their software. By using visual elements and prescriptive

steps, the method aims at being a lightweight approach, quick and easy to apply, which,
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therefore, turns it into a highly practical solution, compatible with fast-paced development

teams. The result, therefore, aims to be a valuable contribution to help developers increase

the security of ML programs under construction.

This work was developed under the scope of the CIA-Agro research group - at the

State University of Londrina (UEL) -, a joint effort focused on studying and applying

high-tech AI solutions to the agribusiness Ąeld.

The document is organized as follows. In Section 2, the theoretical background is

detailed and existing work in the Ąeld is reviewed. Section 3 presents the method and its

way of functioning in detail. In Section 4, evaluation results are described, including two

real-life case studies - one with sAIfe and the other with a comparative method - and two

validations: one with researchers in academia and another with developers in industry,

along with comments and discussions on the analyses. Finally, Section 5 concludes the

work and summarizes the contributions generated.
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2 THEORETICAL BACKGROUND

This chapter presents the theoretical foundations for the thesis, citing and explain-

ing the main concepts involved, along with the state-of-the-art situation of these topics

in recent researches.

2.1 Threat Modeling

Essentially, threat modeling (TM) is a process for Ąnding security problems in

an application and its environment. It involves creating a representation of the system

with all its components, then identifying possible weak spots [24]. Ideally, developers and

security engineers use threat modeling throughout the software development process Ů

before the application goes live, not just after. Performing this activity can help produce a

prioritized list of security improvements and make an application much more secure than

it would have been otherwise, but it should not be expected to make it invulnerable.

In 2020, a group of threat modeling practitioners, researchers and authors got to-

gether to write the Threat Modeling Manifesto [25] in order to share a distilled version

of their collective threat modeling knowledge in a way that should inform, educate, and

inspire other practitioners to adopt threat modeling as well as improve security and pri-

vacy during development. The Manifesto contains values and principles connected to the

practice and adoption of Threat Modeling, as well as identiĄed patterns and anti-patterns

to facilitate it.

2.1.1 Existing Threat Modeling Methods

Many independent authors and technology-related organizations have already en-

gineered and published their own threat modeling methodologies. New methods are reg-

ularly published aiming at being better than the previous ones, either by identifying a

wider range of problems or by doing so in a quicker or more effective way.

One of the most popular contributions in this area is the STRIDE security threat

model. It was created by Loren Kohnfelder and Praerit Gargat at Microsoft in 1999

[26] and was supposed to be used by all of the companyŠs products to identify various

types of threats a product is susceptible to during the design phase. According to them,

identifying the threats - based on the design of the product - is the Ąrst step in a proactive

security analysis process. The next steps in the process are identifying the vulnerabilities

in the implementation and then taking measures to close security gaps. STRIDE is an

acronym that stands for: SpooĄng of user identity; Tampering with data; Repudiability;

Information disclosure (privacy breach); Denial of Service (D.o.S.); Elevation of privilege.



17

Since then, plenty of works have been using the STRIDE threat model as a basis of

correlation to categorize the threats and vulnerabilities found in their methods.

Conklin et al., for instance, published an article [22] containing a structured ap-

proach for threat modeling that would enable a developer to identify, quantify, and address

the security risks associated with their application. Their approach is based on a three-

step process that involves: decomposing the application; determining and ranking threats;

and determining countermeasures and mitigation. According to the authors, the Ąrst step

allows the involved team to better understand the system at issue, by generating dia-

grams and the threat model (document) for it. Moving on, the second phase has the goal

of identifying and categorizing threats - both from the attacker (using STRIDE) and the

defensive perspective (using an Application Security Framework (ASF)) - besides deter-

mining the security risk for each threat, using a value-based risk model such as DREAD

[27]. Finally, the third step conducts to the decision on what to do with the threats: ac-

cept - decide that the business impact is acceptable; eliminate - remove components that

make the vulnerability possible; or mitigate - add checks or controls that reduce the risk

impact.

The OWASP Foundation, in turn, issued an official document called OWASP

Threat Modeling Project [28] providing information on threat modeling techniques for

applications of all types. An important information mentioned by the authors is that the

TM activity is best applied continuously throughout a software development project; the

process is essentially the same, but at different levels of abstraction, as more details are

added to the system and new attack vectors are created and exposed. Moreover, they

claim the TM process should be based on four steps, represented by the questions: ŞWhat

are we working on?Ť, ŞWhat can go wrong?Ť, ŞWhat are we going to do about it?Ť and

ŞDid we do a good job?Ť, being agnostic when it comes to the tools used during this

reasoning. Furthermore, another key point stated in this project is that Ş[..] threat mod-

eling integrates into modern software development methodologies by asking "what are we

working on, now, in this sprint/spike/feature?"Ť. As claimed by the authors, trying to

answer this question can be an important aspect of managing security debt, despite pos-

sibly becoming overwhelming if asked in every single sprint meeting. If nothing signiĄcant

has changed in the systemŠs architecture, then it is unlikely that the answers will change.

When any part of the application changes, then itŠs useful to examine what can go wrong

as part of the current work package, and to understand what the team is going to address

in this sprint and in the next one. Finally, during a sprint review/delivery, the question

ŞDid we address these threatsŤ is an important measure to mark the end - or not - of the

current cycle of the systemŠs TM.

SpeciĄcally for the AI scenario, Mauri and Damiani [23] presented their methodol-

ogy Ů STRIDE-AI Ů for assessing the security of AI/ML-based systems. It is, essentially,
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an adaptation of the well-known MicrosoftŠs STRIDE approach to the AI/ML domain,

tailoring the threat modeling process to take into account the speciĄcities of this sector.

In this scenario, the authors discuss how to identify how assets generated and used at dif-

ferent stages of the ML life-cycle may fail, besides mapping these potential failure modes

to threats and security properties these threats may endanger.

2.1.2 Threat Modeling and Modern Software Development Methodologies

Developing software is, most of the time, making it work according to the require-

ments, i.e., ensuring it presents the expected output behavior for a given input. Testing the

application beyond its normal functioning conditions is an activity frequently neglected

by developers, especially as the pressure for deliveries and productivity increases. This is

one of the hardest points to handle when working under nowadaysŠ software development

methodologies: the time-value trade-off. In this scenario, knowing how to strike a balance

between covering all aspects of the ideal software development process and being quick in

Ąnishing tasks becomes a very difficult job for the programmer [19].

Security stands out as one of the aspects most affected by the challenge program-

mers face in balancing productivity with meeting all the software systemŠs needs. As a

non-functional requirement with not so explicitly visible beneĄts, it is usually one of the

Ąrst items to be put aside by software teams. According to Afaneh et al. [29], Şputting

in place strong security measures is a challenge that agile development teams frequently

faceŤ. The cited work elaborates on this matter, stating that this can result from a series

of possible issues. One of these, that mostly relates to the current discussion, is, according

to the authors, the fact that agile development teams frequently place a higher priority

on the speedy delivery of new features and functionality over security. This may result in

a disregard for security best practices and the introduction of vulnerabilities in the soft-

ware. Furthermore, they say it may be difficult for teams that are already overworked or

for businesses that lack the resources to handle the added burden and complexity brought

on by agile security. This is justiĄed by the fact that adopting agile security frequently

requires the purchase of new tools and technologies, as well as staff training in their usage,

which can be even worse for enterprises with limited Ąnancial resources. Finally, the au-

thors state that the fact that security testing takes up a large amount of time and money

is one of the key obstacles to incorporating it into the development process. This practice

is, therefore, sometimes viewed as an extra expense that could not immediately pay for

itself, being put aside.

To try and solve this neither simple nor straightforward issue, the study published

by Dave et al. [30] presents an Ş[..] outline of an agile design methodology to generate

efficient, reliable and secure ML systems based on user-deĄned constraints and objectivesŤ.

According to the authors, the integration with the fast-paced aspect happens because of
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the design methodology proposed: Ş[..] the key idea is to deĄne design space description,

which can enable comprehensive exploration of arbitrary architectures for target ML

workloadsŤ. In this scenario, they state that the dynamic development characteristic was

not even a choice for the method, but a necessity, because sustaining acceleration becomes

challenging as ML workloads evolve, requiring a special way to be dealt with. In the end,

however, the development methodology part does not receive much focus and/or details

in the text other than simple mentions throughout the method, which highlights the

aforementioned difficulties of conciliating these concepts.

2.2 Artificial Intelligence

At its simplest form, artiĄcial intelligence (AI) is a wide-ranging branch of com-

puter science concerned with building smart systems capable of performing tasks that

typically require human intelligence [31]. It, essentially, combines computing processes

and robust datasets to enable problem-solving through statistical methods and trend pre-

diction [32]. While AI is an interdisciplinary science with multiple approaches, advance-

ments in the subĄelds of machine learning and deep learning, in particular, are frequently

mentioned, gradually creating a paradigm shift in many sectors of the tech market.

AI works by combining large amounts of data with fast, iterative processing and

intelligent algorithms, allowing the software to learn automatically from patterns or fea-

tures in the data. This characteristic, therefore, enables a system to predict and infer the

behavior of a hypothetical situation not exactly present in the real dataset.

It allows machines to model, or even improve upon, the capabilities of the human

mind. And from the development of self-driving cars to the proliferation of generative

AI tools like ChatGPT and GoogleŠs Bard, AI is increasingly becoming part of peopleŠs

everyday life Ů and an area companies across every industry are investing in [33].

2.2.1 Types of Artificial Intelligence

ArtiĄcial intelligence can be organized in several ways, depending on stages of

development or actions being performed.

For instance, according to GoogleŠs classiĄcation [34], four stages of AI develop-

ment are commonly recognized:

• Reactive Machines: a type of limited AI that only reacts to different kinds of stimuli

based on preprogrammed rules. It does not use memory and thus cannot learn with

new data. IBMŠs Deep Blue which beat chess champion Garry Kasparov in 1997

[35] was an example of a reactive machine.
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• Limited Memory: the most common type of modern AI; it can use memory to

improve over time by being trained with new data, typically through an artiĄcial

neural network or other training model. Deep learning, a subset of machine learning,

is considered limited memory artiĄcial intelligence.

• Theory of Mind: this kind of AI does not currently exist, but research is ongoing into

its possibilities. It goes beyond solving problems and describes AI that can emulate

the human mind and has decision-making capabilities equal to that of a human,

including recognizing and remembering emotions and reacting in social situations

as a human would.

• Self-aware: a step above the previous, self-aware AI describes a mythical machine

that is aware of its own existence and has the intellectual and emotional capabilities

of a human. Like theory-of-mind AI, self-aware AI does not currently exist.

There are also three other categories - mentioned by this same source -, that classify

AI into less speciĄc, more general groups, according to its level of intelligence:

• Narrow AI: also called weak AI, focuses on one speciĄc task and cannot operate

beyond its limitations. It targets a single problem-solving operation and advances

in that spectrum. Narrow AI applications are becoming increasingly common in

peopleŠs day-to-day lives, having machine learning and deep learning as their most

representative subĄelds.

• ArtiĄcial General Intelligence (AGI): would be the ability for a machine to Şsense,

think, and actŤ just like a human. It is conventioned that AGI does not currently

exist.

• ArtiĄcial Superintelligence (ASI): The next and Ąnal level, in which the machine

would be able to function - in every way - not just similar, but superior to a human

being.

AI is a highly dynamic and always-evolving Ąeld. Making sure the recent develop-

ments in this area have enough quality and are safe for the Ąnal user is each time more

critical.

2.2.2 Machine Learning

As a subĄeld of ArtiĄcial Intelligence, Machine Learning and its disciplines are,

generally, comprised of AI algorithms that seek to create expert systems that make pre-

dictions or classiĄcations based on input data. It is a technique that enables a system to
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autonomously learn and improve using, for example, neural networks and deep learning,

without being explicitly programmed, by feeding it large amounts of data.

ML allows computer software to continuously adjust and enhance themselves as

they accumulate more experience. Thus, the performance of these programs can be im-

proved by providing larger and more varied datasets to be processed [36]. The most com-

mon classiĄcation distinguishes four kinds of models used in Machine Learning [36, 37]:

• Supervised Learning: involves an ML model that uses labeled training data in order

to match a speciĄc set of input features - characteristics - to an associated output

value. In this type of model, during the training phase, the ideal output of a deter-

mined input is known and provided along with it. The algorithm, then, learns the

trend and, during the inference phase, is capable of receiving an input - with no label

- and predicting its expected outcome. For instance, if the algorithm is trained with

various images of apples, inputting - during the prediction phase - even a different

unused image of an apple should result in the expected label. Common algorithms

in this category include:

– Linear Regression

– Polynomial Regression

– K-nearest Neighbors

– Naive Bayes

– Decision Trees

• Unsupervised Learning: involves an ML model that uses unlabeled training data

to learn patterns. Unlike supervised learning, the expected output is not known

during the training phase. Instead, the algorithm learns from the data being input

and categorizes it into groups based on its attributes. For instance, if the algorithm

is trained with images of apples and bananas, it will work by itself - during the

prediction phase - to categorize which image has an apple and which has a banana.

Common algorithms in this category include:

– Fuzzy Means

– K-means Clustering

– Hierarchical Clustering

– Partial Least Squares

• Semi-supervised Learning: a mixed approach, in which only part of the training

data is labeled. In this type of learning, the algorithm has to Ągure out how to

organize and structure the rest of the data to achieve the expected result during the

prediction phase.
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• Reinforcement Learning: involves an ML model that learns through a series of trial

and error experiments. In this type of model, the algorithm learns to perform a

deĄned task through a feedback loop until its performance is within a desirable

range. More speciĄcally, it receives positive reinforcement when it performs the task

well and negative reinforcement when it performs it poorly. For instance, if the

algorithm is learning to play a board game, it will start by simply moving pieces

randomly and, as it receives feedback, will gradually perfect its moves.

Because ML is highly dependent on large amounts of data and - if not correctly

programmed - might not always output the expected result, ensuring the accuracy and

security of these systems is a very important task, that remains difficult and with no silver

bullet, up to the present days.

2.2.3 AI/ML Security

As ArtiĄcial Intelligence applications become increasingly popular, and their in-

teraction, closer to the user - even physically - a possible security breach could be catas-

trophic. It is, however, not so trivial to secure this kind of software, as it generally involves

many different components - some not so well known by the general software worker. Ma-

licious hackers, then, exploit this plurality of failure points and abuse the ĄeldŠs recent

surge, combined with the lack of speciĄc experience of its developers, to achieve successful

attacks.

This complexity in increasing AI/ML applicationsŠ security happens mostly be-

cause these systems combine traditional software elements - such as front-end interfaces

(Web, Mobile or Desktop), back-end servers, databases, etc. - with very speciĄc AI parts.

In this scenario, therefore, every feasible vulnerability existent in the domain of traditional

cybersecurity can be a threat. As if that were not enough, the Machine Learning speciĄc

parts also bring together their own very distinct possible security failures.

When it comes to the speciĄc parts of these systems - beyond traditional software

parts -, the wide variety of different ML models and algorithms that can exist allows for a

large set of possible vulnerabilities. The following list gathers - from various sources [38]

[39] [40] [41] - the most common and well-known attacks to Machine Learning models:

• Training-time-focused attacks

– Poisoning: tries to manipulate the model by altering the training data being

fed to it:

∗ Label manipulation: switches or alters input labels (in a supervised classi-

Ąer) in order to degrade the modelŠs future performance;

∗ Input manipulation:
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· Direct poisoning of learning inputs: alters features of the data being

input in order to change the future trained model for a speciĄc behav-

ior;

· Indirect poisoning of the learning inputs (before pre-processing): poi-

sons the data before pre-processing only to disturb model training

unspeciĄcally.

• Inference-time-focused attacks

– Exploratory: tries to induce speciĄc outputs by varying the input provided;

– Oracle/model extraction: tries to extract the model itself by providing inputs,

analyzing and combining their results;

– Evasion/input manipulation:

∗ Direct manipulation of model inputs: alters the feature values processed

by the model to get different predictions:

· Source-target misclassiĄcation/targeted: does so with the intention of

getting a speciĄc classiĄcation;

· Simple misclassiĄcation/untargeted: does so with the intention of get-

ting any different than optimal classiĄcation.

∗ Indirect manipulation of model inputs (before pre-processing): alters the

data processed by the model before pre-processing to get abnormal pre-

dictions.

– Membership inference: tries to Ągure out whether a determined set of inputs

was part of the modelŠs training data;

– Model inversion/training data extraction: attempts to reverse engineer the in-

ferred results to recover training data.

• General-time attacks

– Logic corruption: alters the ML logic/algorithm itself and the way it learns and

infers outputs.

2.2.4 MLOps

It can be highly challenging to automate and operationalize AI/ML products,

developing and rapidly bringing them into production. The paradigm of Machine Learning

Operations (MLOps), therefore, addresses this issue. This concept includes several aspects,

such as best practices, sets of concepts, and development culture [42]. In this scenario,

various authors cite different MLOps principles, i.e., a value or a guide to how things

should be performed. The work by Kreuzberger et al. [42] searched and gathered a set
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of these concepts mentioned by diverse sources throughout the current literature. The

resulting nine of these principles were:

1. CI/CD automation: provides continuous integration, continuous delivery, and con-

tinuous deployment. It carries out the build, test, delivery, and deploy steps. It

provides fast feedback to developers regarding the success or failure of certain steps,

thus increasing overall productivity.

2. WorkĆow orchestration: coordinates the tasks of an ML workĆow pipeline accord-

ing to directed acyclic graphs (DAGs). DAGs deĄne the task execution order by

considering relationships and dependencies between each step of the pipeline.

3. Reproducibility: is the ability to reproduce an ML experiment and obtain the exact

same results.

4. Versioning: ensures the versioning of data, model, and code to enable not only

reproducibility but also traceability (for compliance and auditing reasons).

5. Collaboration: ensures the possibility to work collaboratively on data, model, and

code. Besides the technical aspect, this principle emphasizes a collaborative and

communicative work culture aiming to reduce domain silos between different roles.

6. Continuous ML training & evaluation: means periodic retraining of the ML model

based on new feature data. Continuous training is enabled through the support of a

monitoring component, a feedback loop, and an automated ML workĆow pipeline.

Continuous training always includes an evaluation run to assess the change in model

quality.

7. ML metadata tracking/logging: is required for each training job iteration (e.g., train-

ing date and time, duration, etc.), including the model-speciĄc metadata Ů e.g.,

used parameters and the resulting performance metrics, model lineage: data and

code used Ů to ensure the full traceability of experiment runs.

8. Continuous monitoring: implies the periodic assessment of data, model, code, in-

frastructure resources, and model serving performance (e.g., prediction accuracy)

to detect potential errors or changes that inĆuence product quality.

9. Feedback loops: are required to integrate insights from the quality assessment step

into the development or engineering process (e.g., a feedback loop from the experi-

mental model engineering stage to the previous feature engineering stage). Another

feedback loop is required from the monitoring component (e.g., observing the model

serving performance) to the scheduler to enable the retraining.
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These authors also mention the importance of a few tools and components besides

the ones involved in the principles aforementioned. Amongst them, are:

1. Feature Store System: ensures central storage of commonly used features. Generally,

made out of databases, this is where most of the data for training ML models will

come from. Moreover, data can also come directly from any kind of data store.

2. Model Registry: stores centrally the trained ML models together with their meta-

data. It has two main functionalities: storing the ML artifact and storing the ML

metadata.

3. Model Serving Component: can be conĄgured for different purposes. Examples are

online inference for real-time predictions or batch inference for predictions using

large volumes of input data. The serving can be provided, e.g., via a REST API.

As a foundational infrastructure layer, a scalable and distributed model serving

infrastructure is recommended.

4. Monitoring Component: takes care of the continuous monitoring of the model serv-

ing performance (e.g., prediction accuracy). Additionally, monitoring of the ML

infrastructure, CI/CD, and orchestration are required.

2.2.5 AI/ML Architecture

The ultimate goal of an AI/ML application is, generally, not simply engineering

a model, but making it available to receive inputs and make predictions. This is usually

done by embedding it into an application that can handle this kind of interaction, such

as a Web/Mobile front-end backed by an API and the whole adjacent architecture this

type of system generally needs.

The characteristics of this architecture and the way it should be standardized are

often mentioned by academic articles, such as [43] and [44]. Wöstmann et al. [44], for

instance, engineered a conception of a reference architecture for Machine Learning that

includes not only the model but the IT Systems underlying it, such as databases and

supporting applications, citing even edge devices, such as sensors. The authors present

each of these involved components in detail through visual diagrams and, in the end, merge

them all into a single architecture diagram. This representation, then, highlights each of

the individual elements, their scope and interconnections, serving as relevant guidance on

the current use of these technologies.

In the same line, Salvucci [43], for example, mentions in his work an example

end-to-end architecture for ML applications. It is actually a combination of different

well-known software components put together by industry company Logical Clocks and

named Hopsworks [1]. In this architecture, shown in Figure 1, the diverse technologies
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used segment and simplify the end-to-end pipeline, providing a higher level of control for

developers to work with when designing new ML software.

Figure 1 Ű Example of an ML Architecture. Reprinted from ŞHorizontally scalable ML
pipelines with a feature storeŤ, by Ormenisan et al. [1].

sAIfe is going to base itself on this concept and rely on a similar architecture,

with a couple of key differences: sAIfe will aim at generalizing the pipeline, as it has a

premise of being technology-agnostic and not restricting to speciĄc components; sAIfe

will target a lower level of complexity, depicting the architecture in a slightly higher level

of abstraction.

2.3 Related Work

The sudden popularization of the ArtiĄcial Intelligence Ąeld [4] - led mostly by

advances in Machine Learning - culminated in a rush of applications being developed

and algorithms experimented without much concern for security - or enough previous

knowledge to apply it - as it happens in most novel technologies. As the bubble started to

burst - and ML applications got associated with real-time critical scenarios -, researchers

began to realize that these pieces of software could be a major access door to impact

sensitive systems. Since then, an ever-increasing number of studies have been released

every year analyzing security breaches, exactly as conĄrmed by [45], who mentions this

growing quantity corroborated by a market report [46].

This line of work is one of the two core subdivisions into which research in the

Ąeld of AI/ML security can be divided. However, as stated previously by this document,

it focuses mainly on possible attacks and/or defenses. These are generally highly special-

ized, individually crafted against speciĄc scenarios [47, 48, 49, 50, 51], usually under the

denomination of Adversarial Machine Learning (AML) [52]. It is, therefore, known for

typically addressing the topics with a narrow focus on the speciĄc type of compromise
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being targeted, neglecting a wider analysis of the overall security conditions. For this

reason, they are not so useful for an average industry programmer seeking instructions.

The second research branch, on the other hand, broadens the scope, performing

studies that either catalog threats - now, unspeciĄc -, organized in a taxonomy (Ąrst

approach), or present new threat-modeling processes for AI/ML systems, with varied

approaches and diverse methods, sometimes under the denomination of framework (second

approach).

The Ąrst approach is used, for instance, by Fazelnia et al. [53], who got together

countless types of AI/ML attack strategies, mitigation techniques and tools on a common

database, all organized under their created taxonomy, available through an interactive

tool. It does, however, require the framework user to have signiĄcant specialized knowledge

on the area, to be able to discern and identify which of the provided scenarios - among

the big number of names and classiĄcations - is going to be applicable and useful to their

speciĄc situation, which is not so easy or quick, especially for a general developer who is

not specialized in AI.

Moving forward to the second approach, Grotto and Dempsey [54] perform a thor-

ough analysis on the current situation of AI/ML security. They present a new classiĄcation

of the possible kinds of threats - under another taxonomy - and provide a series of recom-

mendations for dealing with vulnerability disclosure and management in these systems.

The authors base themselves on existing traditional cybersecurity literature, which, ac-

cording to them, is still totally valid content for these cases, that should not be siloed from

AI-speciĄc topics. The resulting document, however, only cites suggested approaches and

does not include direct practical instructions, still being on a slightly higher level than

the developers would need it to be, to be useful per se, with no further efforts.

Additionally, the American National Institute of Standards and Technology (NIST)

has published a series of documents focused on ArtiĄcial Intelligence security. Among

them, the most aligned to this context, titled AI Risk Management Framework (AI RMF)

[16], presents a very extensive collection of deĄnitions and explanations for a series of con-

cepts related to AI, especially the ones that intersect with the security aspect - such as

safety and privacy. The paper also provides very extensive guidelines on how to structure

AI software development regarding the involved personnel and the team organization, un-

der a risk governance view. In the end, however, the deep non-technical topics addressed,

alongside the lack of practical technical prescriptions, might make it lose direct value

for the average AI/ML developer - in most cases, searching for a more explicit set of

instructions.

Furthermore, Marshall et al. [17] present their insights on how to threat model an

application that involves AI/ML capabilities. The authors list a series of questions that

should be made by the development team during the process and also provide a list of
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AI/ML-speciĄc threats and their respective mitigation forms. However, besides focusing

only on the AI/ML-speciĄc parts and neglecting the rest of a possible software system,

the chosen classiĄcation, combined with the large number of suggested questions, makes

the method open to excessive subjectivity and turns its application time-consuming.

Still in the same line, Kumar et al. [55] introduce a new threat modeling process for

AI-based applications. They develop a model of the software development process for these

systems and separate them into three main phases: Data Processing, Model Development

and Deployment, to which they assign a set of possible threats, respectively. The generated

method, then, requires the user to represent the analyzed application according to the

reference model provided, identify the matching phases and proceed to check the list of

threats offered by the process. Once again, however, this work focuses on AI/ML-speciĄc

parts and addresses very few aspects of traditional cybersecurity, besides not presenting

actionable remediation suggestions.

Finally, Mauri and Damiani [23] develop an entire threat modeling process, apply-

ing key concepts of the well-known STRIDE framework [56] adapted to the new AI/ML

scenario. The authors introduce a relation table between STRIDE - threats - and the CIA3

- R hexagon [57] - security properties -, in which the former elements act as attackers of

the latter ones, both tailored to the ML-speciĄc scenario, to guide security practition-

ers during security assessment tasks. In the end, however, the authors make clear their

awareness of the fact that a framework that only identiĄes threats and does not provide

actionable mitigation suggestions is ineffective. They even state that an optimal method

like that is not available in the literature yet.

Compilation articles with characteristics close to those mentioned above [5, 54] can

be used as a basis for understanding the state-of-the-art of the area in question from a

security perspective. They, nonetheless, still fail partially when it comes to providing direct

and practical value to industry professionals, given that they make higher-level analyses

and do not always suggest objective, ready-to-use resolutions, which is, for instance, not

so attractive to modern-day industry development methodologies, that beneĄt more from

easy and quick processes [18, 19, 20].

Therefore, when compared to the cited studies, the present work has the potential

to Ąll a very important gap, already identiĄed by the scientiĄc community and detailed

throughout the current section. In order to do so, the proposed method must be capable

of being useful to the industry developer, putting the non-academic public Ąrst, as the

target audience. Focusing on this segment means developing a solution that can be easy

to understand and quick to be applied, besides showing explicit potential of gain with the

results provided, to be perceived as a worthwhile tool.

Consequently, creating a method that can both help to identify security Ćaws

and already provide a way of Ąxing them acquires a high level of importance under
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the discussed circumstances. The ability to present itself as a complete security tool,

that, unlike others, is not complicated nor time-consuming to use, would grant it all the

characteristics needed to solve the problems with existing approaches. Thus, this project

proposes a complete ML application security assessment method that can both help to

identify security Ćaws and already provide a way of Ąxing them. It helps the developer

identify critical areas in their application and provides a compilation of possible threats

and technical solutions ready to be used, for both traditional and ML-related components.

Table 1 shows a comparison between the aforementioned studies and sAIfe, when

it comes to three main Ćaws: overfocus on the AI part; excessive subjective questions;

and lack of practical suggestions. In this representation, the fewer marks a work has, the

better.

Work Overfocus on AI Subjective questions Lack of practical suggestions
Grotto and Dempsey [54] X
AI Risk Management
Framework (AI RMF) [16]

X

Marshall et al. [17] X X
Kumar et al. [55] X X

Mauri and Damiani [23] X X
Hu et al. [5] X

sAIfe (this work)

Table 1 Ű Related work comparison
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3 SAIFE: A LIGHTWEIGHT THREAT MODELING

METHOD FOR ML-ENABLED APPLICATIONS

This section introduces sAIfe1, a new method for threat modeling applications

that include ML capabilities. It consists, mostly, of graphical conceptual models that

help the developer describe the architecture of the system under development and its

components, besides identifying which of these demand greater attention when it comes

to security aspects. Additionally, for each of these detected components, the proposed

process provides lists of possible threats and their respective solutions - obtained from

the analysis and curation of sources such as OWASP [15] and NIST [16] - presented in a

very clear and concise way. From then on, the developer can more easily detect possible

weaknesses in their application and quickly obtain access to mitigation forms. In this

scenario, offering the protocol and the lists in a prescriptive format spares the programmer

from reading various separate documents and analyzing complex taxonomies while trying

to improve the security of their software. Finally, the goal of sAIfe is not covering every

single problem an ML-enabled system might have, but providing a practical assessment

method that includes the most common security risks, which, if corrected, can signiĄcantly

decrease the chances of an attack being successful.

3.1 Research Methodology

sAIfe was engineered based on the Design Science Research (DSR) paradigm, which

states that researches should aim at developing unspeciĄc generalized design knowledge

in a speciĄc Ąeld to help practitioners create specialized solutions to their problems [58].

Moreover, according to [59], the DSR approach typically involves the creation of a novel

artifact as a means to improve the current state of practice of a science Ąeld. sAIfe is,

therefore, aligned with both statements, given that, respectively, it provides knowledge

eligible to be applied to any ML-enabled application and, as a method, is the artifact

itself. The DSR process generally includes six activities, as cited in [60]. Table 1 presents

the research steps and explains them in sAIfeŠs speciĄc context.

sAIfe has been designed with a set of key characteristics in sight. They served as

guidelines during the creation process and generated a resulting method that is, unlike

other existing approaches:

a) focused on being programmer/developer-friendly, as its process runs around the

development team and is meant to be carried out by a technical person, whose

1 The chosen name involves a wordplay on how software users should be during utilization - safe - and
the main area the project is concerned with - Artificial Intelligence (AI)
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DSR steps sAIfe
(1) identiĄcation of the problem How to help developers increase the security

of their ML-enabled applications under de-
velopment using one single threat modeling
method that contains a compiled knowledge
base, identiĄes possible problems and already
suggests solutions for them

(2) deĄnition of objectives for the solution Construction of a method that is: developer-
friendly; quick and easy to apply; intuitive
and visual; with explicit and ready-to-be-
implemented suggestions; compatible with
modern software development methodologies

(3) design and development of artifacts (con-
structs, models, methods, etc.)

Engineering of sAIfeŠs method itself, with its
graphical and textual elements, including: 1)
identiĄcation of the most common ML sys-
temŠs architectures and components, through
a thorough study of ML infrastructure doc-
uments; 2) a component problem/solution
knowledge base, generated after a careful cu-
ration process on various sources, including
security rankings and academic articles; 3)
creation of a visual artifact a developer can
use to represent their system

(4) demonstration by using the artifact to
solve the problem

Application of the method on a real-world
application, in the form of a case study,
to serve as a practical example and test
its technical results (described in Section
4.2), besides a validation with researchers in
academia (in Section 4.5) and another one
with developers in industry ((in Section 4.6),
to assess its efficiency and ease of use

(5) evaluation of the solution, comparing the
objectives and the actual observed results
from the use of the artifact

Case Study analysis and method results dis-
cussion (detailed along Section 4)

(6) communication of the research to other
researchers and practicing professionals

The present paper

Table 2 Ű DSR steps explanation for sAIfe
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interests were put Ąrst during the method ideation - from a programmer to another;

b) capable of combining traditional cybersecurity and ML-speciĄc topics;

c) pragmatic, direct, easy and quick to apply [21], as its steps and guidelines are

intuitive and visual, take little time to be applied and lead to results that are more

explicit and ready to be implemented;

d) suited for modern software development methodologies, as the combination of its

characteristics generates a reliable method that can prevent problems and the need

for alterations in future phases of development. This enables important cost-saving

opportunities, that, when matched with the methodŠs short application time, gen-

erate a very attractive cost-time trade-off: one of the pillars of modern software

project management.

3.2 sAIfe’s Threat Modeling Process

This section introduces the sAIfe threat modeling process, presenting and explain-

ing in detail the steps and, in the subsections, each of the involved elements. sAIfe was

designed to be applied from the early stages of the software development life cycle. There-

fore, as soon as the software application scope has been deĄned and the initial architectural

choices have been made, the process can be carried out with the following steps:

• Step 1: The developer builds the Architecture Diagram: a visual conceptual model

that represents their systemŠs architecture. sAIfe provides a set of guidelines to assist

the developer through this construction, which are presented in Section 3.2.1. This

step helps them perform an abstraction process on the architecture in question,

identifying points that may require attention from the security perspective. Within

sAIfe, these points are referred to as Application Parts;

• Step 2: After that, for each of the Application Parts used - now, in the diagram,

referred to as Critical Areas - the developer checks the respective list of possible

threats - also provided by sAIfe, under the name Critical Area Detailed Document

[Section 3.2.2] - and selects the items applicable to their software application;

• Step 3: Finally, for each of the threats selected, they pick, from the respective list

of possible mitigation forms, all the entries applicable to the system under analysis.

This mitigation list is part of sAIfe and, like the list of possible threats, is compiled

from multiple information sources about cybersecurity and AI.

This process has been inspired by and originated, partially, from a mixture of a

couple of other known abstractions: from architectural risk analysis (ARA) [61], for in-

stance, sAIfeŠs process shares the focus on the system infrastructure as a whole; moreover,
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similarly to data Ćow diagramming (DFD) [62], it values the information cycle throughout

the application pipeline and the diagram representation. These ideas have been selected

because they match sAIfeŠs requirements when it comes to ease of visualization and speed

of understanding, due to their intrinsic graphical aspect. The process can be better un-

derstood by looking at the scheme in Figure 2. Sections 3.2.1 and 3.2.2 explain each of

the involved methodŠs elements in detail.

Figure 2 Ű sAIfeŠs Process

3.2.1 Architecture Diagram Guidelines

sAIfeŠs method is initially based on the Architecture Diagram created by the de-

veloper. In this scenario, depicting the application to be analyzed in an adequate way

becomes important, as to achieve a proper representation and a good level of coverage.

sAIfe provides suggested guidelines for the construction of this artifact, as more prescrip-

tive and systematic steps should be easier for the programmer to follow, rather than

starting from scratch with zero instructions.

Initially, the developer should virtually segment the layers of the system to be

analyzed according to the following level of abstraction: front-end - encompassing com-

ponents a user can directly interact with and/or that are the initial source of data - and

back-end - regarding elements that are not directly accessible by the user and/or only

receive data from other parts of the application itself. This segmentation will more easily

highlight the involved components, that should feature, for instance, amongst others: user

interfaces and sensors, under the front-end scope, and server applications, databases and

ML assets, under the back-end section. These elements do not need to be specialized (such

as identifying a speciĄc language or vendor);
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The identiĄed components are called ŞApplication PartsŤ by sAIfe, and should

be represented graphically in the diagram. These elements, in turn, can all be highly

interconnected and each of their data exchange Ćows - referred to as ŞConnections between

Application PartsŤ by sAIfe - should also be depicted in the developerŠs representation.

Finally, the union of a single Application Part and its adjacent Connections is deemed as

the most relevant entity by sAIfe and receives a special denomination: ŞCritical AreaŤ -

a section of an application in which security Ćaws are likely to happen.

For a general ML-enabled system, sAIfe considers there could be typically four

principal Critical Areas (zero or more of each): User Interface applications (for data entry

and output visualization); APIs/Servers (to interconnect different parts of the applica-

tion and exchange data); Databases/Feature Stores (to hold all the non-volatile data); and

Machine Learning models (to actually calculate inferences). To help the developer with a

more concrete example, sAIfe provides the Reference Architecture Diagram: a ready-made

graphical diagram of an example ML-enabled software application, created according to

the methodŠs guidelines. It is a reference made available to the method applicant to be

used as an example while creating their own Architecture Diagram and structuring the

important parts. It, essentially, contains the architecture of an entire example application,

using all four Critical Areas mentioned, portraying possible computational elements par-

ticipating in the process, along with the connections established between each of them.

There is no restriction on the number of Critical Areas used (either of the same kind or

not), it is up to the programmer and depends on their system.

Figure 3 shows the Reference Architecture Diagram, with front-end elements on

the leftmost part and back-end ones on the right. It portrays Application Parts represented

as icons; Connections depicted as arrows; and Critical Areas marked with numbers, while

Figure 4 zooms in and illustrates one of the Critical Areas found in it. Additionally, Figure

5 goes deeper and highlights the Application Part contained in this section, whereas Figure

6 portrays the Connections between Application Parts.

By employing a higher level of abstraction and being technology-agnostic, the Ar-

chitecture Diagram artifact aims at being able to represent - conceptually - the technical

organization of a wide range of diverse systems in this Ąeld. In the end, therefore, this seg-

mentation should highlight the most common software components present in nowadays

ML-enabled applications - as corroborated by other authors [43, 44, 63].

3.2.2 Critical Area Detailed Document

A Critical Area Detailed Document is a security document repository that con-

tains a compilation of information about a single speciĄc Critical Area, including possible

security threats and proposed mitigation forms. It is, therefore, composed of the sections

described as follows:
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Figure 3 Ű Reference Architecture Diagram

Figure 4 Ű Example of Critical Area

Figure 5 Ű Example of Application Part

Figure 6 Ű Example of Connections between Application Parts
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• Element Description: short contextual description about the Application Part in

question;

• Threat2: possible weakness/failure point the Critical Area at issue might have, fol-

lowed by one or more concrete examples;

• Mitigation3: suggested prevention action for the respective threat.

sAIfe provides documents for the four principal Critical Areas mentioned earlier

(User Interface, API/Server, Database/Feature Store and Machine Learning model), in

line with the segmentation mentioned by the Architecture Diagram Guidelines (Section

3.2.1). The contents, presented in full in sAIfeŠs GitHub repository4, aim at being practical

summaries of their respective areas and are to be used as reference for both the threat

selection in Step 2 and the mitigation picking in Step 3 of the method application process.

These lists themselves are a result of an extensive search throughout available

scientiĄc publications and similar projects, whose content has been got together, treated

and Ąltered, as to encompass the biggest and most diverse number of risk possibilities

and their respective mitigation alternatives. Some of the main sources of data included

OWASP [14, 15] - with their published application security rankings and vulnerability lists

- and NIST [16] - with their AI risk management framework -, for instance. Furthermore,

speciĄc ML-related threats and solutions were also curated from scientiĄc articles - such

as [53] and [17] -, which culminated in a scenario that encompasses seamlessly both

traditional cybersecurity elements and ML-speciĄc assets, treating the ML part as an

extension of regular software [54], which, in turn, allows all the well-known conventional

security recommendations to be applied. Finally, this knowledge base allows for easy

scalability, and, as cybersecurity is a dynamic and ever-evolving Ąeld, the base has the

ability to be easily changed and stay up-to-date on new data - as new documents are

published -, renewing its value in future versions. To illustrate, Figure 7 shows the typical

structure of a Critical Area Detailed Document, with hierarchical topics.

2 Each Critical Area Detailed Document contains many threat entries
3 Each Threat item can contain one or more mitigation forms
4 <https://github.com/gabriel-messas/sAIfe/tree/main/Critical%20Area%20Detailed%

20Documents>
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Figure 7 Ű Structure of a Critical Area Detailed Document
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4 RESULTS

This section presents the main results obtained when evaluating sAIfe. First, it

analyzes the method application by using a real case scenario system as the study object,

and then, a second case study is described, now using STRIDE-AI, a different method

present in the literature, followed by a comparison between both. In addition, a sepa-

rate validation with researchers in academia is also carried out and its results described.

Finally, another evaluation of the method is run, this time with the help of software

developers.

4.1 ConsistencIA

The application to be analyzed both in Sections 4.2 and 4.3, named ConsistencIA,

is one of the practical results being developed under the scope of a research group at the

State University of Londrina (UEL). The latter, labeled CIA-Agro (an acronym, from

Portuguese, that means Center for ArtiĄcial Intelligence in Agro) is a joint effort focused

on studying and applying high-tech AI solutions to the agribusiness Ąeld.

ConsistencIA itself is a project mainly concentrated on accumulating climate data

and detecting anomalous variations across planting regions using a Machine Learning

approach. It was thought of as an online system that could be trained on a data batch,

initially, and then, periodically receive a set of statistical weather data as input, returning,

as inference, a prediction on possible anomalous weather characteristics for the periods of

time in question.

Due to the need of receiving data from sensors in remote locations, the system has

to be reachable publicly over the Internet. For that, a REST HTTP API was the selected

component to handle incoming data. Moreover, to be easily accessible by the interested

audience Ű possibly non-technical Ű, a graphical interface was planned, and the platform

chosen for it was the Web.

4.2 Case Study: ConsistencIA Analysis Using sAIfe

As soon as the initial requirements and architecture were deĄned for ConsistencIA,

the sAIfe method steps could be started.

4.2.1 Architecture Diagram Generation

The Ąrst step was building the Architecture Diagram of the entire system, based

on the Reference Architecture Diagram provided. For ConsistencIA, this element Ű graph-
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ically generated Ű is the one represented by Figure 8.

The image shows each Application Part Ű as icons Ű and the Connections be-

tween them Ű as arrows. Both are depicted separately by the functions they carry and

are labeled generally; when a speciĄc technology is worth being mentioned, it is shown

written between parentheses. Moreover, Critical Areas are identiĄed with little circles,

numbered according to the method speciĄcation: 1 represents a User Interface; 2 high-

lights an API/Server; 3 shows Databases/Feature Stores; and 4 marks an ML Model. In

short, this architecture consists of user interfaces and connected sensors Ű as Şfront-endŤ

elements, portrayed on the leftmost edge Ű, and the core processing services, such as the

ML model itself Ű as Şback-endŤ elements, highlighted on the inside of the dashed box.

These ends are, then, interconnected by an API Ű positioned in the middle of the pipeline.

To increase accuracy and to make the diagramming process easier, even Appli-

cation Parts that do not have a direct correlation with those speciĄcally mentioned by

the method were included in the graphical representation. This is why elements such as

message queues and async job workers appear in this system diagram, being up to the

method userŠs discretion.

Hypothetically, to speed up the process, at the cost of visualization and verisimili-

tude, a more experienced method applicator could already depict the application with no

additional elements other than the core ones covered by sAIfe. This action would save a

certain amount of time during the comparison in the next step.
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Figure 8 Ű ConsistencIA Architecture Diagram
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4.2.2 Critical Area Analysis

The second step consisted of analyzing each of the Critical Areas - covered by sAIfe

- present in the diagram and resorting to their respective detailed document (provided

by the method), with the goal of picking Ű from the list Ű weaknesses that are capable of

affecting the system under analysis.

For the application in this case study, this step was repeated four times: once for

each Critical Area found previously. The complete analysis report, presented in full as

an appendix section [A], shows every single item classiĄed as a risk for ConsistencIA and

its explanation. The following paragraphs summarize the results and highlight relevant

points found in the process.

4.2.2.1 User Interface

In this category, the application showed possible vulnerabilities of all the Ąve sub-

types covered by sAIfe for this area: Injection Flaws, Authentication Flaws, Authorization

Flaws, Security MisconĄguration and Sensitive Data Exposure. For this system, the User

Interface Critical Area is a very important and delicate section, as it can be the beginning

of a whole chain of vulnerability exploitation and security compromise, due to its data

input capabilities and initial position on the system pipeline.

Even though Streamlit - the front-end visualization framework chosen for the Web-

site - already has a certain level of protection against unsanitized data in its components,

a raw input element used by the developer could generate an entrance door for a malicious

user. Restricting the content that can be inserted and performing some form of validation,

already at this Ąrst stage, can be highly beneĄcial, as it can reduce the burden left for

the three following Critical Areas ahead in the pipeline (API/Server, Database/Feature

Store and Machine Learning Model) and address a problem before it travels deeper in the

pipeline.

Overall, the risks found here are, at Ąrst glance, all related to traditional cyber-

security, focused on well-known concepts. A not-so-obvious consideration is that every

oracle or evasion ML attack mechanism - i.e. that relies on testing inputs to obtain out-

puts - starts in a data entrance functionality: a solid proof that simple actions on a User

Interface can save complicated algorithm implementations on an ML Model.

4.2.2.2 API/Server

In this category, the application showed possible vulnerabilities of all the seven

subtypes covered by sAIfe for this area: Injection Flaws, Authentication Flaws, Autho-

rization Flaws, Security MisconĄguration, Sensitive Data Exposure, Resource Exhaustion

and Mass Assignment. For the analyzed application, the API/Server Critical Area is also
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a relevant section, as it is, most times, the system component with the greatest amount

of computational resources available, allowing for more and heavier defense tools against

unwanted malicious behavior. The software parts ahead of it in the pipeline generally

have fewer protection mechanisms capable of blocking an active attack.

Moreover, in the case of sensors and other devices communicating directly with

the API, the latter is now the one and only security barrier left - as the User Interface is

being bypassed - before getting to the most sensitive sectors.

This Critical Area generally has a strong connection with the previous one (User

Interface) when it comes to limiting access and treating exchanged information, as they

tend to share these risks and the responsibility for their mitigation. Therefore, in the

end, the risks found here are also prone to be related to traditional cybersecurity topics,

very similar to those of the previous section. Even though it might seem repetitive, each

software component has to make sure it addresses its vulnerabilities as if no other is doing

so; security is a joint effort.

4.2.2.3 Database/Feature Store

In this category, the application showed possible vulnerabilities of all the six sub-

types covered by sAIfe for this area: Authentication Flaws, Authorization Flaws, Security

MisconĄguration, Sensitive Data Exposure, Data Loss and Resource Exhaustion. For this

system, the Database/Feature Store Critical Area is a very sensible, defenseless section,

as it is the center of the data and, generally, simply performs the operation requested,

indistinctly, assuming the authenticated user is rightfully entitled to it.

The risks cataloged here go along the same lines as the ones of the previous Critical

Areas, as they mention primarily the authentication and authorization pair, a recurrent

vulnerability unit. Therefore, interestingly, the risks assessed so far are, in their vast

majority, the result of a very similar set of vulnerabilities, perpetrated as a serial chain

along the application Ćow. Furthermore, counterintuitively, none of them seem to be

exclusive to an ML application, showing that traditional cybersecurity topics are still

highly valid in this scenario.

4.2.2.4 Machine Learning Model

In this category, the application showed possible vulnerabilities of all the Ąve

subtypes covered by sAIfe for this area: Training Data Integrity Flaws, Inference Output

Integrity Flaws, Model Logic ConĄdentiality Flaws, Training Data ConĄdentiality Flaws

and Model Logic Integrity Flaws. For this system, the Machine Learning Critical Area

is, theoretically, the most important section, just like in any other ML application, as it

represents the deepest stage of the data Ćow.
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Here, in turn, the results have come out quite different than the common ones

from previous areas. As a Machine Learning Model generally does not have any kind of

security interface per se, vulnerabilities such as authentication and authorization simply

do not exist, showing this component relies on preceding software parts to perform such

Ąlter. Therefore, if it all fails and a malicious input gets to the model, the latter has to

be capable, alone, of defending itself and responding accordingly; when it is not, that is

when risks arise.

Four out of the Ąve risk subtypes found are closely related to the oracle or evasion

ML attack mechanism - the most common malicious exploitation form -, now bringing

up these well-known offensive concepts exactly where they take place. The last subtype

(Model Logic Integrity Flaws), however, stands out, as it relates to an attacker having

direct access to the programming code that guides the model and literally altering it.

80% of the risks (the Ąrst four) are ML-exclusive, while only 20% (the last one)

relate to traditional cybersecurity. The ML Model Critical Area is the Ąrst - and last

- software section in which this inversion of dominance happens. Even here, however,

traditional cybersecurity is not absent.

4.2.3 Solution Gathering

The third and last step was, essentially, checking the methodŠs documentation, for

each of the vulnerabilities found in the previous step, and implementing the appropriate

solutions to the system under design. For ConsistencIA, this step was also repeated four

times: once for each Critical Area found previously.

The complete solutions report, presented in full as an appendix section [A], shows

every single mitigation item classiĄed as eligible for ConsistencIA and its explanation.

The following paragraphs summarize the results and highlight the most interesting points

found in this step.

4.2.3.1 User Interface

For this category, all 13 available solutions were selected from sAIfeŠs repository

for ConsistencIA. The majority of mitigation approaches for the User Interface Criti-

cal Area revolve around passive solutions, such as appropriate software conĄguration -

with adequate application versions, proper installation and parameterization - and data

encryption - with HTTPS (TLS).

One of the only items that gets closer to an active defense type is Input Sanitiza-

tion. This is also the solution that is most directly connected with the ML aspect itself, as

the inference query will start with this data input. Performing type and format validation

alongside sanitizing known dangerous expressions is a simple yet effective way to reduce
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risks that could culminate in a Database or ML Model attack.

4.2.3.2 API/Server

For this category, all 18 available solutions were selected from sAIfeŠs repository

for ConsistencIA. Similarly to the previous category, the primary focus for mitigation

measures within this API/Server Critical Area also leaned towards passive solutions.

They were mostly related to proper server conĄguration and data encryption, keeping the

trend seen immediately before, as these topics are the standard security recommendations

for Web-related server applications.

Here, however, the active defense - Input Sanitization - gets signiĄcantly more

powerful, as there are no more environment restrictions and the code does not have

to run on a client-side browser. In this scenario, with the help of database connection

libraries, sanitizing a SQL query, for instance, becomes easier. Moreover, the ability to

add auxiliary server-side libraries can make the process of validating a request and its

content easier.

The actual difference in this section came from the Resource Exhaustion subtype.

DeĄning proper computational resources conĄguration and well-established limits for the

server prevents a malicious user from easily overloading the system and causing general

outage, which could impact directly the Machine Learning Model availability.

4.2.3.3 Database/Feature Store

For this category, all 12 available solutions were selected from sAIfeŠs repository

for ConsistencIA.

Defense suggestions for this Database/Feature Store Critical Area followed the

trend and kept orbiting around more passive solutions. These involved similar topics,

such as adequate software conĄguration and communication encryption, proving these

concepts are important in more than one Application Part.

As database servers are not common programming interfaces, executing code here

tends to be unusual and a bit more complicated. More importantly, as the query content

itself can be maliciously crafted by an attacker, allowing it to be processed - as is - is

already dangerous in the Ąrst place. Because of that, most of the Ąltering should be

performed, ideally, in a preceding element on the pipeline, leaving the queries sent to the

DBMS as pretty much Ąnal and already secure.

The biggest difference in this section came from the Data Loss subtype. DeĄning

proper data backup plans - with periodicity aligned with the Machine Learning training

schedule - and an appropriate secure structure to hold the already backed-up content can

prevent a malicious user from compromising the whole information repository in the case
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of a security breach. As this kind of AI software is highly based on data, keeping this

asset secure is a majorly important mitigation measure.

4.2.3.4 Machine Learning Model

For this category, all 15 available solutions were selected from sAIfeŠs repository

for ConsistencIA. It is fair to point out that 7 of these solutions repeat themselves across

the list, under different vulnerability categories, therefore, there are only 8 different kinds

of mitigation.

Mitigation measures for this Machine Learning Model Critical Area are somewhat

different than the trend that had been seen in earlier sections. There are still mentions to

the so-called passive solutions, such as access control and rate limiting, but they are far

from being the majority now.

The biggest difference in this section comes from the ML-speciĄc aspect. The sug-

gestion to perform input Ąltering, now using the ML Model itself, along with developing

manipulation detection techniques and performing adversarial training are all only possi-

ble in the ML scenario. This very point is the farthest it gets from traditional cybersecurity,

as no other application part can take on this task.

Even with proper Ąltering on all the previous software parts, it is possible that a

malicious input is well formatted and, therefore, still bypasses all the veriĄcation levels,

getting to the inference step itself. Having a robust ML model is, consequently, indispens-

able to creating a solid system, along with all the previous recommendations, in order to

strengthen every aspect of the application.

4.2.4 Results Analysis and Discussions

The Ąrst thing that can be noticed while following sAIfe steps for ConsistencIA

is the capacity a relatively simple ML system has of presenting feasible security Ćaws

and Ątting into multiple error conditions. This fact could be perceived by the number of

possible risk categories Ű in this case, Critical Areas Ű and sub-categories Ű vulnerabilities

contained within them Ű the project under analysis encompassed and was actively related

to.

Another relevant fact that came up during the method application Ű especially

through the last couple of steps Ű is the relation different aspects and/or elements of an

ML system can have with one another. In this scenario, the strong data-driven trait of

Machine Learning applications causes data to be at the center of all components, following

a well-deĄned path from the source to the destination. This, consequently, generates a

sequential chaining characteristic in the pipeline, which, in every step, receives, transforms

and dispatches information to the next phase. In the end, such tight connection ends up
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causing adjacent Application Parts to share related vulnerabilities.

This is also what causes connected elements to Ű apparently Ű Ąt into very similar

(if not identical) Ćaw categories, such as the User Interface-API/Server combination case,

when it comes to authentication issues. In this setting, for instance, either of them could

compensate for the technical debts left by the other and perform the necessary actions

to achieve optimal security. It is, however, wise to note that the sooner Ű in the pipeline

Ćow Ű the corrections are made, the less room for errors there will be.

Additionally, the interdependence that arises from these interactions only strength-

ens the theory that ML security should not be siloed from traditional cybersecurity; in-

stead, it ought to be considered just another subdivision of it, encompassed by the broad

umbrella of software security.

It is possible to notice that, as threats are treated early in the pipeline, the burden

left for elements further ahead gets drastically reduced Ű if not extinguished. In other

words, addressing possible issues on traditional cybersecurity-related Application Parts,

such as the ones closer to data entry components, has proved to be an efficient strategy

to reduce risks arriving at more ML-related parts. This is exactly what happens with

the recurrent ŞInput FilteringŤ solution sections both in the ŞUser InterfaceŤ and in the

ŞAPI/ServerŤ Critical Areas: the more effective they are, the less complicated hardening

measures should ML Models further ahead apply to defend, for example, against poison-

ing. This is, therefore, a major advantage these kinds of systems can leverage to make

the security process easier: relying on traditional cybersecurity techniques Ű which are,

generally, more well-known and less effortful to apply.

Finally, when it comes to the effective value of the sAIfe method application on

this system, it is clear that the straightforward technical recommendations may provide

a major gain in time and productivity, as opposed to lengthy and non-uniĄed security

guides. Moreover, the element-focused approach allowed the method user to more easily

situate and understand their needs: a process that is made even simpler because of the

documentationsŠ focus on real-world ML applications, wisely generalized to cover a wider

and more universal area.

4.3 Case Study: ConsistencIA Analysis Using STRIDE-AI

This section shows an example of the application of another published framework

and its results, to serve as a form of comparison with sAIfe. The method chosen was

STRIDE-AI - engineered by Mauri and Damiani [23] - as it employs a well-known security

assessment technique tailored to the AI/ML scenario. The system analyzed was the same

as the one used in the previous section - ConsistencIA - to allow for easier correlation.
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4.3.1 STRIDE-AI Contextualization

STRIDE-AIŠs authors claim their Şextension to the original STRIDE provides an

ML-speciĄc, security property-driven approach to threat detection which can also pro-

vide guidance in selecting the security controls needed to alleviate the identiĄed threatsŤ.

This characteristic, theoretically, allows it to be compared with sAIfe, as both methodsŠ

objectives are aligned in detecting vulnerabilities and providing the applicant with risk

mitigation suggestions.

The framework is based on the possible assets an ML application can feature, which

are grouped into six different macro-categories: ŞDataŤ, ŞModelsŤ, ŞActorsŤ, ŞProcessesŤ,

ŞToolsŤ, and ŞArtefactsŤ. Each asset of the analyzed system is, then, identiĄed, labeled

and goes through an extensive threat modeling process, aiming at extracting its weak

points.

4.3.2 STRIDE-AI Application

To reduce the extension of this study, the scope of the analysis was limited to a

single ConsistencIA component: the Machine Learning Model. This restriction, neverthe-

less, does not impact the outcome, as the method itself is meant to be executed equally

over each system component and does not depend on other results.

Starting the process, the Ąrst step was identifying the elements and labeling them

according to the six macro-categories mentioned above. Here, ideally, a diagram of the

entire application would be generated and every single element tagged. In this scenario,

the ML Model was Ątted, intuitively, into the category ŞModelsŤ.

Moving on, the second step consisted of choosing a set of properties of interest

within the CIA3-R hexagon (deĄned by the authors as the union of the concepts ŞAu-

thenticityŤ, ŞIntegrityŤ, ŞNon-repudiationŤ, ŞConĄdentialityŤ, ŞAvailabilityŤ and ŞAutho-

rizationŤ) for the asset. With the help of a correlation table provided by the authors, it was

possible to classify the ML Model in ConsistencIA as belonging to the ŞDeployed modelsŤ

asset category. For this reason - and according to another provided correlation table -

the chosen properties of interest here should be all the six available ones: ŞAuthenticityŤ,

ŞIntegrityŤ, ŞNon-repudiationŤ, ŞConĄdentialityŤ, ŞAvailabilityŤ and ŞAuthorizationŤ.

The third step was threat identiĄcation. According to the same table used last,

assets in this category should have, as threats, all the following: ŞSpooĄngŤ, ŞTamperingŤ,

ŞRepudiationŤ, ŞInformation DisclosureŤ, ŞDenial of ServiceŤ and ŞElevation of PrivilegeŤ.

The next step of the threat modeling process was vulnerability identiĄcation, to try

and describe under which conditions the threats associated to the assets could materialize.

This was the hardest step of the process so far, as it varied from system to system and

the provided explanation table contained a generic single example per threat, requiring
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actual thinking.

For this case study, therefore, when it comes to the ML Model:

• the ŞSpooĄngŤ threat would likely happen when a user takes on the identity of

another, posing to the ML Model as an authorized user and being able to access

predictions not available to them in a normal scenario;

• the ŞTamperingŤ threat would happen when an attacker maliciously modiĄes data

contained in the application through an ML Model inference request, such as what

happens in a poisoning attack;

• the ŞRepudiationŤ threat would likely happen if an attacker managed to delete

foundational information in database about a model parameter or training data,

preventing the system from justifying and explaining the result of a prediction;

• the ŞInformation DisclosureŤ threat would happen if sensitive information was some-

how returned in a model prediction, such as what happens in an oracle attack;

• the ŞDenial of ServiceŤ threat would likely happen if an attacker managed to exhaust

computational resources required for the ML Model to work, e.g. by requesting too

many predictions at a time;

• the ŞElevation of PrivilegeŤ threat would possibly happen in a situation similar to

the one in ŞSpooĄngŤ, when an attacker poses to the ML Model as an authorized

user and is able to access predictions not available to them in a normal scenario;

As the last part of the process, these six items are the Ąnal result of the STRIDE-AI

framework application to the concerned system.

4.4 Comparison Between sAIfe and STRIDE-AI

This section highlights the most important points in both methods used in the

case studies above - sAIfe and STRIDE-AI - and compares their results from an efficiency

point of view.

Initially, it is fair to point out sAIfeŠs advantage when it comes to user-friendliness

and instruction-clearness. STRIDE-AIŠs documentation can get quite complex due to the

increased number of sections and concepts, even though things get a bit clearer in the

end, with the use case example.

Roughly speaking, at the beginning, both methods have a relatively similar way

of functioning, with the Ąrst step requiring the identiĄcation of the elements involved in

the architecture and further actions demanding analyses of these components. Moving
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on, however, sAIfe differs from the compared method, as the former already provides

the user with a list of concrete possible vulnerabilities, instead of just plausible at-risk

security concepts. This can be seen, for instance, when STRIDE-AI mentions the ŞTam-

peringŤ concept and requires the user themselves to develop possible failure scenarios

for it. sAIfe, instead, already provides these scenarios, under the section ŞTraining Data

Integrity FlawsŤ, requiring fewer steps and, thus, making the process quicker.

What really sparks attention, however, is the fact that STRIDE-AI does not ac-

tually provide its user with suggested mitigation forms and/or solutions for the threats

discovered. For this analysis, for example, sAIfe provided 8 different solutions feasible to

be applied to the system at issue, only for the ML Model section. This can be a great

asset while helping the development team save time in a longer threat modeling process.

Table 3 shows a comparison between the aforementioned method and sAIfe, when

it comes to three main aspects: involving subjective questions; providing concrete threats;

being restricted to a few concepts; and providing threat mitigation forms.

sAIfe STRIDE-AI
Involves subjective ques-
tions

No Yes

Provides concrete threats Yes No
Security concepts ad-
dressed

Unrestricted,
broader

Restricted to
STRIDE

Provides threat mitigation
forms

Yes No

Table 3 Ű STRIDE-AI case study comparison

4.5 Evaluation with Researchers

sAIfe is the result of a series of self-analysis and refactorings. One of the most

important sources of data for these changes was the validation carried out within the

academic environment. It was a study conducted in such a way that participants had to

use the proposed method introduced in Section 3 to assess the security of an ML system

of their choice. This led to valuable lessons and discoveries that were applied to sAIfeŠs

protocol.

This validation happened with the help of two Computer Science researchers who

also have experience in software development. The experiment aimed at collecting feed-

back from this team of academic developers on the implementation of a previous version

of sAIfeŠs threat modeling method (with one more step, slightly more complex), with the

speciĄc goal of analyzing their perception regarding the methodŠs efficiency, speed and

ease of application. This feedback was, then, used to improve the method to the current

version - a process described in this section.
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To achieve this, the participants were taught how to use sAIfeŠs method and in-

structed to apply it to an application of their choice. Since the focus of this experiment

was not exactly the application analyzed and the technical results found, the chosen ap-

plication is not going to be explained in detail, although it is important to mention that,

just like ConsistencIA, it includes, at least, all four Critical Areas covered by sAIfe.

Upon performing the method application, the researchers were requested to Ąll

out a questionnaire, whose items were specially crafted to obtain strategic information on

sAIfeŠs characteristics. Overall, it included topics with predetermined selectable answers,

in the form of:

• Level of difficulty (Very hard, Hard, Neutral, Easy, Very easy)

• Amount of time spent per step (5 minutes or less, 15 minutes, 30 minutes, 1 hour,

2 hours, 3 hours or more)

• Amount of time spent in total1

• Quality of contributions generated to the software analyzed (Poor, Fair, Satisfactory,

Very good, Excellent)

Moreover, it also contained open written questions, such as:

• What aspects of this method were most useful or valuable?

• Do you think this method could be inserted into a modern software development

methodologyŠs product pipeline?

• How would you improve this method?

Under these circumstances, the results came back quite positive, with answers

declaring, on average: sAIfe is an Easy/Neutral method to be used; does not have any

step that takes longer than 30 minutes to be executed, with an average method execu-

tion time of 18.3 minutes; takes around one hour to be fully applied; and provides Very

good/Excellent contributions to the software it applied to.

Moving on to the written questions, according to the developers: the highlighted

aspects of sAIfe were the facilitation of understanding what threats could be present in

the application and the promotion of an easier search for mitigation implementations; and

sAIfe was capable of being inserted into a modern development pipeline, as its applica-

tion from the beginning of the Software Development Life Cycle (SDLC) helps planning

ahead tasks and demonstrating value to stakeholders. As for the last question, one of the

1 This item did not have predetermined answers and could receive any numeric value
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statements the team made was that the method could be improved by becoming even

quicker to apply.

At this point in time, sAIfe was still a four-step method, requiring - as step number

two - a comparison between the created Architecture Diagram and the Reference one, with

the goal of spotting similarities and identifying Critical Areas. When analyzing this step

again, however, it seemed to be inefficient, as Critical Areas were already easy to Ąnd in the

diagram and as the Reference Architecture Diagram was not always a suitable comparison

artifact for every ML system being depicted. Therefore, step two was completely removed

and the surrounding ones were slightly altered to adapt to this change. In this scenario,

sAIfe has, then, turned into a three-step method, exactly the way it is at the present

moment, described in Section 3.

Furthermore, the Reference Architecture Diagram has also experienced changes:

at Ąrst, in this previous version of the method, it was a mandatory comparison artifact,

to be used in - the outdated - step two. Consequently, once step two was removed -

exactly as described immediately above - the Reference Architecture Diagram had to be

relocated. It, then, moved from being a required artifact in the extinguished step to a

recommended supporting example for the diagram creation activity in step one. With

these alterations, sAIfe has effectively reached its current, up-to-date version, explained

in Section 3. This set of changes, then, triggered by the received feedback, turned the

method application into a much lighter process, with signiĄcant speed improvement (up

to 33% faster, according to the questionnaire statistics).

In summary, it is possible to conclude that this validation in academia proved to

be a very helpful tool, both for assessing sAIfeŠs current state and receptivity from the

developerŠs perspective and for suggesting ways to improve it and make it even more

valuable for its target audience.

4.6 Evaluation with Developers

sAIfe was also evaluated with the help of software developers working on the in-

dustry, to collect the opinions of users who match very closely the methodŠs intended

target audience. This section describes the use of an adapted version of the Technology

Acceptance Model (TAM) and the Goal Question Metric (GQM) with 12 participants, to

judge the usability-related characteristics of sAIfe. These characteristics must be consid-

ered since the complexity of a threat modeling tool has been shown to be a prevalent and

signiĄcant hindrance in previous approaches.

Amongst the 12 respondents, the majority were Software Developers working in

a large multinational private company (with more than 100,000 employees worldwide),

with a Junior or Mid-Senior classiĄcation.
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TAM is a widely used model for evaluating user acceptance of new technologies.

It was Ąrst introduced in the 1980s by Davis [64], and consists of two main factors:

perceived usefulness and perceived ease of use. These two factors have a signiĄcant impact

on the userŠs intention to use new technology. The evaluation was planned using the

GQM system [65], which consists of four steps: Planning, DeĄnition, Data Collection, and

Interpretation.

4.6.1 Context

This evaluation was planned and executed in a similar way to how the previous one

was (Section 4.5), via an online questionnaire, individually answered. This time, however,

the experiment had two distinct moments: one before the actual method application by

the user and another one after it.

Initially, the participants were taught about sAIfe and how to use it through textual

content and a video explanation (10 minutes long). After this initial step, a Ąrst round of

questions was presented to the questionnaire respondent. Moving on, the participants were

also briefed on the application to be analyzed - ConsitencIA - through textual content and

a video explanation (5 minutes long). In possession of all this data, they were asked to

apply sAIfe to this application (with Steps 2 and 3 limited to one single Critical Area, in

order to keep the experiment shorter) and submit the generated artifacts. Finally, a second

round of questions was presented to the questionnaire respondent. All the information was,

then, collected and analyzed.

4.6.2 Goal and Method

The goal of this validation is detailed in Table 2. It followed the Goal Question

Metric (GQM) goal deĄnition template [66], which is a structured approach commonly

used in Software Engineering and other disciplines, to help establish a clear connection

between the overall goal, the speciĄc questions that need to be answered and the metrics

used to measure progress.

Goal Step SpeciĄc Complement
Analyze the proposed solutionŠs efficiency and results
for the purpose of justifying the statements made in this work

and possibly improving the methodŠs proto-
col

with respect to ease of use, method application speed and
quality of results generated

from the viewpoint of software developers
in the context of the industry environment

Table 4 Ű Study goal deĄnition for the validation with developers
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4.6.3 Planning and Definition

The experiment questions are presented in Table 3, along with the indication of

whether they are metric-based (with predeĄned possible answers) or open-ended, whereas

the 5 used metrics are shown in Table 4.

Question Content Metric-based Yes/No
Q1 How difficult does applying the method seem

to you?
M1

Q2 How efficient does the method seem to you? M2
Q3 In case you needed a solution of this kind,

would you be inclined to try sAIfe?
X

Q4 How difficult did applying the method actu-
ally feel to you? (Whole method)

M1

Q5 How difficult did applying the method actu-
ally feel to you? (Step 1)

M1

Q6 How difficult did applying the method actu-
ally feel to you? (Step 2)

M1

Q7 How difficult did applying the method actu-
ally feel to you? (Step 3)

M1

Q8 How much time did it take you to actually
apply the method? (Whole method)

M3

Q9 How much time did it take you to actually
apply the method? (Step 1)

M3

Q10 How much time did it take you to actually
apply the method? (Step 2)

M3

Q11 How much time did it take you to actually
apply the method? (Step 3)

M3

Q12 How were the contributions to the system an-
alyzed? (Suggested threats)

M4

Q13 How were the contributions to the system an-
alyzed? (Suggested solutions)

M4

Table 5 Ű Questions for the validation with developers

Metric DeĄnition
M1 Level of difficulty
M2 Effectiveness
M3 Time taken
M4 Quality

Table 6 Ű Metric deĄnition for the validation with developers

These questions were applied at two different moments in the questionnaire. Ques-

tions 1-3 were applied Ąrst, after the method explanation and before any experiment in-

formation, in order to acquire the participantŠs perception on the method even before

a possible use. On the other hand, the rest of the questions (4-15) were applied only
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after this step, following the experiment instruction and its actual realization by the re-

spondents, to collect the participantŠs true perception after having effectively applied the

method.

4.6.4 Results and Discussion

The following contents present the results and their distributions for each of the

13 questionnaire questions described in the previous section.

Starting with the 3 pre-experiment questions, Question 1 (ŞHow difficult does

applying the method seem to you?Ť) has its results described by Figure 9. They show

participants had a relatively good Ąrst impression on the methodŠs level of difficulty after

being introduced to it. According to the principles of TAM, it is possible to conclude

that, by not perceiving sAIfe as a possibly hard-to-use method, a developer would be

more willing to try it: a positive feedback.

Figure 9 Ű Q1 Results

Moving on, Figure 10 represents the results for Question 2 (ŞHow efficient does

the method seem to you?Ť). The data shows an outcome in line with the one from the

previous question, suggesting participants saw sAIfe as a promising tool even before using

it.

Figure 10 Ű Q2 Results
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Finally, Question 3 (ŞIn case you needed a solution of this kind, would you be

inclined to try sAIfe?Ť) extends the perception analyses made by the Ąrst two questions

and concludes the topic. As a Yes or No question, it collected 100% positive answers,

concluding, once and for all, the main point of the TAM goal: developers hearing of sAIfe

for the Ąrst time have a Ąrst perception good enough to go ahead and actually try the

method.

Shifting to the second part of the questionnaire - after the actual implementation of

sAIfe by the participant -, Question 4 (ŞHow difficult did applying the method actually feel

to you? (Whole method)Ť) starts to collect the respondentŠs real perceptions, represented

by Figure 11. The data shows the majority of participants considered sAIfe to be an

overall easy method to apply, with little discrepancy.

Figure 11 Ű Q4 Results

Analogously, Questions 5, 6 and 7 also address the difficulty of using sAIfe, but

now in a speciĄc way for each of the three steps of the method. Figures 12, 13 and 14 show

this information. The data for these three questions came out in a very similar pattern,

with a signiĄcant spike on the ŞEasyŤ alternative: a good indicative for sAIfe.

Figure 12 Ű Q5 Results

Continuing, Question 8 (ŞHow much time did it take you to actually apply the

method? (Whole method)Ť) addresses the amount of time taken by the user to implement
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Figure 13 Ű Q6 Results

Figure 14 Ű Q7 Results

the method, with results expressed by Figure 15. The collected data shows the majority of

participants took around 15 minutes to Ąnish applying the whole protocol: a great mark,

that supports the affirmation that sAIfe is a quick method.

Figure 15 Ű Q8 Results

In a similar way, Questions 9, 10 and 11 also analyze application time, but now in

a speciĄc way for each of the three steps of sAIfe. Figures 16, 17 and 18 show these data

respectively. The information for these three questions also came out in a very similar

pattern, with the most common option being the Ş5 minutes or lessŤ one, the quickest
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alternative available.

Figure 16 Ű Q9 Results

Figure 17 Ű Q10 Results

Figure 18 Ű Q11 Results

In the end, Question 12 (ŞHow were the contributions to the system analyzed?

(Suggested threats)Ť) and 13 (ŞHow were the contributions to the system analyzed?

(Suggested solutions)Ť) analyze the quality of sAIfeŠs outputs from the perspective of

the participants. Figures 19 and 20 represent the distribution of results, which reveals a

signiĄcant predominance of the ŞVery goodŤ and ŞGoodŤ categories: a great feedback for

the ultimate phase of sAIfe.
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Figure 19 Ű Q12 Results

Figure 20 Ű Q13 Results

Summing up, it is possible to say that the results obtained in this experiment were,

in their majority, positive for sAIfe. The method received an overall positive feedback, with

a signiĄcant amount of the participants agreeing that sAIfe can be, indeed, fast to apply

and easy to implement. This conclusion, in turn, supports the respective affirmations

made throughout this work and highlights the methodŠs affinity with the intended target

audience.
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5 CONCLUSION

sAIfe aims at Ąlling the currently existing gap between threat identiĄcation pro-

cesses and remediation techniques by providing a method that performs and links these

two procedures in a seamless and effective way. With all that has been exposed through-

out this document, it is fair to say that the proposed method is capable of acting as a

solid security assurance process for ML applications.

Furthermore, the experiments shown in Section 4 support the claims that sAIfe

is an easy-to-use method and has a fast application time. In the case study with Con-

sistencIA (Section 4.2), for instance, applying sAIfe to this ML system revealed a great

number of possible security Ćaws and an even greater number of ready mitigation forms.

Even though the analyzed system seemed to follow a traditional architecture, with well

established patterns, there still were many possible threats revealed by sAIfe that did

not seem explicit at Ąrst glance and were shown in a seamless way to the developer. On

the other hand, the test with the alternative framework from the literature (Section 4.3)

seemed more complex and did not achieve the same practical results.

Moreover, the validations carried out both with researchers in academia (Section

4.5) and with developers in industry (Section 4.6) brought concrete conĄrmation to these

affirmations. These experiments reĆected a very positive opinion coming from the respon-

dents, with the majority of them stating that sAIfe seemed easy to use (both before and

after actually applying it), effective in the results and quick to apply.

Finally, due to the way Critical Area Detailed Documents were planned and struc-

tured, sAIfe allows for easy update and alteration of the weaknesses and solutions lists.

This activity is exactly what is intended to be done as a main future effort on the method.

As computation is an ever-evolving area of technology, new threats might be discovered

as time passes and, thus, sAIfe is expected to keep up with them. Having future work

to take on this task regularly is a great opportunity to maintain the method viable and

accurate for years to come, an efficient way to increase the level of security of ArtiĄcial

Intelligence systems launched, the utmost goal sought by sAIfe.
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A CASE STUDY - CRITICAL AREA ANALYSIS REPORT

A.1 User Interface

For this category, the following vulnerabilities can be exploited and pose a threat

to ConsistencIA:

• Injection Flaws Ű as the Streamlit-hosted Website is going to have input sections;

• Authentication Flaws Ű as the Website users Ű for selected functions Ű are going to

have to authenticate to prove their legitimacy;

• Authorization Flaws Ű as some functions must only be accessible by users with

speciĄc roles;

• Security MisconĄguration Ű as the Streamlit Webserver will have to be set up prop-

erly;

• Sensitive Data Exposure Ű as the data shown and the communication via HTTP

requests must not leak critical information to users or third-parties.

A.2 API/Server

For this category, the following vulnerabilities can be exploited and pose a threat

to ConsistencIA:

• Injection Flaws Ű as the API is going to receive inputs coming both from the Website

and from the sensors;

• Authentication Flaws Ű as the users Ű for determined endpoints Ű are going to have

to authenticate to prove their legitimacy;

• Authorization Flaws Ű as some server functions must only be accessible by users

with speciĄc roles;

• Security MisconĄguration Ű as the Python Flask server will have to be set up prop-

erly, following industry standards.

• Sensitive Data Exposure Ű as the data returned by the API and the communication

via HTTP requests must not leak critical information to users or third-parties;

• Resource Exhaustion Ű as multiple simultaneous requests to the server may cause

computational problems;
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• Mass Assignment Ű as write-operation endpoints might compromise other data that

should not be in scope;

A.3 Database/Feature Store

For this category, the following vulnerabilities can be exploited and pose a threat

to ConsistencIA:

• Authentication Flaws Ű as the connection requests between the API and the databases

might expose credential information;

• Authorization Flaws Ű as an unnecessarily highly-privileged database user account

can generate risks;

• Security MisconĄguration Ű as both database servers will have to be set up properly,

following industry standards;

• Sensitive Data Exposure Ű as both data in rest and in transit cannot be leaked to

unallowed third-parties;

• Resource Exhaustion Ű as unlimited database connection channels might cause com-

putational problems;

• Data Loss Ű as the data stored cannot be permanently lost due to unforeseen cir-

cumstances.

A.4 Machine Learning Model

For this category, the following vulnerabilities can be exploited and pose a threat

to ConsistencIA:

• Training Data Integrity Flaws Ű as malicious inputs can cause unwanted model

alterations;

• Inference Output Integrity Flaws Ű as maliciously crafted inputs can generate wrong-

ful inference results;

• Model Logic ConĄdentiality Flaws Ű as critical information about the model can be

exposed if it was not set up properly;

• Training Data ConĄdentiality Flaws Ű as private information contained in the train-

ing data can get exposed through inference results;

• Model Logic Integrity Flaws Ű as the model algorithm itself can get altered by

malicious attackers.
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B CASE STUDY - SOLUTION GATHERING

B.1 User Interface

For this category, the following detected vulnerabilities have the respective asso-

ciated solutions for ConsistencIA:

• Injection Flaws

– Input Sanitization: the majority of Streamlit-based output elements already has

data sanitization against the most well-known types of injection Ćaws (just like

most modern Web frameworks), such as HTML and JavaScript DOM injection.

The important part is actually being careful when using pure HTML elements

and/or when transferring raw untreated input data to another part of the

application (e.g. to the API, for database query or ML model inference), where

mitigating actions should be taken.

• Authentication Flaws

– Password Encryption: authentication-related sensitive data must be encrypted

while in transit to other parts of the application (e.g. to the API, for validation),

for instance, by using a secure communication channel, such as HTTPS(TLS);

– Session Data Safe Handling: Streamlit (just like most modern Web frameworks)

already has its safe way of dealing with sessions. Nevertheless, guidelines are:

session ID names must not be common/default; the ID itself should be long

and random enough to prevent brute-force attacks; the content encoded must

not be meaningful enough to disclose information in case of an attack; session

data must only travel through encrypted connections (such as HTTPS);

– Authentication Timeouts: expiring login sessions and invalidating temporary

authentication tokens regularly is important, as to avoid compromising safety

in the case of a breach;

– Setting the Appropriate Security Flags on Cookies: if using cookies to carry

session data, the ŚSecureŠ, ŚHttpOnlyŠ and ŚSameSiteŠ Ćags must be present on

the ŚSet-CookieŠ headers;

• Authorization Flaws

– Role-Based Access Control: implementing restrictions based on the level of

access of each user (as directory/path protection) guarantees they are not going

to be shown restricted content for their role.
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• Security MisconĄguration

– Up-to-date Software Versions: making sure the Streamlit library and all the

accessory software installed are in their last versions helps avoiding possible

problems;

– Disabling Debug Mode: not revealing debug and/or error handling information

can make a possible intruderŠs life harder as they get less insights into the

systemŠs way of functioning;

– Disabling Directory Listing: not revealing the serverŠs internal folder/Ąle struc-

ture is important to reduce the amount of information available for a possible

malicious person;

– Changing Default Values: not using default/standard keys and passwords for

application conĄguration is critical as this is generally the most trivial attack

tried by a hacker.

• Sensitive Data Exposure

– Encrypted Communication: using a cryptographed channel to transmit infor-

mation (such as a TLS-backed HTTPS connection) is highly recommended, as

a possible network intruder cannot access the actual content of the requests;

– URL Protection: not using URL (path or query) parameters to convey sensitive

unencrypted data is a good practice Ű even over encrypted connections Ű as

they get easily shown on the client browser and can be accessed in many ways;

– Storage Protection: avoiding storing sensitive unencrypted data in browser stor-

age mechanisms (Local Storage, Session Storage and Indexed DB) is important,

as to avoid a possible data leak in case of a XSS (Cross-Site Scripting) attack.

B.2 API/Server

For this category, the following detected vulnerabilities have the respective asso-

ciated solutions for ConsistencIA:

• Injection Flaws

– Input Sanitization: when receiving input data coming from another part of

the application (e.g. from the User Interface, for database query or ML model

inference), mitigating actions should be taken to clean the incoming content

before actually using it, in order to avoid SQL/NoSQL injection attacks or

ML-speciĄc attacks. For the former, for instance, making use of the appropriate

database connector functions is a good solution, as they have built-in statement
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preparation and argument sanitization. For the latter, a more complex cleaning

algorithm should be used to prepare the data;

– Performing Active Data Validation Against Data Types and Patterns: incoming

data must also be validated against pre-determined types and patterns right

as the request is received.

• Authentication Flaws

– Password Encryption/Hashing: authentication-related sensitive data must be

encrypted while in transit from other parts of the application (e.g. from the

User Interface, for validation), for instance, by using a secure communication

channel, such as HTTPS (TLS). User credentials should also be hashed when

received, and not used as plain text;

– Authentication Timeouts: expiring login sessions and invalidating temporary

authentication tokens regularly is important, as to avoid compromising safety

in the case of a breach;

– Authentication Validation: enforcing authentication validation for every single

request/endpoint guarantees the user is still properly legitimate;

– Setting the Appropriate Security Flags on Cookies: if using cookies to carry

session data, the ŚSecureŠ, ŚHttpOnlyŠ and ŚSameSiteŠ Ćags must be present on

the ŚSet-CookieŠ headers.

• Authorization Flaws

– Role-Based Access Control: implementing restrictions based on the level of

access of each user (as endpoint protection) guarantees they are not going to

be able to perform a restricted request for their role Ű such as a model training

operation.

• Security MisconĄguration

– Up-to-date Software Versions: making sure the Flask library and all the acces-

sory software installed are in their last versions helps avoiding possible prob-

lems;

– Disabling Debug Mode: not revealing debug and/or error handling information

can make a possible intruderŠs life harder as they get less insights into the

systemŠs way of functioning;

– Changing Default Values: not using default/standard keys and passwords for

application conĄguration is critical as this is generally the most trivial attack

tried by a hacker;
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– Implementing Cross-Origin Resource Sharing (CORS) Policy: restricting access

to the API from unallowed origins.

• Sensitive Data Exposure

– Encrypted Communication: using a cryptographed channel to transmit infor-

mation (such as a TLS-backed HTTPS connection) is highly recommended, as

a possible network intruder cannot access the actual content of the requests;

– Return Minimal Data: returning the smallest number of properties for an object

is a good practice, as it can avoid exposing unnecessary sensitive information.

• Resource Exhaustion

– Request Throttling: limiting the amount of requests (including authentication

ones) a user can make in a given period of time to the the Flask API helps

preventing possible credential stuffing/brute-force attacks and possible Denial

of Service (DoS) attacks by exhausting computational resources, which would

cause inference unavailability;

– Limited Payload Sizes: deĄning a maximum size for incoming/outgoing data

per request (and implementing pagination, when possible) can help improving

performance, preventing bottlenecks and unavailability;

– Maximum Pagination Parameters: deĄning a maximum size for returned pag-

inated content can avoid performance drops and resource exhaustion;

– Limiting Hardware Resource Levels for Server Applications: specifying maxi-

mum computational resource limits can avoid RAM memory or CPU overload

under heavy traffic.

• Mass Assignment

– Properties Whitelist: setting up a schema-based validation mechanism (re-

stricting speciĄc attributes to be received/returned in requests) prevents a

malicious person from accessing out-of-scope data.

B.3 Database/Feature Store

For this category, the following detected vulnerabilities have the respective asso-

ciated solutions for ConsistencIA:

• Authentication Flaws

– Password Encryption: authentication-related sensitive data must be encrypted

while in transit from/to other parts of the application (e.g. from the API, to
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establish a connection), for instance, by using a secure communication channel,

such as one with the TLS protocol.

• Authorization Flaws

– Least Privilege Account: when being accessed by a normal service that is only

going to run queries, an unnecessarily highly-privileged database user account

can generate risks, in the case of a breach, exposing the training data and

models parameters to risks.

• Security MisconĄguration

– Up-to-date Software Versions: making sure both the Redis and the MySQL

server instances are in their last versions helps avoiding possible problems;

– Disabling Debug Mode: not revealing debug and/or error handling information

can make a possible intruderŠs life harder as they get less insights into the

systemŠs way of functioning;

– Changing Default Values: not using default/standard keys and passwords for

server conĄguration is critical as this is generally the most trivial attack tried

by a hacker;

– Private Network: not leaving the databases exposed to public/external network

is critical, as the API Ű on the internal private network Ű is the only element

with real necessity of exchanging data with it.

• Sensitive Data Exposure

– Encrypted Communication: using a cryptographed channel to transmit infor-

mation (such as a TLS-backed HTTPS connection) is highly recommended, as

a possible network intruder cannot access the actual content of the requests;

– Encrypted Data at Rest: encrypting the data stored in the databases is a good

practice, as, even in the case of a security breach, an attacker in possession of

this data cannot access the actual content Ű mainly, the training data Ű without

decrypting it.

• Resource Exhaustion

– Limiting Hardware Resource Levels for Server Applications: specifying maxi-

mum computational resource limits can avoid RAM memory or CPU overload

under heavy traffic;

– Limited Connections: deĄning a maximum amount of database client connec-

tions simultaneously open can help improving performance, preventing bottle-

necks and unavailability.
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• Data Loss

– Backup Plan: having periodic backup routines scheduled is a good practice, as

to avoid permanently losing information, in the case of an unforeseen event;

– Backup Protection: backed-up information must be protected and encrypted,

as, even in the case of a security breach, an attacker in possession of this data

cannot access the actual content without decrypting it.

B.4 Machine Learning Model

For this category, the following detected vulnerabilities have the respective asso-

ciated solutions for ConsistencIA:

• Training Data Integrity Flaws

– Protecting Training Data: limiting direct access to training data stored in the

MySQL database Ű from any unnecessary portions of the application or from

manual procedures Ű is a good practice, as it restricts points of Ćaw;

– Input Filtering: running a pre-training analysis (before actually applying the

ML model) on the incoming data Ű against pre-determined parameters/criteria

Ű can detect highly signiĄcant outliers and less sophisticated manipulations;

– Manipulation Detection: developing a preventive algorithm, with an input ma-

nipulation detection technique tailored to the speciĄc ML model in use, al-

though very complex Ű as it has to encompass very diverse kinds of data vari-

ation Ű, can be effective against adversarial attacks;

– Adversarial Training: using the adversarial attack inputs themselves to retrain

the ML model Ű but, then, with the right associated output Ű is an effective way

of robustifying the algorithm and preparing it to deal with further poisoning

attempts;

– Periodic Data Checks: running passive regular analyses on the training data

stored in the MySQL database Ű to check the values against pre-determined pa-

rameters/criteria Ű can detect highly signiĄcant outliers and less sophisticated

manipulations, in order to trigger a reactive measure.

• Inference Output Integrity Flaws

– Inference Request Rate Limiting: limiting the amount of inference requests a

user can make Ű in a determined period of time Ű is a safe restriction tech-

nique not to release exceeding information on the model internals. It prevents

a possible attacker from running countless queries with various input values,



74

combining them to get insights and assembling their own Ştruth tableŤ on

the targeted model (similar to a model evasion attack). With this artifact,

the abuser can Şclone the modelŤ and gradually generate a speciĄc input that

would return their expected inference output;

– Minimal Inference Data Output: returning the lowest possible amount of infor-

mation (explanations, percentages, additional model logic values and param-

eters) Ű besides the direct inference output itself Ű is also a good practice, as

not to release exceeding insights into the model way of functioning;

– Input Filtering: similar to the solution presented for the section ŞTraining Data

Integrity FlawsŤ above;

– Manipulation Detection: similar to the solution presented for the section ŞTrain-

ing Data Integrity FlawsŤ above;

– Adversarial Training: similar to the solution presented for the section ŞTraining

Data Integrity FlawsŤ above.

• Model Logic ConĄdentiality Flaws

– Inference Request Rate Limiting: similar to the solution presented for the sec-

tion ŞInference Output Integrity FlawsŤ above;

– Minimal Inference Data Output: similar to the solution presented for the sec-

tion ŞInference Output Integrity FlawsŤ above.

• Training Data ConĄdentiality Flaws

– Inference Request Rate Limiting: similar to the solution presented for the sec-

tion ŞInference Output Integrity FlawsŤ above;

– Minimal Inference Data Output: similar to the solution presented for the sec-

tion ŞInference Output Integrity FlawsŤ above.

• Model Logic Integrity Flaws

– Model Code Protection: limiting direct access to the model algorithm and to

its parameters stored in the MySQL database Ű from any unnecessary portions

of the application or from manual procedures Ű is a good practice, as it restricts

points of Ćaw.
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