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MAZETTO, B. O.. Uma Triade de Defesas para Mitigar Ataques de Envenena-
mento no Aprendizado Federado. 2025. 70f. Dissertagao (Mestrado em Ciéncia da
Computagao) — Universidade Estadual de Londrina, Londrina, 2025.

RESUMO

O Aprendizado Federado (AF) permite treinar modelos de Aprendizado de Maquina em
dados descentralizados, promovendo a privacidade ao evitar o compartilhamento direto de
dados entre clientes e servidor. No entanto, sua arquitetura distribuida o torna vulneravel
a diversos tipos de ataques, com destaque para os ataques de envenenamento, devido a
sua simplicidade e alto impacto no desempenho do modelo. Neste trabalho, propomos
um método para mitigar esses ataques por meio de uma triade de estratégias de defesa:
organizacao dos clientes em grupos, verificacao do desempenho local dos modelos globais
durante o treinamento e uso de um esquema de votacao na fase de inferéncia. Inicialmente,
os clientes sao organizados em grupos amostrados aleatoriamente. Cada cliente realiza o
treinamento local de um modelo, e os modelos dentro de um mesmo grupo sao combi-
nados por meio de um processo de agregacao, originando um modelo global distinto por
grupo. Em seguida, cada cliente recebe e avalia todos os modelos globais, selecionando
aquele com o melhor desempenho preditivo como o seu novo modelo local para continuar
o treinamento. Por fim, durante a inferéncia, cada cliente realiza previsoes sobre suas
entradas com base em um esquema de votagao entre os modelos globais. Os experimentos
realizados com os conjuntos de dados MNIST, HAR e Air Quality demonstram que o mé-
todo proposto é eficaz na mitigacao de ataques de envenenamento, como Label-Flipping,
Same-Value, Gaussian-Noise, Gradient-Scaling e Little Is Enough (LIE), preservando a
integridade e o desempenho do modelo global.

Palavras-chave: Aprendizado Federado. Ataques de Envenenamento. Aprendizado de
Méquina.



MAZETTO, B. O.. A Triad of Defenses to Mitigate Poisoning Attacks in Fede-
rated Learning. 2025. 70p. Master’s Thesis (Master in Science in Computer Science) —
State University of Londrina, Londrina, 2025.

ABSTRACT

Federated Learning (FL) allows training Machine Learning models on decentralized data,
promoting privacy by avoiding the direct sharing of data between clients and the server.
However, the distributed architecture of FL is vulnerable to various types of attacks, with
poisoning attacks standing out due to their simplicity and high impact on model perfor-
mance. In this work, we propose a method capable of mitigating such attacks through
a triad of defense strategies: organizing clients into groups, evaluating the local perfor-
mance of global models during training, and using a voting scheme in the inference phase.
Initially, clients are organized into randomly sampled groups. Each client performs lo-
cal training of a model, and the models within the same group are combined through
an aggregation process, resulting in a distinct global model for each group. Then, each
client receives and evaluates all global models, selecting the one with the best predic-
tive performance as its new local model to continue training. Finally, during inference,
each client makes predictions on its inputs according to a voting scheme among the global
models. Experiments conducted with the MNIST, HAR, and Air Quality datasets demon-
strate that our method is effective in mitigating poisoning attacks such as Label-Flipping,
Same-Value, Gaussian-Noise, Gradient-Scaling, and Little is Enough (LIE), maintaining
the integrity of the global model’s results.

Keywords: Federated Learning. Poisoning Attacks. Machine Learning.
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1 INTRODUCTION

Traditional Machine Learning approaches require centralizing data on a single ma-
chine or datacenter. This data relating to users and organizations may contain private
information that should not be shared, raising privacy concerns [1]. Federated Learn-
ing (FL) allows participants to collaboratively train a shared model while ensuring that
all data remains stored locally on their devices, decoupling the ability to do Machine
Learning from the need to store all data in a centralized server [2, 3]. Compared to cen-
tralized learning, FL significantly reduces server computation costs by outsourcing and
parallelizing the training process. FL also is a promising paradigm to empower on-device

intelligence and mitigate the privacy and scalability issues in IoT systems [4].

In the initial iteration of a Federated Learning training scheme, the central server
generates a global model with randomly initialized weights and distributes it to all partici-
pating clients. Each client then trains the received model locally using its private dataset,
resulting in a local model. These local models are then sent back to the server. Upon
receiving all local models, the server applies a process known as aggregation to combine
them into a new global model. This process typically consists of combining the parameters
of the local models into a single model by computing a weighted average, reflecting each
client’s contribution. The process is repeated iteratively over multiple rounds until the
training converges. Upon completion, the final global model is used by the clients to make

predictions on new data during the inference phase [5].

While offering advantages in privacy and data locality, FL is exposed to a wide
range of security threats. These include inference attacks, such as membership inference
and model inversion, which aim to extract sensitive information from clients’ data by
analyzing the global model [6, 7]. Evasion attacks represent another threat, where adver-
saries craft specific inputs at inference time to induce misclassification [8, 9]. In addition,
backdoor attacks can embed hidden behaviors into the global model that activate only un-
der specific input patterns [10]. Other notable threats include free-rider attacks, in which
some clients benefit from the training without contributing meaningful updates [11], and
Sybil attacks, where a single adversary emulates multiple clients to increase its influence

in the aggregation process [12, 13].

Among these threats, Byzantine attacks stand out for their potential to compro-
mise the core training process. These encompass a broad class of adversarial behaviors
where clients may act arbitrarily or deceitfully, aiming to disrupt model convergence or
degrade performance [14, 15]. In the FL setting, this includes sending incorrect, inconsis-
tent, or deliberately crafted model updates to the central server, thereby corrupting the

global model.
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Within the category of Byzantine attacks, poisoning attacks are particularly im-
pactful and extensively studied. These attacks can be divided into two main types: in data
poisoning, malicious clients inject harmful samples into their local datasets, whereas in
model poisoning, they manipulate the gradients or model parameters before sending them
to the server [16, 17]. Such actions can significantly degrade the accuracy and reliability

of the resulting global model on unseen data.

In this work, we focus on poisoning attacks due to their simplicity, ease of imple-
mentation, and high potential for damaging the model’s performance, even when only a
small fraction of clients are compromised. Furthermore, their stealthy nature makes them

especially challenging to detect and mitigate in practical FL scenarios.

Robustness against Byzantine attacks and the preservation of security and privacy
in FL. have been central research topics. Exploring the field of Byzantine robust aggre-
gation, Xu et al. [2022] and Li et al. [2023] propose aggregation techniques to identify
suspicious local models and enhance robustness. Another widely used method against
poisoning attacks is model analysis. Che et al. [2022] include a scoring system to dif-
ferentiate clients, an election strategy to select representatives, and a selection strategy
for committee formation, fostering a collaborative and secure training environment. Also
using a model analysis method, Jebreel et al. [2024] propose a fragmentation technique
and, in addition, global and local reputation vectors to select trustworthy clients. Zhang
et al. [2023], Cao et al. [2021], and Cao et al. [2022] organize clients into subgroups to
ensure a robust scenario against the influence of malicious clients. Ultimately, Andreina et
al. [2020] use a method based on performance evaluation as a defense strategy, exploring

a unique characteristic of FL, the multiple private datasets.

Our proposed approach combines three techniques to mitigate poisoning attacks
in FL: dividing clients into groups, checking global model performance on local datasets,
and making inferences based on a voting scheme. Initially, the central server randomly
divides the clients into groups. After the clients complete local training, they send their
local models to the central server, which generates a global model for each group. The
global models are subsequently distributed to all clients, ensuring that every participant
in the Federated Learning process receives all the global models generated by the groups.
Once the clients receive the global models, they evaluate them using their own data and
select the model with the best predictive performance. This selected global model becomes
the client’s new local model. These steps are repeated until the training is completed. Af-
ter the training phase, the inference phase relies on a voting method. Given an input,
a client uses the global models to make predictions and combines them according to a
consensus strategy appropriate for the task, for example by selecting the most frequent
label in classification or computing a weighted average in regression. Our approach ad-

dresses both classification and regression tasks, and its effectiveness was validated through
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experiments on three datasets: MNIST, HAR and Air Quality, under five types of poison-
ing attacks: Label-Flipping, Same-Value, Gaussian-Noise, Gradient-Scaling and Little is
Enough (LIE).

The combination of these three techniques leverages their strengths to address
issues that arise when they are applied individually. While each technique alone can
reduce the influence of corrupted local models to some extent, their effectiveness decreases
quickly as the number of malicious clients increases. By combining these three approaches,
we develop a method that is more resilient to an increasing number of malicious clients
while ensuring that both training and test data remain exclusively on the clients’ devices

throughout the process.

The remainder of this work is organized as follows. Chapter 2, presents the theo-
retical foundation needed for the comprehension of the work. In Chapter 3, we present our
proposed approach to mitigate attacks on FL. We report on our experimental evaluation

and results in Chapter 4. Finally, we conclude this work in Chapter 5.



16

2 FUNDAMENTAL BACKGROUND

2.1 Machine Learning

Machine Learning (ML) is a branch of Artificial Intelligence (AI) that focuses on
developing systems that can learn and improve from experience without being explicitly
programmed. In essence, Machine Learning enables computers to analyze data, identify
patterns, and make decisions or predictions based on that data [26]. Over the past decades,
the field of ML has led to significant progress in advanced learning algorithms and efficient
data preprocessing methods. These systems’ ability to solve complex problems relies on
analytical models that produce predictions, rules, answers, recommendations, or similar
results [27].

Using statistical methods, algorithms are trained to make classifications or predic-
tions. The learning process begins with data collection and preparation, which serves as
input for the learning model. The model is then trained to recognize patterns in the data
and extract relevant information for the task at hand. During training, the model adjusts
its parameters to minimize the prediction error between the input data and the desired
outputs. Once trained, the model can be used to make predictions or classifications with
new input data. Learning methods can be categorized into supervised, unsupervised, and

reinforcement learning [28, 29].

e Supervised learning: Requires a training dataset with examples of both the input
data and labeled outputs or target values. These input-output pairs in the training
set are used during the training process, where the algorithm leverages these pairs
(x,y) to minimize the model’s error by adjusting its parameters. After the model is
trained, it can predict the target variable y for new, unseen data points based on in-
put features x. Supervised learning can be further divided into regression problems,
where a numeric value is predicted, and classification problems, where the outcome

is a categorical class [27].

e Unsupervised learning: Occurs when the system is tasked with identifying pat-
terns in data without any predefined labels or target outputs. In this case, the input
data consists only of variables x, and the goal is to uncover inherent structures, such
as grouping similar instances (clustering) or projecting high-dimensional data into

a lower-dimensional space (dimensionality reduction) [30].

+ Reinforcement learning: Instead of using input-output pairs, involves defining

the system’s current state, setting a goal, providing a list of possible actions and
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their constraints, and letting the ML model learn to achieve the goal through trial

and error to maximize a reward [31].

Depending on the task, Machine Learning algorithms can be grouped into dif-
ferent categories, such as Regression Models, Instance-based Algorithms, Decision Trees,
Bayesian Methods, and Neural Networks. It is important to note that these categories
are not mutually exclusive; for example, Decision Trees can be used for both regression
and classification tasks. Among them, Neural Networks are particularly notable for their

flexible structure, which allows them to be adapted to a wide range of problems [32].

2.2 Neural Networks

Neural Networks (NNs) are a type of Machine Learning algorithm inspired by the
structure and functioning of the human brain. Unlike traditional computational methods,
which rely on sequential steps to execute tasks, Neural Networks consist of interconnected
nodes, or “neurons”, capable of processing and analyzing vast volumes of data in parallel
[33]. This architecture enables them to excel at tasks involving pattern recognition and

complex decision-making.

The history of Neural Networks dates back to the 1940s and 1950s, when re-
searchers began experimenting with artificial Neural Networks as a way to model and
simulate the human brain [34]. In 1975, Kunihiko Fukushima introduced the concept of
the multilayered Neural Network [35]. However, it was not until the 1980s and 1990s that

Neural Networks gained significant traction.

The structure of a NN typically consists of three types of layers. The first is the
input layer, which receives raw data from the dataset. For example, in an image recognition
task, each neuron in the input layer might represent a pixel value from the image. Next are
the hidden layers, where the data undergoes transformation through weighted connections
and activation functions. These layers are responsible for capturing complex patterns in
the data, such as edges in images or relationships between words in text. Finally, the
output layer produces the network’s final output, which could be a classification label

(e.g., cat vs. dog) or a numerical prediction [36].

The training process of a Neural Network involves learning the optimal weights and
biases to minimize prediction errors. Despite differences in internal computations across

architectures, the overall supervised learning procedure generally follows these steps:

1. Initialization of weights and biases: Weights and biases are initialized with

small random values, to ensure stable training.
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2. Forward propagation: The Neural Network processes a set of input data through
its layers. Each neuron computes the weighted sum of its inputs, adds a bias, and
passes the result through an activation function to introduce non-linearity and cap-

ture complex patterns.

3. Error calculation: The error (or loss) is calculated by comparing the predicted

output with the desired output using a predefined loss function.

4. Backpropagation: The error is propagated backward through the network using

the chain rule to calculate gradients of the loss with respect to each weight and bias.

5. Adjustment of weights and biases: Using the gradients computed during back-
propagation, the weights and biases are updated via an optimization algorithm. The

learning rate determines the size of the updates.

6. Repetition of the process: Steps 2 to 5 are repeated for each batch of training

data over n epochs.

Hyperparameters such as learning rate, batch size, and number of epochs play a

crucial role in determining the speed and accuracy of the training process [37].

Over recent decades, advances in computational resources and the availability of
large datasets have propelled Neural Networks to new heights. Researchers have devel-
oped increasingly accurate and sophisticated models that can be applied to a wide range
of applications, including image recognition, speech recognition, and natural language

processing.

2.2.1 Multi-Layer Perceptron Networks

Multi-Layer Perceptrons (MLPs) are a class of feedforward Artificial Neural Net-
works that consist of multiple layers of interconnected neurons. Each neuron performs a
weighted sum of its inputs followed by a non-linear activation function. MLPs represent
one of the earliest and most fundamental architectures in Machine Learning and have

been widely applied to problems in classification, regression, and function approximation
38, 39].

Unlike simple linear models, MLPs can approximate complex non-linear functions,
thanks to the use of activation functions such as the sigmoid, hyperbolic tangent, and
Rectified Linear Unit (ReLU). The universal approximation theorem states that a feed-
forward network with a single hidden layer containing a finite number of neurons can
approximate any continuous function on compact subsets of R™, under mild assumptions

on the activation function [39].

Each layer in an MLP performs the following transformation:
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20 — w0 g=1 4 pO®
aV = (21

In this formulation, W® and b® represent the weight matrix and bias vector of
the I-th layer, respectively. The term o~ denotes the activation from the previous layer,
2" is the result of the linear transformation, and ¢(-) is a non-linear activation function

applied element-wise to the transformed input.

Despite the emergence of more specialized neural architectures such as Convolu-
tional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs), MLPs remain
a valuable baseline and are widely used in situations where data lacks spatial or tem-
poral structure. Their versatility and simplicity have enabled their application across a
wide range of domains, including speech recognition [40], financial forecasting [41], medi-
cal diagnosis [42], and image classification [43]. Moreover, MLPs form the foundation for
more recent architectures, such as Transformer-based models, where feedforward compo-
nents often resemble MLP layers [44], further demonstrating their continued relevance in

modern Machine Learning systems.

2.2.2 Convolutional Neural Networks

Convolutional Neural Networks (CNNs) are a specialized class of Neural Networks
designed to process data with a grid-like topology. Examples include time-series data,
which can be viewed as a 1-D grid sampled over time, and image data, which forms a
2-D grid of pixels. Inspired by the visual cortex of animals, CNNs were first introduced
by LeCun et al. in the 1980s and gained prominence with the success of the LeNet-
5 architecture for handwritten digit recognition [45]. CNNs are particularly effective at
spatial feature extraction, leveraging local connectivity and shared weights to efficiently

learn hierarchical patterns from raw input data.

Unlike traditional fully connected networks, CNNs consist of convolutional layers
that apply learnable filters to local regions of the input. Each filter, or kernel, computes a
weighted sum over a local patch, producing a feature map that highlights specific patterns
such as edges or textures. This local connectivity allows the network to exploit spatial
structure and build hierarchical representations, where deeper layers capture increasingly

abstract features [46].

After the convolution operation, a non-linear activation function, is applied to
introduce non-linearity [47]. Pooling layers, are then used to reduce the spatial dimensions
of feature maps and enhance translational invariance [48]. As the network deepens, the
extracted features are flattened and passed to fully connected layers, which perform the

final prediction.
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The overall architecture of a CNN typically includes several stacked convolutional
and pooling layers, followed by one or more fully connected layers for classification or
regression. Regularization techniques such as dropout [49], batch normalization [50], and

data augmentation are commonly used to improve generalization and mitigate overfitting.

CNNs have revolutionized computer vision, achieving state-of-the-art results in
image classification [51], object detection [52], and image generation [53]. Despite the
emergence of alternative architectures like Vision Transformers (ViTs) [54], CNNs re-
main a foundational component in Machine Learning for structured spatial data, offering

efficient and interpretable mechanisms for feature extraction.

2.2.3 Long Short-Term Memory Networks

Long Short-Term Memory Networks (LSTMs) are a special type of Recurrent
Neural Network (RNN) designed to handle sequential data and overcome the limitations
of traditional RNNs. Introduced by Hochreiter and Schmidhuber in 1997 [55], LSTMs
address a critical issue in RNNs known as the vanishing gradient problem, which hinders

the network’s ability to learn long-term dependencies.

Traditional RNNs are capable of learning from sequences by maintaining a hidden
state that gets updated at each time step. However, as the length of the sequence increases,
these networks struggle to retain information from earlier time steps. Gradients used for
learning either vanish or explode during backpropagation through time, leading to poor

performance when modeling long-range dependencies.

LSTM contains special units called memory blocks in the recurrent hidden layer.
The memory blocks contain memory cells with self-connections storing the temporal state
of the network in addition to special multiplicative units called gates to control the flow of
information [56]. Each memory block in the original architecture contains an input gate
and an output gate. The input gate controls the flow of input activations into the memory
cell [57]. The output gate controls the output flow of cell activations into the rest of the
network. Later, the forget gate was added to the memory block, proposed by Gers et al.
to allow the network to reset its state [58]. By combining these three components, LSTMs
can maintain and update their memory across long sequences in a controlled and effective
manner. In addition, the modern LSTM architecture contains peephole connections from

its internal cells to the gates in the same cell to learn precise timing of the outputs [59].

Mathematically, at each time step ¢, the LSTM processes the input vector x;
and the hidden state from the previous time step h;_;. The following computations are

performed:
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fi=0Wy-[h—1, 2] + by) (Forget gate)
iy = o(Wi - [hi_1, 2] + b;) (Input gate)
Cy = tanh(W - [hy—1, 2] + be) (Candidate cell state)
Cr=f, xCryi+i, x Cy (Updated cell state)
or = (W, [h_1, 2] + b,) (Output gate)
hy = oy X tanh(CY) (Hidden state output)

Here, o represents the sigmoid activation function, which compresses the gate
outputs to the range [0, 1], and tanh is the hyperbolic tangent function, which helps in
rescaling and controlling information flow. The cell state C; acts like a conveyor belt,
carrying relevant information across many time steps with minimal modification, thus

making it easier for the network to retain long-term information [60].

One of the key strengths of LSTMs is their ability to learn context over varying time
spans, making them suitable for a broad range of sequence modeling tasks. These include
natural language processing, speech recognition, handwriting generation, and financial

time-series forecasting [61].

Despite their complexity, LSTMs have proven to be robust and effective in practice.
Over the years, they have been used to set performance benchmarks in various domains
and continue to serve as a foundation for more advanced architectures, such as the Gated
Recurrent Unit (GRU) and attention-based models like the Transformer.

2.3 Federated Learning

In Machine Learning, the training process often requires large amounts of data.
This data, related to users and organizations, may contain private information that should
not be shared without proper protection, raising privacy concerns. Federated Learning
enables collaborative Machine Learning without the need to share data, only the learning
model. Thus, all training data remains on local devices, and no individual updates are

necessarily stored on a central or remote server [62].

Figure 1 presents a Federated Learning scheme, which typically involves clients
(also referred to as workers) and at least one central server. In this setup, the clients
are the owners of their local data, while the central server is responsible for generating a

global learning model that can be shared and used by all participating clients.

The process begins with the central server distributing an initial global model to all
participating clients. Each client trains this model locally using its own data, producing an

updated version tailored to its dataset. These locally trained models are then sent back to
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the server, which aggregates them to generate a new, improved global model. This updated
model is redistributed to the clients, and the cycle continues over multiple rounds. With
each iteration, the global model becomes increasingly accurate as it integrates knowledge

from all clients, all while ensuring that raw data remains private.

Central Server
5 o .

ZDan®
S =S @ g =

Figure 1 — Scheme illustrating the operation of a generic system based on Federated
Learning.

The operation of Federated Learning can be described in the following steps, as

illustrated in Figure 1:
1. Initially, the central server shares a global model with the clients, where the model
weights are initialized with random values;
2. Each client trains the received model using its private dataset;
3. After training, all clients send their locally trained model to the central server;
4. The central server aggregates the received local models into a single global model;
5. The central server sends the aggregated model back to all clients for the next round

of training.

Inference in Federated Learning follows a similar process to the training phase.
Clients receive the global model and apply it to their local data to perform predictions.
Depending on the task, this may involve classifying inputs or generating continuous out-

puts, allowing the model to support various applications across different domains.
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A key challenge in Federated Learning is that client data is often non-IID, meaning
it is not independently or identically distributed across participants. Unlike centralized
settings, where data is usually IID, FL. must deal with heterogeneous and personalized
datasets. This can negatively affect the global model’s performance, causing slower con-
vergence, biased updates, and reduced generalization, while also making aggregation more

complex and less robust.

The aggregation process plays a key role in Federated Learning for several rea-
sons. It allows locally trained models from different clients to be combined into an up-
dated global model. This is essential to enable local models to benefit from the collective
knowledge. There are multiple forms of aggregation, next are some examples of different

aggregation algorithms.

o FedAvg: FedAvg aggregation refers to the weighted averaging of local models in the
context of FL, achieved by combining the Stochastic Gradient Descent (SGD) from
each client and performing a weighted average of the models. The weighted average
is calculated by taking into account the amount of data available on each device
[63].

o FedProx: The goal of FedProx is to minimize the loss function (error function)
of the Machine Learning model while, at the same time, limiting the impact of
variation in training data across different clients. This is important because, in
distributed systems, each client have a different set of training data, which can
affect the quality of the final model. FedProx aims to balance the contribution of
each client in updating the model parameters, thus avoiding bias towards a specific
subset of data [64].

o Krum: Krum aggregation selects one of the m local models that closely resembles
other models to serve as the global model. The idea is that, even if the chosen
local model comes from a compromised client, its influence might be limited since
it is close to other local models, likely from benign client devices. This method is

specifically designed to mitigate poisoning attacks [65].

e Median: In the median aggregation method, for each jth parameter, the central
server sorts the jth parameters of the m local models and selects the median as the
jth parameter of the global model. If m is an even number, the median is the average
of the middle two parameters. This method has been shown to provide robustness

against poisoning attacks [65].

o Trimmed Mean: This aggregation method independently processes each model pa-

rameter. Specifically, for the jth parameter, the central server arranges the jth
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parameters of the m local models (i.e., wyj, waj, ..., W, where w;; is the jth pa-
rameter of the ith local model), removes the largest and smallest 5 parameters, and
calculates the mean of the remaining m — 2 parameters to determine the jth pa-
rameter of the global model. This technique is also designed to mitigate poisoning
attacks [65].

Federated Learning is a general framework for collaborative model training across
decentralized data sources. One of its key advantages is that it is not restricted to any
specific type of algorithm. As long as a model supports parameter updates that can be
aggregated, it can be adapted to the FL setting. In practice, FL. has been successfully
applied to a variety of Machine Learning algorithms beyond Neural Networks. For in-
stance: Logistic Regression [66], Support Vector Machines (SVMs) [67], Decision Trees
and Ensemble Methods [68], Naive Bayes [69], and Clustering algorithms such as k-means
[70].

2.4 Vulnerabilities in Federated Fearning

Federated Learning introduces a novel paradigm for safeguarding user privacy
while enabling large-scale Machine Learning tasks. However, the decentralized nature
of FL also brings forth new vulnerabilities. Insider attacks are typically perpetrated by
clients but can also originate from the server itself [17]. In contrast to traditional Machine

Learning, attackers in FL systems can assume various forms, including:

o Clients: The server lacks control over participants’ behaviors, allowing a malicious
participant to deviate from the established training protocol and compromise the
global model. When an adversary gains control over a client, they can execute actions
such as monitoring the global model, corrupting or substituting local model updates
(known as poisoning attacks), and manipulating the training process, including the

optimization of the loss function and hyperparameters [71].

o Central Server: An adversary in control of the central server can directly inspect and
alter the parameters of the global model, as well as scrutinize all local model updates
from the clients. Additionally, honest-but-curious or semi-honest server adversaries
may attempt to infer private information from the model updates received during

the execution of the protocol [72].

o QOutsiders or Eavesdroppers: As an external threat, an adversary can intercept com-

munications between participants and carry out inference-time attacks [73].

Among the attacks outlined above, FL is particularly vulnerable to poisoning

attacks, which are malicious manipulations of local data or model, due to its inherently
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permissionless design, where any client can participate in the training process. However,
the risk is not limited to open systems; even in controlled or authenticated environments,
compromised clients may behave maliciously or unpredictably by submitting poisoned

updates, thereby undermining the integrity of the global model.

2.4.1 Poisoning Attacks in Federated Learning

A poisoning attack in Federated Learning occurs when an attacker alters the model
uploaded by a client to the central server during the aggregation phase, either directly
or indirectly, resulting in an incorrect update to the global model. These attacks can
be categorized based on the method the attacker employs to modify the local model
parameters, leading to the generation of a poisoned model (model poisoning attacks and
data poisoning attacks). Additionally, poisoning attacks can be classified according to the

attacker’s intent (targeted, semi-targeted, and untargeted poisoning attacks) [14].

The following types of attacks are classified according to the poisoning attack

method, as illustrated in Figure 2:

« Data Poisoning Attack: They are primarily divided into two types: clean-label at-
tacks [74] and dirty-label attacks [75]. Clean-label attacks involve modifying samples
in the training set, such as by introducing noise into the training data. Furthermore,
an attacker may alter the samples in a specific manner to implant a backdoor in the
global model. Conversely, executing dirty-label poisoning requires the adversary to
introduce multiple copies of data samples they wish to misclassify, assigned with a
target label, into the training set. In such scenarios, there is no certification process
to verify that a data sample belongs to the correct class. A common example of a
dirty-label poisoning attack is label-flipping. Data poisoning attacks in FL mainly
focus on dirty-label poisoning since FL operates under the premise that data is
never shared, only learned models. Consequently, the adversary is not concerned

with issues of imperceptibility for data certification.

o Model Poisoning Attack: These attacks target the local training process in Feder-
ated Learning by manipulating model updates, such as altering gradients directly.
To evade detection, attackers exploit their control over the local training process,
strategically adjusting their updates. They aim to optimize both the training loss
and an adversarial objective, using parameter estimation to ensure their updates
closely align with those of benign clients. This tactic helps avoid noticeable dis-
crepancies in the global model, making the malicious behavior harder to detect.
Generally speaking, model poisoning attacks are far more effective than data poi-
soning in FL contexts. A single, non-colluding malicious participant can lead the

global model to misclassify a specific set of inputs with high confidence. This occurs
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because the updates from the malicious client can be often amplified and tailored

to inflict maximum damage on the performance of the global model [76].

Poisoning Attacks

Data Poisoning Attacks Model Poisoning Attacks

Clean-label Attacks Dirty-label Attacks

Figure 2 — Taxonomy of poisoning attacks in Federated Learning based on the attack
method.

The types of attacks are now organized according to the attacker’s intent, as

illustrated in Figure 3:

o Targeted Poisoning Attack: In a targeted poisoning attack, the attacker aims to
specifically degrade the performance of the global model on a designated task while
leaving other tasks unaffected. The targeted test inputs may consist of specific test
inputs, inputs with certain characteristics, or inputs embedded with a particular
trigger. If the targeted test inputs are those that contain a trigger, the attack is
referred to as a backdoor attack. The objective of a backdoor attack is to corrupt
the global model so that it predicts the attacker-chosen target label for any test
input that includes the predefined trigger [71].

o Semi-targeted Poisoning Attack: In a semi-targeted attack, the attacker picks a
specific class (the source class) and aims to poison the global model such that
samples from this source class are misidentified as a different class. Unlike in targeted
attacks, the attacker has the flexibility to select the target class to optimize the

effectiveness of the semi-targeted attack [14].

o Untargeted Poisoning Attack: The objective of untargeted poisoning attacks is to
reduce the test accuracy of the learned global model. These attacks aim to maximize
the indiscriminate error rate of the global model. The simplest approach to achieve

this goal is by introducing random noise to the local model [77, 78|.
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Poisoning Attacks

Targeted Poisoning Semi-targeted Untargeted Poisoning
Attack Poisoning Attack Attack

Figure 3 — Taxonomy of poisoning attacks in Federated Learning based on the attacker’s
intent.

2.5 Related Work

In the FL field, robustness against Byzantine attacks and preservation of secu-
rity and privacy have been key focus areas. Various methods and frameworks have been
proposed to mitigate these threats and ensure the integrity of the globally trained mod-
els. According to Xia et al. [2023], defense strategies against poisoning attacks can be
divided into three categories: 1) Model analysis, 2) Byzantine robust aggregation, and 3)
Verification-based methods. Model analysis methods operate under the assumption that
significant differences exist between poisoned and benign models, and that these differ-
ences can be distinguished. In response, the Byzantine robust aggregation strategy serves
as a passive defense mechanism, mitigating the impact of poisoning attacks by altering the
global model’s aggregation method. Complementing this, the Verification-based defense
strategy further strengthens security by introducing a verification step, which prevents

attackers from forging data or models and complicates the execution of attacks.

Within the category of Byzantine robust aggregation defense, Xu et al. [2022] pro-
pose a filtering strategy based on Truth Discovery aggregation, an unsupervised iterative
technique that identifies and eliminates unreliable local updates. Their approach, TDFL,
demonstrates strong robustness even in Byzantine-majority scenarios (>50% malicious
clients), effectively mitigating attacks without relying on a validation set or reference
model. However, the method does not address incentive mechanisms for honest partic-
ipation, which is noted as a limitation to be explored in future work. Complementing
this category, Li et al. [2023] propose AutoGM, a secure aggregation rule, variant of
the Geometric Median that adaptively excludes outliers and reweights updates based
on skewness thresholds. AutoGM can be applied in both traditional FL paradigms and
Personalized FL paradigms, demonstrating strong robustness against model and data poi-
soning attacks. However, the approach depends on user-defined hyperparameters, which

may require careful tuning to maintain performance across varying conditions.

Expanding on this category, foundational methods such as Krum, Median, and

Trimmed Mean have played pivotal roles in countering Byzantine threats. Blanchard et



28

al. [2017] introduced Krum, an aggregation rule that selects a local model closest to the
majority of other models, effectively filtering out adversarial outliers. Yin et al. [2018]
proposed both Trimmed Mean and Median, each offering distinct strategies to enhance
robustness. Trimmed Mean aggregates model parameters independently, discarding a fixed
proportion of the highest and lowest values in each dimension, balancing computational
efficiency and resilience to adversaries. Median computes the element-wise median of all
updates, reducing the influence of extreme values and providing strong defense against
malicious attacks. However, more recent studies have shown that tailored attacks can be
designed to exploit the vulnerabilities of these aggregation rules, reducing their effective-
ness in adversarial settings and highlighting the need for more adaptive or context-aware

defenses.

Moving towards a decentralized approach, Che et al. [2022] explore the model
analysis defense strategy, presenting CMFL, a serverless FL framework that employs a
committee mechanism. In this framework, some clients are elected as committee members
responsible for monitoring the training process and ensuring reliable aggregation of local
gradients. CMFL introduces a scoring system to evaluate clients, an election strategy to
select representatives, and multiple committee selection strategies tailored to different
scenarios. The framework achieves faster convergence and improved model performance
compared to traditional and Byzantine-tolerant FL models. However, its robustness pri-
marily relies on detecting abnormal gradients, and it remains vulnerable to targeted at-
tacks such as backdoor poisoning, which highlighs the need for more advanced election

and selection mechanisms with formal guarantees under such conditions.

Continuing with the model analysis strategy, aimed at enhancing security and pri-
vacy, Jebreel et al. [2024] propose a novel lightweight protocol that enables participants
to privately exchange and mix random fragments of their model updates before submis-
sion to the server. This design preserves the coordinate positions of parameters, allowing
accurate aggregation while preventing the server from reconstructing original updates or
linking them to specific users. The approach is reinforced by a reputation-based mech-
anism, where both global and local reputations guide participant selection and update
weighting, improving resilience against adversarial behavior. However, the framework has
not yet been evaluated under backdoor attacks or non-IID data scenarios, which can be

critical challenges in practical Federated Learning deployments.

Another widely used defense strategy in recent years involves the possible group-
ings of clients. In this context, Zhang et al. [2023] organize clients into subgroups with a
hierarchical k-ary tree structure, using random partitioning and partial parameter disclo-
sure to limit attacker influence. They propose SAFELearning, a secure aggregation pro-
tocol that detects backdoor and model-poisoning attacks even over encrypted updates,

while preserving model privacy. The protocol also improves scalability in computation



29

and communication.

Cao et al. [2021] propose an ensemble Federated Learning approach that uses ma-
jority voting among multiple global models trained on subsets of clients, also employing
the defense strategy based on dividing clients into groups. This method ensures robust-
ness when the majority of clients are honest, even in the presence of a limited number
of malicious clients. Their approach achieves certified accuracy of 88% on MNIST when
20 out of 1,000 clients are malicious. Similarly, Cao et al. [2022] extend the method by
grouping clients into probabilistic or deterministic subgroups, with each global model
trained on a subgroup. Their final aggregation combines predictions from all models, en-
hancing robustness against malicious influence. The proposed FLCert framework provides
provable security against poisoning attacks by using ensemble models from client groups,
ensuring that the majority vote remains unaffected by malicious clients. However, a lim-
itation of this work is that it does not incorporate prior knowledge about the learning
task or the base FL algorithm when deriving certified security levels, which may affect its

generalizability to diverse scenarios.

Finally, Andreina et al. [2020] propose a defense strategy that leverages a unique
characteristic of FL (clients’ access to private datasets) to detect backdoor attacks through
performance evaluation.The authors propose BaFFLe, utilizing validation clients to detect
if the global model update has been compromised by poisoning attacks, and discarding
such updates when necessary. The results obtained from BaFFLe can achieve a detection
accuracy of 100% with a false-positive rate below 5%, on both CIFAR-10 and FEMNIST
datasets, even with small validation sets or when activated late in training. The defense
remains compatible with secure aggregation protocols and requires minimal changes to
existing FL setups. However, the method’s effectiveness relies on the assumption that
validation clients behave honestly and consistently hold representative data, which may

not always apply in practice.

The approach proposed in this work combines three defense techniques against
poisoning attacks. Similarly to what Cao et al. [2021] and Cao et al. [2022] propose, the
first step of our approach is a probabilistic grouping division. The next technique we used
for attack mitigation is model performance evaluation. Andreina et al. [2020] propose a
strategy where clients’ private datasets are used to verify if an attack has compromised the
global model. In our approach, each client receives the global models and uses their private
dataset to evaluate these models. After the evaluation, each client selects the global model
with the best predictive performance to be their new local model. Finally, this work uses
a voting strategy for inference, similar to the ensemble Federated Learning used by Cao et
al. [2021] and Cao et al. [2022]. During the final step of our approach, each client receives
the global models and determines the final output based on their combined responses,

according to the nature of the task. The objective of combining these three strategies
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is to enhance the model’s resilience against an increasing number of malicious clients,
addressing the challenge that other methods face when dealing with large proportions of

compromised clients. Table 1 compares the reviewed studies and the proposed approach.

Table 1 — Comparison among the reviewed approaches based on their reliance on client
grouping strategies, whether the central server allows different types of aggre-
gation, and the use of client feedback for evaluating model performance. It also
lists the types of attacks simulated in each study.

Allows
U
5e8 different
aggregations

Uses client Simulated

Related work feedback Attacks

grouping

Label-Flipping,
Arbitrary
[18] X X X Model, Krum,
Trim and
Backdoor

Label-Flipping
[19] x x X and Gaussian

Malicious
[20] v v Gradients

Label-Flipping
[21] v x v and Gaussian

[25] X X v Label-Flipping

Label-Flipping
[22] v X X and Adaptive
Semantic

Malicious
Gradients

Label-Flipping,
Same-Value,
Krum and
Trim
Label-Flipping,
Same-Value,
Gaussian-

Our Approach v v v Noise,
Gradient-
Scaling and
LIE

[24] v v X
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3 PROPOSED APPROACH

Unlike traditional FL models, our proposed method begins with the random group-
ing of n clients into N groups of k clients each (these variables are commonly used in the
FL literature). The purpose of sampling the clients into groups is that, as long as we
do not have a vast majority of malicious clients, we still have a high chance of retaining
uncompromised groups. When most clients are benign, the influence of malicious clients
is reduced, as a malicious client can only affect the groups to which it belongs. It is also
important to highlight that the random division of groups is done in a way that a client
can belong to more than one group. Each client is assigned to each group independently
with probability p = %, with the probability of a client belongs to more than one group
given in Equation 3.1. Accordingly, when a client is assigned to multiple groups, its lo-
cal model update is aggregated into the global model of each group to which it belongs.
Figure 4 shows the division of 5 clients (n = 5) into 3 groups (N = 3), with each group
containing 2 clients (k = 2). Randomly, clients 1 and 4 were assigned to group 1, clients

3 and 5 to group 2, and finally, clients 2 and 4 to group 3.

P(X>2)=1-(1-p)" =Np(1-p™* (3.1)

Central Server

GM, GM, GMy

[T~ Ay

client, client, client; client, client,

Figure 4 — Example of the group division process with n =5, N =3 and k = 2.

Once the groups are defined, the training is initiated. The central server sends a
learning model to all clients, with this initial model having automatic weights that follow
a uniform distribution, which will be updated over the training process. After receiving
the model, the clients update it using their local data, thus generating n local models.

Then, the clients send their local models to the central server.

The central server uses the groups defined earlier to aggregate the local models.

Each one of the N groups generates a global model GM;, which is the result from the
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aggregation of the local models of the clients belonging to that group. Thus, we will
have GMy, GM,, GMj3, ..., GMy. This process can be observed in Figure 5 and detailed
in Algorithm 1. Aggregation is an important step in FL systems. Our approach makes
it possible to choose any aggregation method, as this does not affect the functioning of
our method. After the global models are computed, the central server sends them to each

client, a step that can be seen in Figure 6.

Algorithm 1 Group-based aggregation of local models by the central server
Input:
- local_models: List of models, where the i-th entry corresponds to client ¢
- groups: List of groups, each containing indices of participating clients
Output:
- global_models: List of global models, one per group
Server executes:
global _models + | |
for each group in groups do
group__models < | |
for each client index in group do
model < local_models/client__index/
append model to group__models
end for
Compute aggregated__model from group models using chosen aggregation method
(e.g., FedAvg)
9: Append aggregated__model to global _models
10: end for
11: return global _models

Central Server

2. Aggregate 2. Aggregate 2. Aggregate
Global GM, Global GM, Global GM,,
Model Model Model

/

client, client,
1. Local 1. Local
Training e Training
1. Local 1. Local
Training Training

1. Local
Training

Figure 5 — First and second steps of our proposal, where we can visualize the clients train-
ing a local model with their private dataset and the central server aggregating
the local models into the global models according to the group division.
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Figure 6 — Third step of our approach, where each client receives all previously calculated
global models.

Sequentially, the proposed approach carries out a performance evaluation step,
which aims to improve the whole system performance using clients’ private datasets
Dy, D, ..., D,. Once the clients receive all the global models, they use their private vali-
dation datasets D; to evaluate the global models GM;, GMs, ..., GMy. Then, each client
computes the evaluation metric for each global model based on their own data. In clas-
sification scenarios, the evaluation metric used is the Fl-score, which is computed using
the counts of true positives (TP), false positives (FP), and false negatives (FN) extracted
from the confusion matrix, as defined in Equation 3.2. Fl-score is a global metric for
evaluating predictive performance, particularly useful in scenarios with class imbalance.
In regression scenarios, the evaluation metric adopted is the Mean Absolute Error (MAE),
which measures the average absolute difference between the predicted values ¢; and the
actual values y;, as shown in Equation 3.3. MAE is a widely used metric for regression
tasks, offering an intuitive measure of prediction accuracy by capturing the average mag-
nitude of errors in a model’s predictions, without considering their direction. Next, each
client selects the global model that achieved the best score in the evaluation process and
this global model becomes the new local model for that client, as shown in Figure 7 and

outlined in Algorithm 2.

Global models produced by compromised groups are expected to perform worse in
terms of evaluation metrics, since they were affected by poisoned models. This expectation
is based on the nature of the poisoning attacks addressed by our approach, which are
specifically designed to degrade model performance. As a result, clients tend to discard
these compromised models during evaluation. By systematically avoiding underperforming
global models during the performance evaluation process, the influence of poisoned models

is gradually reduced over successive training rounds, as they are less likely to be chosen
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and propagated. This dynamic acts as a filtering mechanism that helps suppress the
long-term impact of adversarial behavior, contributing to the disappearance of poisoning
effects on the global model. Furthermore, this solution allows us to use the clients’ private

datasets to guide model selection, without compromising data privacy.

2TP
1= 3.2
2TP+ FP+ FN (3:2)
1 &
MAE = —5 [§; — il (3.3)
mis

Algorithm 2 Performance evaluation and selection of the best global model by the client
Input:
- global_models: List of global models, one per group
- validation__data: Client’s private validation dataset
- is_classification: Boolean indicating the type of task
Output:
- selected__model: Global model with the best evaluation score
Client executes:

1: if is_classification then

2: best__score < —oo

3: else

4: best _score <+ oo

5. end if

6: selected model < None

7. for each model in global models do

8: score <— EVALUATEMETRIC(model, validation__data)
9: if is_classification and score > best_score then

10: best score < score

11: selected model < model

12: else if not is classification and score < best_score then
13: best _score < score

14: selected _model < model

15: end if

16: end for

17: return selected model

The steps described so far are repeated until the end of the training. When the
training is completed, we move to the inference phase, which relies on a voting method.
Similarly to the previous steps, the clients’ local models are aggregated according to the
initially defined groups. Shortly after, the global models are sent to all clients. Once
the clients have received all the global models, they start the voting step, where each
client makes inferences with their own data. In the case of classification tasks, during the

inference phase, the N global models are used to predict labels for inputs. Specifically,
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Figure 7 — Fourth, fifth and sixth steps of our approach, where each client evaluates the
received global models and selects the best of them to become their new local
model.

given a test input x, the client uses each global model to predict its label. After that,
the client calculates the frequency of all predicted labels, which is the number of global
models that predict a certain label for . Thus, the client takes a majority vote among the
N global models to predict the label for the input x. The label with the highest number
of predictions is the resulting label. A detailed step-by-step description of this process is
provided in Algorithm 3, complementing the illustration in Figure 8. The aim of this step
is to ensure that the resulting label from the majority vote among the N global models
remains unaffected by a limited number of malicious clients. When there are ties, i.e.,
multiple labels have the same highest frequency, the client randomly selects one of the
tied labels.

In regression tasks, the inference procedure is adapted to reflect the continuous
nature of the output. Instead of a voting mechanism based on majority vote, we apply a
weighted average over the predictions of the global models. To determine the weights, each
client uses the performance evaluation step described previously to score and rank the
global models using its private validation dataset. These scores, based on MAE, are then
transformed into weights that reflect the relative reliability of each model, and models with
lower error receive higher weight. During inference, each global model receives the test
input z and produces a prediction ¢;. The final output is computed as a weighted average
of these predictions, where the weight of each prediction corresponds to the evaluation
score of the respective global model. This approach ensures that better-performing models

contribute more significantly to the final prediction, improving robustness and accuracy
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in the presence of unreliable models. A detailed description of this process is provided in

Algorithm 4 and illustrated in Figure 9.

Algorithm 3 Inference using majority voting over global models

Input:
- global_models: List of global models, one per group
- x: Test input
Output:
- final__label: Predicted label for x via majority voting
Client executes:

1: Initialize label wvotes as an empty map (label — count)
2: for each model in global models do

3: label < model.predict(x)

4: Increment count for label in label votes

5: end for

6: Identify label(s) with the maximum vote count

7. if there is a tie among top labels then

8: final__label <— randomly select one of the tied labels
9: else

10: final_label < label with the highest vote

11: end if

12: return final_label

Algorithm 4 Inference using weighted average over global models
Input:

- global _models: List of global models, one per group

- : Test input

- model__scores: Evaluation scores for each model (e.g., MAE)
Output:

- final__prediction: Predicted value for x via weighted average
Client executes:
Compute weights by inverting and normalizing model__scores
Initialize weighted sum < 0
Initialize total weight < 0
for each model, weight in global _models, weights do

prediction < model.predict(z)

weighted__sum <— weighted__sum + weight X prediction

total _weight < total_weight + weight
end for
final__prediction <— weighted_sum -+ total weight
return final prediction

[t
<

3.1 Dealing with Malicious Selections

For classification tasks, during the performance evaluation phase of our method,

each client assesses the global models GMy, GMs, ..., GMy using its private validation
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Figure 8 — Seventh, eighth and ninth steps of our approach, where each client makes
inferences for their test data taking into account the majority vote among
global models (for classification tasks).
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Figure 9 — Seventh, eighth and ninth steps of our approach, where each client makes
inferences for their test data taking into account the weighted average among
global models (for regression tasks).

dataset and selects the one with the highest F1-score as its new local model. A malicious
client, however, may attempt to compromise the system by selecting the worst-performing
global model, i.e., the one with the lowest F1-score, instead of the best, to degrade overall

system performance.

Despite this threat, the system demonstrates resilience to such adversarial behavior
as long as the number of malicious clients m remains less than half of the total number
of clients n, i.e., m < 7. This resilience stems from the majority voting mechanism used
during inference. Each client uses all N global models to predict the label of a test input =z,
and the final output label is determined by majority vote over the predictions from these
models. Even if some global models are influenced by malicious clients during training,

they are likely to be outvoted if most global models were selected and trained by benign
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clients who based their choices on accurate model evaluations.

This approach aligns with principles from Byzantine Fault Tolerance (BFT) theory,
where systems that rely on majority consensus can tolerate up to m < % malicious
participants without compromising correctness [82]. While classical BET requires m <
% for full consensus (as in blockchain or secure databases), systems based on simple
majority voting can remain correct as long as fewer than 50% of participants are malicious.
Empirical results supporting this claim are presented in Section 4.2.4. The experiments
show that model performance remains stable until approximately 50% of the clients are
malicious. When this threshold is exceeded, a significant drop in accuracy and F1-score

is observed, confirming the expected breakdown point.
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4 EXPERIMENTAL SETUP AND RESULTS

4.1 Experimental Setup

4.1.1 Datasets

We use the MNIST, HAR and Air Quality datasets for the experiments. Next,

more details about them are presented:

o MNIST: The MNIST dataset [83] is a widely used dataset in Machine Learning,
comprising 70,000 grayscale images of handwritten digits (0-9), each sized 28x28
pixels. Given its popularity for training Machine Learning models, we employed it
to simulate FL scenarios. Our experiments were conducted with 30 and 50 clients.
Initially, the dataset was split into training, validation, and test sets, with 50,000
samples for training, 10,000 for validation, and 10,000 for testing. In our federated
environment, these subsets were evenly distributed among the clients, simulating

each client having its own private dataset.

o HAR: The Human Activity Recognition Using Smartphones (HAR) dataset [84]
was created from recordings of daily activities performed by individuals carrying
a smartphone on their waist, which was equipped with inertial sensors. The ex-
periments involved 30 volunteers aged 19 to 48, each performing six activities cor-
responding to the six labels in the dataset (WALKING, WALKING UPSTAIRS,
WALKING DOWNSTAIRS, SITTING, STANDING, LAYING). The dataset in-
cludes 561 features and 10,299 instances. The HAR dataset is naturally federated
for 30 clients, since the data for each volunteer can be easily converted to the pri-
vate dataset for a client. For this reason, HAR clients do not have the same number
of samples (since the volunteers did not produce the same amount of samples).
Therefore, the first step was to partition the dataset into private datasets for the
clients, followed by splitting these private datasets into training, validation, and test

sets based on percentages: 70% for training, 10% for validation, and 20% for testing.

o Air Quality: The Air Quality dataset [85] contains measurements of various air
pollutants and meteorological variables collected from an urban monitoring station.
It includes hourly averaged responses from gas sensors, along with corresponding
temperature and humidity values, over several months. This dataset is well-suited
for regression tasks due to its multivariate time-series nature. For our experiments,
the dataset was divided into 10 sequential parts to preserve temporal order. Each

part was assigned to a different client, resulting in 10 clients in total. The private
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data for each client was then split into training, validation, and test sets, using 70%,
10%, and 20% of the data, respectively.

4.1.2 FL setup and Model Parameters

FL setup: For the MNIST dataset, experiments were conducted with two varia-
tions in the number of clients: n = 30 and n = 50. For the 30-client scenario, one variation
of N were tested: N = 15. In the 50-client variation, three variations of NV were also tested:
N =15, N = 25, and N = 35. For the HAR dataset, experiments were conducted with
30 clients, as the dataset is naturally federated for 30 clients. Three variations of N were
tested: N =9, N = 15, and N = 21. Regarding the number of clients per group, values
closely aligned with those reported in the literature were selected. Thus, the scenarios
mentioned above were tested with 3 and 5 clients per group (k = 3 and k = 5). For the
Air Quality dataset, experiments were conducted with n = 10 clients. Three variations of
N were tested: N = 3, N =5, and N = 8. For each group, the number of clients per group
was set to k = 2, k = 3, and k = 4. The aggregation method chosen was FedAvg, which
calculates the average of local models. This method was selected for its performance, ef-
ficiency, and scalability potential. Additionally, compared to other aggregation methods

like Krum, Trimmed Mean, and Median, FedAvg has reduced operational costs.

Model Architectures and Parameter Settings: For the MNIST dataset, we
used a Convolutional Neural Network (CNN) architecture proposed by [23]. Key parame-
ters included a batch size of 32, a learning rate of 0.001, and Stochastic Gradient Descent
as the optimizer. The number of epochs was set to 100, with 10 global iterations. For
the HAR dataset, we employed a Deep Neural Network (DNN) with two fully connected
hidden layers, each containing 256 neurons and using ReLLU activation functions, an ar-
chitecture proposed by [23]. The parameters for this model included a batch size of 64, a
learning rate of 0.001, and Stochastic Gradient Descent as the optimizer. The number of
epochs and global iterations were 200 and 20, respectively. For the Air Quality dataset,
we employed a Long Short-Term Memory (LSTM) network consisting of two layers with
64 hidden units each and a dropout rate of 0.2. The model output is produced through a
fully connected layer. Training was performed with a batch size of 32, a learning rate of

0.001 using the Adam optimizer, for 100 epochs and 10 global iterations.

4.1.3 Performed Attacks

To evaluate the impact of poisoning attacks in a Federated Learning setting, we
implemented a simulated FL environment composed of multiple clients and a central
server, reflecting the typical architecture found in the literature. To simulate adversarial

behavior, we incorporated poisoning attacks directly into the communication loop of the
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system. Specifically, when a client was designated as malicious, its local behavior was
altered programmatically: either by manipulating its training data, or by modifying the
model updates before transmission. These manipulations were seamlessly integrated to
preserve the protocol’s flow, ensuring that the malicious clients remained indistinguishable

from honest ones from the server’s perspective.

We selected five poisoning attacks with distinct strategies: one targeting the data
(Label-Flipping Attack), and four targeting the model (Same-Value Attack, Gaussian-
Noise Attack, Gradient-Scaling Attack, and LIE Attack). While the Same-Value Attack
is highly effective due to its ability to completely disable the model’s learning capacity, it
is relatively easy to detect because of its extreme uniformity. To provide a more compre-
hensive evaluation of Byzantine robustness, we also included subtler attacks such as the
Gaussian-Noise, Gradient-Scaling, and LIE attacks. These methods are more challeng-
ing to detect and better represent real-world adversarial scenarios, where attackers often

employ sophisticated techniques to evade detection.

« Label-Flipping Attack: The training data is targeted by altering the labels of
specific samples, as reported in [18, 19, 21, 25, 22, 24]. The objective is to induce a
local model trained with incorrectly labeled data. For the MNIST dataset, malicious
clients relabeled their data as “0”, for the HAR dataset, labels were changed to
“WALKING”, and for the Air Quality dataset, the labels were flipped by inverting

their sign.

o Same-Value Attack: The learning model is compromised by setting all its param-
eters to a single value (as described in [24]), zero in our case. This strategy nullifies
the model’s ability to learn and make accurate predictions. In our scenario, the at-
tack is executed by a malicious client when sending its local model to the central

server.

« Gaussian-Noise Attack: Gaussian noise is introduced into the model updates
by adding random perturbations to the model parameters. This noise is generated
by sampling from a standard Gaussian distribution, which has a mean (u) of 0
and a standard deviation (o) of 1. The generated noise is then added directly to
the existing parameters of the model, based on the method described in [86]. This
disruption prevents the model from converging properly, thus hindering the learning

process and making it harder for the model to achieve accurate predictions.

o Gradient-Scaling Attack: Malicious clients scale their local gradients to manip-
ulate the learning model. Each gradient element is multiplied by a random value
A € [a,1), where a is a constant determining the attack’s intensity. In this experi-
ment, a is set to 0.5, ensuring the gradients remain within a controlled range while

amplifying the attack’s impact, as detailed in [20].
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« LIE (Little Is Enough) Attack: This subtle attack compromises the global model
by sending slightly deviated local model updates. By carefully crafting these updates
based on the mean and standard deviation of benign clients’ models, the attacker
aims to circumvent defenses designed to reject extreme values, as reported in [87].
In our scenario, the attack is executed by malicious clients during the transmission

of their local models to the central server.

4.2 Results

In this section, we evaluate the robustness of our proposed method, introduced
in Section 3, under a variety of poisoning attacks. Each attack was selected to represent
a distinct adversarial strategy, targeting either the training data or the learning model
itself. Our approach is designed for decentralized inference, meaning that each client
performs predictions and evaluations locally. However, for the purposes of visualization,
comparison, and analysis, we aggregate the local results and report global metrics that

reflect the overall system performance.

To ensure a fair evaluation across different learning tasks, we adopt appropriate
performance metrics for both classification and regression problems. For classification, we
use the Fl-score, which balances precision and recall in a single value. Precision mea-
sures the proportion of correctly predicted positive instances among all predicted posi-
tives, while recall reflects the proportion of correctly predicted positives among all actual
positives. Although inference occurs locally, we compute a single global F1-score for con-
sistency and clarity. This global score is calculated by summing the true positives (TP),
false positives (FP), and false negatives (FN) across all clients, and applying the stan-
dard Fl-score formula as shown in Equation (3.2). This procedure corresponds to the

micro-averaged Fl-score, as described in [88].

For regression tasks, we evaluate performance using the Mean Absolute Error
(MAE), a widely adopted metric that quantifies the average absolute difference between
predicted and true values. The global MAE is obtained by collecting all local predictions
and corresponding ground truth values, then applying Equation (3.3) to the combined
dataset. This mirrors the micro-averaging approach used in the classification setting,

ensuring consistency across tasks.

The results presented in the following subsections demonstrate that our approach
is capable of mitigating the effects of various types of adversial behaviors. It success-
fully counters label manipulation (Label-Flipping), neutralizes extreme model corruption
(Same-Value), and resists more nuanced attacks (Gaussian-Noise, Gradient-Scaling, and
LIE). These findings validate the robustness and adaptability of our approach in main-

taining performance and reliability in adversarial Federated Learning scenarios.
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4.2.1 Owur Approach vs. Single-global-model Fed Avg

To evaluate the efficacy of the proposed defense mechanisms, we conducted an
experimental analysis encompassing both classification and regression tasks. In this set of
experiments, our approach was first compared to the FedAvg single-global-model baseline
aggregation algorithm, which operates without any defense mechanism and is henceforth

referred to as the “Single-global-model FedAvg” or the “defense-less” method.

Classification Tasks: In the context of classification, experiments were performed
on the MNIST and HAR datasets. Figures 10, 11 and 12 present a comparison between
the proposed approach and the Single-global-model FedAvg method. In all figures, it is

clear that our strategy outperforms the defense-less approach.

For the MNIST dataset, Figure 10 shows a significant difference between the pro-
posed approach and the defense-less method for the Label-Flipping and Same-Value at-
tacks. While the defense-less method experiences a performance drop below 0.8 with
more than 20% of malicious clients, the proposed approach maintains an F1l-score above
0.8 even with 90% of malicious clients. For the Gaussian-Noise attack, the defense-less
method shows a performance decay to approximately 0.6 from the start, with only 10%
of malicious clients, whereas the proposed approach keeps an Fl-score of 0.9 even with
up to 70% of malicious clients. For the Gradient-Scaling attack, the defense-less method
manages to maintain an Fl-score above 0.8 with up to 50% of malicious clients but is
outperformed by the proposed approach, which sustains an F1-score above 0.9 even with
90% of malicious clients. Finally, under the LIE attack, the proposed strategy consistently
maintains an Fl-score above 0.9, even when facing 5 to 10 additional malicious clients

compared to the baseline defenses.

For the HAR dataset, Figure 11 demonstrates that for the Label-Flipping attack,
our approach achieves the same metrics as the defense-less method but with approximately
20% to 33% more malicious clients. For the Same-Value attack, the defense-less method
quickly deteriorates, maintaining an F1-score above 0.8 only for 10% of malicious clients.
In contrast, our approach maintains an Fl-score above 0.8 with up to 50% malicious
clients, declining slowly thereafter. For the Gaussian-Noise attack, we observe that our
approach outperforms the defense-less method, maintaining the same metrics but with
20% to 55% more malicious clients. Similarly, for the Gradient-Scaling attack, our method
maintains the same metrics but with 10% to 53% more malicious clients. At last, under
the LIE attack, the proposed approach consistently maintains an F1-score above 0.9 even
in the presence of 10 to 15 malicious clients, whereas the defense-less method manages to

stay above 0.8 only when facing two or fewer malicious participants.

In this work, there are three important variables, n (number of clients), N (number

of groups), and k (number of clients per group), whose values vary throughout the study.
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Next, we will analyze the impact of each variable. In Figures 10 and 11, we can observe
the impact of varying k. Figure 10, which corresponds to the MNIST dataset, shows the
results for k = 3 and k = 5 (values chosen based on those commonly used in the literature)
under the Label-Flipping and Same-Value attacks. In these results, the variation of k£ was
barely noticeable. Similarly, Figure 11, corresponding to the HAR dataset, demonstrates
a greater variation in the results, where a smaller value of k£ (k = 3) achieved superior
performance. The improved results for a smaller k£ can be attributed to two factors: the
lower number of clients per group reduces the likelihood of a malicious client compromising
that group, and the HAR dataset is more heterogeneous than the MNIST dataset, which

means that malicious clients can have a greater impact.

Regarding the impact of varying the number of groups (N), we can conclude that
there is no significant difference in mitigation capacity across all attack types for both
MNIST and HAR datasets. This trend is evident in Figures 10 and 11, where performance
consistently starts to decline at the same point regardless of the value of N. However, for
the HAR dataset under the Gaussian-Noise attack, it is possible to observe a difference
in performance between N = 9 and N = 15 or N = 21, which appears to be an exception
to this general trend. Overall, this observation indicates that we can opt for the smallest
N, as it reduces the number of groups and the associated global models, thereby lowering

the computational cost without compromising performance.

In Figures 10a, and 12, we utilized the same dataset (MNIST) and the same number
of groups (N = 15) while varying the number of clients. Figure 10 correspond to n = 50,
whereas Figure 12 represents n = 30. This allows us to observe the impact of changing the
number of clients on the results. We can observe a slight difference in mitigation capacity.

For 30 clients, depending on the attack, performance started to decline earlier.

Aside from the numerical results, we can highlight the architectural aspects that
explain the superior performance of the proposed approach over the defense-less method.
First, the use of multiple global models assigned to different groups reduces reliance on
a single centralized aggregation, thereby mitigating the impact of compromised data or
malicious client behavior. This decentralized structure dilutes the influence of poisoning
attacks across several aggregators, making it more difficult for adversarial contributions to
dominate the final model. Additionally, grouping clients leverages the natural variability

of local data, which proves particularly beneficial in heterogeneous scenarios, such as the
HAR dataset.

Regression Tasks: To assess the performance of our defense strategy in a regres-
sion task, we applied it to the Air Quality dataset and compared it against the Single-
global-model FedAvg method under multiple poisoning attacks. Figure 13 summarizes the

results for various values of N and k.

For the Label-Flipping and Gradient-Scaling attacks, the proposed strategy and
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Figure 10 — Comparison of the Single-global-model FedAvg approach with the proposed
approach using the MNIST dataset, with n = 50, N varying between 15,
25, and 35, and k varying between 3 and 5, for Label-Flipping, Same-Value,
Gaussian-Noise, Gradient-Scaling and LIE attacks.
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Figure 11 — Comparison of the Single-global-model FedAvg approach with the proposed

approach using the HAR dataset, with n = 30, N varying between 9, 15, and
21, and k varying between 3 and 5, for Label-Flipping, Same-Value, Gaussian-

Noise, Gradient-Scaling and LIE attacks.



47

MNIST with n=30, N=15and k=3

Label-Flipping Attack Same-Value Attack
10 1.0
0.8 0.8
06 0.6
< 2
o o
o o
ks e
o 04 o 0.4+
02 0.2
0.0 0.0
0 5 10 15 20 25 30 0 5 10 15 20 25 »
Number of Malicious Clients Number of Malicious Clients
—— Single-global-model FedAvg —— Single-global-model FedAvg
—— Proposed Approach —— Proposed Approach

Gaussian-Noise Attack Gradient-Scaling Attack

Fl-score
o
o

Fl-score

o
kS

2
N

\
| |

0 5 10 15 20 25 30 (] 5 10 15 20 25 30

0.0

Number of Malicious Clients Number of Malicious Clients
—— Single-global-model FedAvg —— Single-global-model FedAvg
—— Proposed Approach —— Proposed Approach

Figure 12 — Comparison of the Single-global-model FedAvg approach with the proposed
approach using the MNIST dataset, with n = 30, N = 15 and k = 3, for
Label-Flipping, Same-Value, Gaussian-Noise and Gradient-Scaling attacks.

the defense-less approach exhibit similar overall performance. Across all configurations,
the results consistently show alternating outcomes, there are moments when the proposed
method performs better and others when it does not. This consistent fluctuation across
the graphs suggests that the proposed method does not offer a clear advantage under

these specific attack types in regression tasks.

In contrast, under Same-Value and Gaussian-Noise attacks, the proposed approach
consistently outperforms the Single-global-model FedAvg baseline, particularly as the
number of malicious clients increases. The improvement is especially evident in configu-
rations with £k = 2 and N =5 or N = 8, where the MAE remains systematically lower.

An interesting and consistent behavior is observed under the LIE attack. All ap-
proaches, including the defense-less method and the proposed approach, demonstrate
strong resilience overall, with low MAE values even in the presence of malicious clients.
A small spike in MAE, reaching approximately 0.2, occurs when the number of malicious
clients is exactly one. This spike is seen in both methods for N = 3 (with £ = 3 and

k = 4) and, to a lesser extent, for N = 5 when k = 3. However, for N = 8, the increase in
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MAE is observed only in the defense-less approach, while the proposed method maintains
stable performance. This temporary increase in prediction error, observed when a single
client executes the LIE attack, can be attributed to the nature of the attack itself. The
LIE strategy introduces small, carefully crafted deviations into the local model updates,
calibrated using the mean and standard deviation of the parameters from benign clients.
However, with only one malicious client, the estimation of these statistics becomes un-
reliable. In particular, the standard deviation is undefined when computed from a single
value, as it involves division by m — 1, where m is the number of malicious clients. When
m = 1, this leads to division by zero, resulting in a NaN (Not a Number) value. If this
NaN is used to generate the malicious update, it can contaminates the model’s parame-
ters, producing a local model with NaN weights. Consequently, the global model becomes
unstable during the update phase, leading to a sharp degradation in performance. This
behavior is a known limitation of the LIE attack, as more malicious clients are introduced,

the MAE quickly returns to near-zero levels.

Regarding the regression task with the Air Quality dataset, we observe a significant
variation in performance across different values of k for all attack types except LIE.
However, there is no consistent pattern indicating which value of k yields the best results,
as the outcomes depend on the specific attack, the number of groups (N), and the number
of malicious clients. When analyzing the effect of N, for Label-Flipping and Gradient-
Scaling attacks with k = 2, performance tends to improve as /N increases. Outside of these

cases, variations in /N have limited impact on model robustness.

Overall, the experimental results reveal distinct patterns in the behavior of the pro-
posed approach under different types of poisoning attacks. In the case of Label-Flipping,
Gradient-Scaling, and LIE attacks, the proposed method and the Single-global-model Fe-
dAvg approach exhibit similar overall performance, with particularly close results under
the LIE attack. In contrast, under Same-Value and Gaussian-Noise attacks, the proposed
method consistently outperforms the defense-less baseline, especially as the number of

malicious clients increases.

4.2.2 Separated Defenses

As previously mentioned, our approach combines three defense strategies. In this
subsection, we assess the individual effectiveness of each strategy to better understand
their contributions to the overall defense mechanism. By testing separate configurations,
we aim to highlight that although each strategy can offer some level of resilience against

poisoning attacks, they are significantly more effective when combined.

We examine two feasible combinations: one that pairs group division with the
evaluation of global model performance, and another that combines group division with

a voting-based inference method. These are the only viable configurations for individual
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Figure 13 — Comparison of the Single-global-model FedAvg approach with the proposed

approach using the Air Quality dataset, with n = 10, N varying between 3,
5, and 8, and k varying between 2, 3 and 4, for Label-Flipping, Same-Value,
Gaussian-Noise, Gradient-Scaling and LIE attacks.
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assessment, as both the evaluation mechanism and the voting process depend on the
existence of client groups to operate effectively. Without group division, their logic cannot
be meaningfully applied. At the same time, group division alone does not provide robust
defense against adversarial clients, as it lacks mechanisms to detect or mitigate malicious

behavior.

Classification Tasks: In the context of classification, for the first variation (de-
fenses 1 and 2), the final voting step is excluded. The n clients are first divided into N
groups, with each group consisting of £ clients. Once the groups are defined, local training
begins. Afterward, the clients send their local models to the central server, which aggre-
gates them based on the predefined groups. Following this aggregation, clients receive
all the aggregated global models and evaluate their performance using private validation
datasets. Each client selects the global model with the highest F1-score as their new local
model. This process is repeated iteratively until the training concludes. During inference,
clients receive all global models, select the one with the best validation performance as

their local model, and use it to make predictions on their local data.

The second variation (defenses 1 and 3) follows a similar initial process. The n
clients are first divided into N groups, with each group consisting of k clients, and local
training is initiated. After training, clients send their local models to the central server,
which aggregates the models based on the predefined groups. Each client then receives
the global model from the group they belong to (or randomly selected from the groups
they participate in, if they are part of multiple groups). This iterative process continues
until the training is complete. Once training finishes, the inference phase begins, relying

on the previously described voting method.

In Figure 14, we present the results obtained using the MNIST dataset. Across all
tested attacks, the proposed approach outperformed methods that rely on only two out of
the three defenses. Notably, for three of these attacks (Label-Flipping, Same-Value, and
Gradient-Scaling), the Fl-score remained above 0.82 even with 90% of the clients being
malicious. For the other tested attacks (LIE and Gaussian-Noise), the Fl-score exceeded
0.85 even with 60% to 70% of the clients being malicious.

In Figure 15, we show the results for the HAR dataset. Similar to MNIST, the
proposed approach consistently outperformed techniques that utilize only two of the three
defenses across all attacks. Particularly noteworthy is the Gradient-Scaling attack, where

the Fl-score remained above 0.8 even with 90% of the clients being malicious.

A deeper analysis shows that combining the three defense strategies provides
stronger protection against poisoning attacks. Group division alone is insufficient, as it
only separates client data without addressing adversarial behavior. The global model
performance evaluation (defense 2) serves as a filter, enabling clients to choose the best-

performing model and enhancing the final model’s robustness. The voting mechanism
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Figure 14 — Comparison of the proposed approach with two variations, each isolating dif-
ferent defense combinations, using the MNIST dataset with n = 50, N = 15,
and k = 3, for Label-Flipping, Same-Value, Gaussian-Noise, Gradient-Scaling
and LIE attacks. This comparison evaluates the performance of Defenses 1
and 2, and Defenses 1 and 3, separately.
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each isolating

different defense combinations, using the HAR dataset with n = 30, N = 9,
and k = 3, for Label-Flipping, Same-Value, Gaussian-Noise, Gradient-Scaling
and LIE attacks. This comparison evaluates the performance of Defenses 1
and 2, and Defenses 1 and 3, separately.
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(defense 3) further strengthens the defense by enabling collective decision-making, min-
imizing the impact of adversarial data. In conclusion, the integration of these strategies
creates a robust and adaptable defense system, significantly improving resilience against

various poisoning attacks.

Regression Tasks: In regression tasks, for the first variation (defenses 1 and 2),
the final weighted inference step is excluded. The n clients are first divided into N groups,
with each group consisting of k clients. Once the groups are defined, local training begins.
Afterward, the clients send their local models to the central server, which aggregates
them based on the predefined groups. Following this aggregation, clients receive all the
aggregated global models and evaluate their performance using private validation datasets.
Each client selects the global model with the MAE as their new local model. This process
is repeated iteratively until the training concludes. Then, during inference phase, clients
receive all global models, select the one with the best validation performance as their local

model, and use it to make predictions on their local data.

The second variation (defenses 1 and 3) begins with a process similar to the first.
The n clients are divided into N groups, each containing k clients, and local training
is performed within these groups. After training, the clients send their local models to
the central server, which aggregates them according to their predefined groupings. Each
client then receives the global model corresponding to its group, or, if the client belongs
to multiple groups, a global model randomly selected from among them. During inference,
the clients apply a weighted average over the predictions of the global models. The weights
are computed from the MAE scores obtained during the evaluation step, where models
with lower error receive higher weight. Given a test input z, each global model produces

a prediction, and the final output is calculated as a weighted average of the predictions.

Figure 16 presents the results for the Air Quality dataset under various attack
scenarios. Across all experiments, a consistent trend emerges: the combination of defenses
1 and 3 systematically underperforms compared to both the full defense strategy and the
pairwise combination of defenses 1 and 2. This observation suggests that the third defense
component, responsible for the weighted average inference, does not contribute positively
to robustness in regression tasks; on the contrary, its inclusion appears to degrade overall

performance.

Moreover, in most attack settings, the combination of defenses 1 and 2 not only
outperforms the variant including defenses 1 and 3 but also exceeds the performance
of the proposed approach. This pattern holds across multiple configurations and attack
types, except under the Gaussian-Noise attack, where the proposed approach achieves
the best performance when the number of malicious clients exceeds three. Additionally,
in the case of the LIE attack, the proposed approach and the combination of defenses

1 and 2 demonstrate very similar performance. These results suggest that, instead of
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Figure 16 — Comparison of the proposed approach with two variations, each isolating
different defense combinations, using the Air Quality dataset with n = 10,
N =8, and k = 2, for Label-Flipping, Same-Value, Gaussian-Noise, Gradient-
Scaling and LIE attacks. This comparison evaluates the performance of De-
fenses 1 and 2, and Defenses 1 and 3, separately.

enhancing resilience as intended, the third defense step may actually reduce effectiveness

in regression tasks by introducing instability and compromising robustness.
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4.2.3 Owur Approach vs. Other Existing Defenses

In this subsection, we compare the proposed defense strategy with well-established
defense methods, namely Krum, Trimmed Mean, and Median. These methods represent
some of the most widely used techniques in Federated Learning to address adversarial
threats. By analyzing the performance of these methods across different experimental
conditions, we can gain insights into the relative strengths and limitations of each defense
technique. Furthermore, this comparison helps to highlight the unique advantages of our

approach, especially in scenarios where traditional defenses may fall short.

Classification Tasks: In Figure 17, we present the results obtained using the
MNIST dataset. Across all tested attacks, the proposed approach outperformed other
existing defenses. For the Label-Flipping and Same-Value attacks, there is a significant
difference, where our approach maintains an Fl-score above 0.8 even with 90% of the
clients being malicious, while other approaches achieve the same Fl-score for at most
20% of malicious clients. On the other hand, the Gaussian-Noise and Gradient-Scaling
attacks are more subtle, leading to defense strategies producing more similar results, with

our approach performing marginally better.

In Figure 18, we show the results for the HAR dataset. Similar to MNIST, the
proposed approach performed better than other existing defenses. For the Label-Flipping,
Gaussian-Noise, and Gradient-Scaling attacks, our approach achieved an F1l-score above
0.8, even with approximately 20% more malicious clients compared to other defenses. For
the Same-Value attack, our approach maintained an Fl-score above 0.7 even with 90%
of the clients being malicious, while other defense strategies achieved the same F1-score
with only about 20% of malicious clients. In the case of the LIE attack, the proposed
approach also demonstrates strong resilience, maintaining an F1l-score above 0.95 even
with 60% of the clients being malicious. In contrast, existing defenses sustain this level of

performance only when up to 30% of the clients are adversarial.

While methods like Krum, Trimmed Mean, and Median rely primarily on model
aggregation, our approach benefits from group division, global model evaluation, and
voting, which help dilute the influence of malicious clients. This results in superior per-
formance, especially for attacks like Label-Flipping and Same-Value, where our approach

maintains high Fl-scores even with a large percentage of malicious clients.

Regression Tasks: Figure 19 presents the results obtained using the Air Quality
dataset across various poisoning attack scenarios. Overall, the proposed approach exhibits
performance comparable to other defense strategies for the Label-Flipping, Gradient-
Scaling, and LIE attacks. Notably, the Krum defense shows sharp spikes in MAE under
the Label Flipping and LIE attacks, specifically when there are seven and one malicious

clients, respectively. Meanwhile, the proposed method maintains stable and consistent
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Figure 17 — Comparison of the proposed approach with Krum, Trimmed Mean, and Me-
dian, using the MNIST dataset with n = 50, N = 15, and k = 3, for Label-

Flipping, Same-Value, Gaussian-Noise, Gradient-Scaling and LIE attacks.
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Figure 18 — Comparison of the proposed approach with Krum, Trimmed Mean, and Me-
dian, using the HAR dataset with n = 30, N = 9, and k£ = 3, for Label-
Flipping, Same-Value, Gaussian-Noise, Gradient-Scaling and LIE attacks.
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MAE values, comparable to those of the other defenses.

Regarding the Same-Value attack, the proposed approach demonstrates superior
robustness compared to all other methods. It maintains an MAE value close to zero for up
to 50% of malicious clients. Beyond this threshold, the increase in MAE is more gradual,

whereas competing defenses exhibit a much more abrupt degradation.

For the Gaussian-Noise attack, the proposed strategy outperforms both the Median
and Trimmed Mean defenses, maintaining MAE values near zero for up to seven malicious
clients. Although Krum performs slightly better by sustaining low MAE up to eight

malicious clients, its performance degrades more sharply thereafter.

These findings highlight the overall effectiveness of the proposed approach by main-
taining stable MAE values and outperforming or matching existing defenses across most
attacks, the method demonstrates its potential as a robust solution for Federated Learning

environments vulnerable to poisoning threats in regression tasks.

4.2.4 Dealing with Malicious Selections

As mentioned in Subsection 3.1, during the performance evaluation phase of our
method, a malicious client may attempt to compromise the system by selecting the worst-
performing global model, i.e., the one with the lowest F1-score, instead of the best, in an
effort to degrade overall system performance. In Figure 20, the curve labeled “Malicious
Selections” represents exactly this adversarial scenario: our proposed method is still being
used, but the malicious clients intentionally misreport their evaluations to favor the worst
model. Despite this, we observe that our approach remains superior to the Single-global-
model FedAvg approach throughout the experiment. Furthermore, the results indicate
that model performance remains stable even with malicious votes, up until approximately

50% of the clients are malicious.

4.3 Discussion of Results

In this work, we evaluated the proposed method on two types of tasks: classification
and regression. Experiments were conducted on three different datasets: MNIST and HAR
for classification, and Air Quality for regression. We also tested the method against five
different attack types: Label-Flipping, Same-Value, Gaussian-Noise, Gradient-Scaling, and
LIE. For classification tasks, the Fl-score metric was used to assess performance, while

MAE was employed for regression tasks.

Regarding the classification tasks, when comparing the proposed approach with a
baseline without defense, the proposed method outperformed the defense-less method in
all cases. In the majority of these cases, the improvement was significant, both for the
MNIST and HAR datasets, showing consistent and reliable results. Additionally, when
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Figure 20 — Analysis of the impact of clients issuing malicious votes using the MNIST
dataset with n = 50, N = 25 and k = 3.

evaluating the defense components of the proposed approach separately, we observed that
the combined strategy consistently surpassed the isolated defenses, further demonstrat-
ing the potential and synergy of integrating the three defense strategies, again for both
MNIST and HAR. Comparing with other existing defense methods, the proposed ap-
proach either outperformed or achieved comparable results in almost all cases, frequently

by a considerable margin.

For regression tasks, the proposed method outperformed the baseline without de-
fense under Same-Value and Gaussian-Noise attacks, while achieving comparable results
in the presence of Label-Flipping, Gradient-Scaling, and LIE attacks. Against other ex-
isting defense strategies, our approach showed either superior or on-par results across the
evaluated attacks. Notably, when evaluating the defense components of the proposed ap-
proach separately, an analysis of the individual defense techniques revealed that the third
method, which relies on weighted averaging, was less effective in regression contexts and,
at times, even detrimental to the model’s robustness. Contrary to its intended purpose,
the third defense step appears to hinder overall effectiveness by introducing instability or

disrupting the learning dynamics, ultimately compromising the model’s resilience.

These findings suggest that while the overall structure of the proposed method
shows promise across both classification and regression tasks, specific adjustments are
necessary to improve its performance in regression scenarios. Future work should focus
on refining the third defense strategy for regression tasks, possibly exploring alternative

techniques more suitable for continuous output spaces.
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4.4 Limitations

Although the proposed method enhances system robustness and resilience to adver-
sarial behavior, certain limitations must be acknowledged. The approach integrates three
distinct defense strategies which, although effective, contribute to increased system com-
plexity. This added complexity results in higher computational demands and structural
overhead, potentially impacting scalability. Moreover, the computational, communication,

and storage costs associated with the proposed method have not been formally quantified.

Despite its robust defense mechanisms, one key limitation lies in its inability to
distinguish between model degradation caused by data quality issues, such as poor, noisy,
or imbalanced data, and degradation resulting from malicious behavior. Consequently,
during the evaluation phase, global models affected by benign data issues may be mis-
takenly discarded under the assumption of adversarial corruption. This can reduce the
overall diversity and representativeness of the aggregated model, especially in scenarios

where data quality is heterogeneously distributed among clients.

Moreover, the system’s effectiveness relies on the assumption that the majority
of participating global models are trustworthy. In situations where a significant number
of malicious clients are strategically distributed across different client groups, there is a
risk that multiple global models may be simultaneously compromised. This coordinated
interference can diminish the method’s ability to effectively filter out poisoned models
during the voting phase, thereby reducing its defense efficacy in more extreme attack

scenarios or highly imbalanced settings.

Another limitation arises when analyzing the performance of individual defense
components, particularly in regression tasks. Experimental results indicate that the third
defense mechanism, based on weighted averaging, performs suboptimally in regression
contexts. Rather than enhancing robustness, this component sometimes introduces insta-

bility and negatively impacts the learning dynamics.

Finally, the current evaluation has been restricted to untargeted poisoning attacks.
Targeted attacks, such as backdoor attacks, have not been explored within this work and

remain an open avenue for future investigation.
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5 CONCLUSION

Federated Learning has emerged as a transformative approach in the field of
Machine Learning, addressing critical challenges in data privacy and scalability. By en-
abling the decentralized training of models, FL offers significant advantages in preserving
user confidentiality and supporting the development of Machine Learning applications
in privacy-sensitive domains such as healthcare, finance, and IoT systems. However, the
decentralized nature of FL also introduces unique vulnerabilities, particularly to poison-
ing attacks, which can severely degrade the performance and reliability of global models.
These attacks, whether through data or model poisoning, highlight the pressing need for

robust defense mechanisms to ensure the integrity and trustworthiness of FL systems.

In this work, an FL defense system is proposed, combining three different tech-
niques to mitigate poisoning attacks. The approach divides the clients into randomly sam-
pled groups, evaluates the global models performance using the client’s private datasets,
and, during its final step, uses a voting scheme to predict the labels. We assessed the
effectiveness of our proposal across three datasets and two types of tasks (classification
and regression) against five different attacks, four targeting the model and one targeting
the data. This comprehensive evaluation of Byzantine robustness makes detection more

challenging and better reflects real-world scenarios.

The proposed solution demonstrated strong robustness across all evaluated clas-
sification scenarios, consistently outperforming both a baseline Federated Learning setup
without defenses and established defense mechanisms. In regression scenarios, the pro-
posed approach achieved comparable performance or exceeded the baseline and other
existing defense strategies. However, the third defense component, based on weighted
averaging, showed limited effectiveness in continuous output spaces, negatively affecting
model stability. These results indicate that the current formulation of this defense step

may not generalize well to regression contexts.

Future work will aim to advance the mitigation of poisoning attacks in regression
tasks, a scenario that continues to pose considerable challenges with respect to robustness
and predictive performance. Particular attention will be devoted to enhancing the pro-
posed method, with the objective of improving its effectiveness in regression contexts. In
this regard, it will be necessary to explore alternative defense mechanisms to the weighted
averaging strategy, which demonstrated limited efficacy and, in some instances, negatively
impacted robustness. Additionally, future studies will seek to evaluate these refinements
using new datasets, in order to further assess the generalizability and reliability of the

proposed approach across diverse domains and application settings.
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