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RESUMO

Com a crescente ameaga dos malwares afetando organizagoes globais, ptblicas e privadas,
torna-se necessario desenvolver métodos inovadores para melhorar a prevencao e resposta
a incidentes de seguranca deste tipo. Infecgoes por trojans, worms que se propagam rapi-
damente, e ransomware que criptografa dados criticos, exigem respostas robustas devido
ao risco que representam a integridade e disponibilidade das informagoes. Este trabalho
apresenta uma metodologia que utiliza dados historicos de incidentes de malware para
auxiliar CSIRTs (Computer Security Incident Response Teams) e equipes de seguranga
na analise de tendéncias comportamentais. A esséncia do método é um modelo de rede
neural que emprega LSTM (Long Short-Term Memory) para andlise de séries temporais,
visando prever futuros incidentes de malware. O modelo foi testado em duas situagoes
distintas em Institui¢oes de Ensino Superior Publicas (IES) associadas a Rede Nacional
de Ensino e Pesquisa (RNP). No primeiro cenério, utilizaram-se dados semanais de 10 ins-
tituicoes para treinar a LSTM, comparando sua eficacia com a técnica estatistica ARIMA
(Autoregressive Integrated Moving Average). No segundo cendrio, expandiu-se a andlise
para incluir todas as IES clientes da RNP, segmentadas pelos Pontos de Presenca (PoPs)
presentes em cada estado brasileiro, demonstrando a aplicabilidade e versatilidade do mé-
todo em um contexto ampliado. Para o desenvolvimento e a avaliacao da metodologia,
empregaram-se dados reais de incidentes, permitindo uma anélise detalhada do desempe-
nho dos modelos LSTM e ARIMA.Os resultados obtidos comprovam a eficicia do método
proposto na previsao de incidentes de malware, destacando a criagao e implementacao
de um modelo LSTM como a atividade central. Além disso, o método incorpora uma
ferramenta de visualizagdo de dados que simplifica a andlise e interpretagao das informa-
¢oes, facilitando o trabalho dos analistas de seguranca ao traduzir as previsoes em insights
claros e acionaveis. Essa combinacio entre precisao preditiva e acessibilidade analitica for-
talece significativamente as estratégias de prevencao e resposta a incidentes. Como parte
do compromisso com a comunidade, o método desenvolvido, bem como as ferramentas
associadas, serao disponibilizados publicamente, visando apoiar o desenvolvimento de no-
vas solugoes de seguranca, melhorar a detecgao proativa de ameacas e contribuir para um

ecossistema de seguranca digital mais robusto.

Palavras-chave: Malware; Incidentes de ciberseguranca; Previsao de incidentes; Institui-
¢oes de Ensino Superior (IES); Long Short-Term Memory (LSTM) Network; Time Series;
Autoregressive Integrated Moving Average (ARIMA).
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ABSTRACT

With the growing threat of malware affecting global organizations, both public and pri-
vate, it becomes necessary to develop innovative methods to improve the prevention and
response to such security incidents. Infections caused by trojans, rapidly propagating
worms, and ransomware that encrypts critical data demand robust responses due to the
risks they pose to the integrity and availability of information. This work presents a
methodology that leverages historical malware incident data to assist CSIRTs (Computer
Security Incident Response Teams) and security teams in analyzing behavioral trends.
The core of the method is a neural network model employing LSTM (Long Short-Term
Memory) for time series analysis, aiming to predict future malware incidents. The model
was tested in two distinct scenarios in Public Higher Education Institutions (HEIs) asso-
ciated with the National Research and Education Network (RNP). In the first scenario,
weekly data from 10 institutions were used to train the LSTM, comparing its effective-
ness with the statistical ARIMA (Autoregressive Integrated Moving Average) technique.
In the second scenario, the analysis was expanded to include all HEIs that are RNP clients,
segmented by the Points of Presence (PoPs) in each Brazilian state, demonstrating the
method’s applicability and versatility in an extended context. For the development and
evaluation of the methodology, real incident data were employed, enabling a detailed anal-
ysis of the performance of the LSTM and ARIMA models. The results obtained confirm
the effectiveness of the proposed method in predicting malware incidents, emphasizing
the creation and implementation of an LSTM model as the core activity. Moreover, the
method incorporates a data visualization tool that simplifies the analysis and interpreta-
tion of information, facilitating the work of security analysts by translating predictions
into clear and actionable insights. This combination of predictive accuracy and analytical
accessibility significantly strengthens prevention and response strategies for incidents. As
part of the commitment to the community, the developed method, along with the asso-
ciated tools, will be made publicly available, aiming to support the development of new
security solutions, improve proactive threat detection, and contribute to a more robust
digital security ecosystem.

Keywords: Malware; Cybersecurity Incidents; Incident Forecasting, Higher Education
Institutions (HEIs); Long Short-Term Memory (LSTM) Network; Time Series; Autore-
gressive Integrated Moving Average (ARIMA).
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1 INTRODUCTION

A computer security incident is a violation or imminent threat of violation of com-
puter security policies, acceptable use policies, or standard security practices [1]. Among
various types, this work focuses on malware incidents, which represent a continual threat
to cybersecurity. Malware infiltrates systems and devices to steal data, disrupt services,
and cause financial harm. The frequency of malware incidents is on the rise, as reported
by [2].

A brief examination of the malware campaign landscape in the past few years
provides insight into the diverse threats and targets involved in these incidents. In 2019,
notable examples included Ryuk, Emotet, and Trickbot. Ryuk was particularly involved
in U.S. healthcare sector attacks [3]. In 2020, Emotet and Trickbot continued to be active,
while new threats like Conti and Maze appeared. Conti targeted Ireland’s Health Service
Executive [4], and Maze attacked various international organizations, including Cognizant,

a Fortune 500 IT company [5].

2021 saw the emergence of Hive, Lockbit, and REvil as new threat actors. REvil
executed a notable attack on the Colonial Pipeline in the USA [6]. Hive was used against
Costa Rica’s Government and Zambia’s Bank [7]. Lockbit 2.0, known for its advanced
exploitation techniques, posed a significant concern [8]. That year, the Apache Logdj
vulnerability (CVE-2021-44228), identified as a Common Vulnerabilities and Exposures
(CVE) entry, emerged as a critical issue in November. In 2022, the malware landscape
remained largely unchanged, with BlackCat added to the list [9]. The exploitation patterns
were similar to the previous year, including continued attacks on Log4j and Windows OS,

plus new vulnerabilities in VMware software [10].

The education and research industries account for a significant part of these in-
cidents, as indicated in a Check Point’s report [11]. Educational institutions present a
concerning combination of attractive resources for attackers and difficulties in keeping a
secure digital environment. Schools and universities host large amounts of personal and
research data, making them highly profitable targets for cyber threats. Additionally, these
organizations have become increasingly dependent on digital technologies for teaching, re-
search and administrative activities. Cyber threats that disrupt these services may cause
significant damage. Protecting these environments is particularly hard due to their di-
verse user base (students, teachers, researchers, and admin staff) who may operate within
the institution premises or remotely. Universities, in particular, are naturally open envi-
ronments, where the use of personal devices is often encouraged. On top of that, these
organizations struggle to keep up-to-date security controls as they typically rely on public

funds and operate within constrained budgets [12].
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Organizations characterized by user diversity, extensive asset portfolios and budget
constraints require tools that provide security analysts with a comprehensive perspective
on the current scenario and improve their ability to utilize available resources more effi-
ciently. Forecasting malware incident rates emerges as a valuable tool that helps to meet
these needs. By knowing the expected rates of incidents, security analysts can anticipate
trends, quickly detect outbreaks, and identify which assets are more or less prone to get
infected. Additionally, the institution’s IT (Information Technology) governance may see
a major boost from the application of this method. By using the method, I'T governance is
strengthened through factors such as risk mitigation, efficient resource utilization, and the
ability to foresee and promptly respond to incidents. This approach not only ensures ser-
vice continuity but also supports stronger management practices aligned with governance
principles outlined in frameworks such as Control Objectives for Information and Related
Technologies (COBIT) [13] and the Information Technology Infrastructure Library (ITIL)
[14]. Furthermore, this management data can also be exchanged with other organizations
through specialized bodies like CSIRTs (Computer Security Incident Response Team),

consequently improving overall cybersecurity conditions in the long term.

The objective of this work is to develop a method that enables CSIRTS or security
teams to perform trend and behavioral variation analyses based on predictions derived
from the security incident history in their respective areas of operation. The proposed
methodology begins with the construction and validation of a neural network model,
which is the core activity of the method, aimed at ensuring its ability to generate accurate
projections. In this context, time series analysis of historical data is used, applying the
concept of LSTM (Long-Short Term Memory) to achieve precise estimates. The process
continues with the implementation of a script programmed to extract malware incidents
from the incident data repository. After validating the data, it is cataloged in a database
prepared for this purpose. The next step involves executing the previously established
model, aimed at forecasting incident rates, with these projections properly recorded for
future consultations and analyses. A crucial step in the methodology is the use of a
visualization tool that allows security analysts to carry out a detailed inspection and
interpretation of the information related to incidents and their respective forecasts. Once
processed and made available, security analysts use this information in an analytical and

decision-making approach, thus promoting a proactive attitude.

In situations where the forecasts prove to be non-assertive, the prediction model is
adjusted to refine its accuracy and effectiveness. This work considers the process complete
only after the successful completion of all stages, culminating in an optimized operational
method that significantly contributes to the early identification of anomalous patterns and
the emergence of new malware campaigns, thereby aiding in the prevention and response
to subsequent security incidents. Additionally, the research aims to explore various perti-

nent questions related to the application of LSTM in predicting malware incidents: What
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is the predictive efficacy of LSTM in these scenarios? How does the size of the institution
influence the error rate in predictions? Can increasing the number of weeks provided as
input to the model decrease prediction errors? Can more accurate predictions be obtained
by extending the model’s training period? Is an LSTM-based model more accurate than

one based on the Autoregressive Integrated Moving Average (ARIMA) model?

To evaluate the proposed method, data from the RNP (Brazilian National Research
and Education Network) incident records were used. These data include approximately
100,000 malware incidents in Brazilian higher education institutions over four years. For
a detailed analysis, the data were divided into two distinct scenarios and organized into
time series for each institution analyzed. The LSTM model was trained to predict the

number of occurrences in the immediately following week, based on the input period.

The manuscript is structured as follows: Chapter 2 addresses the theoretical foun-
dation, providing essential definitions such as information security incidents, I'T gover-
nance and management, malware, and the role of a CSIRT. Additionally, concepts related
to machine learning, time series analysis, and recurrent neural networks are explored, con-
cluding with a review of related work in the area of security event forecasting. Chapter 3
details the proposed approach, offering an overview of the developed method. In Chap-
ter 4, the focus shifts to incident forecasting using LSTM, presenting the dataset, the
selection of analyzed institutions, and the details of the conducted experimental study.
In Chapter 5, the results obtained are discussed, including the performance of the LSTM
model in relation to the experiments described in Chapter 4, as well as the analysis of
anomalies in malware incidents. Finally, Chapter 6 presents the final conclusions, reflect-
ing on the results achieved and highlighting the importance of organizational maturity
for the effective adoption of the method. Additionally, future improvements are proposed,
such as exploring new neural network architectures and including additional variables to

enrich the model and expand its applicability.
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2 FUNDAMENTAL BACKGROUND

In this chapter, fundamental topics for understanding this work are addressed,
including a detailed analysis of information security incidents, with an emphasis on mal-
ware incidents. The role of CSIRTSs in responding to these threats is examined, and the
concepts of machine learning, time series, ARIMA models, and LSTM are introduced, as
these will be used in predicting malware incident rates. Additionally, a Section on related
work is presented, highlighting the main studies in the field of security incident prediction

and how this work is distinct and relevant compared to others.

2.1 Cyber Security Incidents

The definition of security events varies among the primary CSIRTSs in Brazil and
globally. The International Organization for Standardization/International Electrotech-
nical Commission (ISO/IEC) 27000:2018 standard, developed by the ISO and the IEC,
provides the definition of a security incident as "an unwanted or unexpected event or se-
ries of events related to information security that have a high probability of compromising

business operations and endangering information security" [15].

The Security Incident Response Center of the Brazilian National Research and
Education Network (CAIS-RNP) defines a security incident as any event, whether con-
firmed or suspected, that compromises the integrity, confidentiality, or accessibility of
RNP’s information [16]. This includes scenarios where there are suspicions or tangible
proof of unlawful disclosure of data. The Brazilian National Computer Emergency Re-
sponse Team (CERT.br) categorizes any negative occurrence pertaining to the security
of computer systems or networks as a security incident [17]. Furthermore, according to
the European Union Agency for Cybersecurity (ENISA), a security incident is defined
as an occurrence that impacts the confidentiality, availability, integrity, and authenticity
of networks and services [18]. Although definitions may vary among groups, there are
several shared characteristics that everyone agrees upon, as evidenced. Given that the
incidents used in the experiments in this work were acquired from RNP, we will employ

the CAIS-RNP criterion.

Once the definition of an incident for the organization has been established, it is
necessary to create a taxonomy that enables the categorization of events based on their
kind, subtype, severity, and the necessary data to be recorded for each occurrence. This
includes determining which parts are required and which are optional. Several sources

can provide guidance for developing a personalized classification system. The taxonomy
used by CAIS-RNP was derived from proposals put forth by ENISA, the Forum of Inci-
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dent Response and Security Teams (FIRST) [19], and the Computer Incident Response
Center Luxembourg (CIRCL) [20]. It was further refined with information provided by
[21]. A well-organized taxonomy enables a precise comprehension of the characteristics
and seriousness of security incidents, facilitating a prompt and effective reaction. Further-
more, the thorough classification of occurrences enables the recognition of patterns and
trends, hence enhancing the organization’s security strategy. When evaluating events, it
is important to examine factors such as the impact on business operations, the scope of
data compromised, and the level of vulnerability exploitation. Regularly reviewing and
updating the classification allow to accurately represent changes in the threat landscape

and the organization’s priorities.

When managing security incidents, multiple standards provide guidance on the
essential information to document and later share regarding a security issue. The often
employed standards are Incident Object Description Exchange Format (IODEF), Struc-
tured Threat Information eXpression (STIX), and Extended Abuse Reporting Format
(X-ARF) [22]. IODEF offers a standardized structure for summarizing security incidents,
hence promoting the exchange of information across diverse organizations. STIX is uti-
lized to depict cyber threat information in an organized way, facilitating the examination
and dissemination of data on attacks, vulnerabilities, and other pertinent security infor-
mation. X-ARF is a standardized format used for reporting incidents of Internet abuses,

including spam, phishing, malware, and other unwanted actions.

The incidents examined in this research adhere to the IODEFv2 standard to dis-
seminate information about incidents to their clients. The Internet Engineering Task
Force (IETF) developed this standard, which is used by various CSIRTs globally [23].
The IODEFv2 categorizes incident fields into two groups: mandatory and optional. The
mandatory fields are those that must be completed for the incident record to be considered
genuine according to the standard. The optional fields are those that can be completed
depending on the presence of information and the need for specificity in the occurrence.
This demonstrates the versatility of the standard and its ability to accommodate various
security incident scenarios. Figure 1 illustrates the architecture of the IODEFv2 standard,
highlighting only the mandatory components, as described by Colome, Nunes, and Silva

in their work on case-based cybersecurity incident resolution [24].
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Node Address

IODEF-Document = _ 1 string
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= Version : string

- lang : enum T

Flow System Operating5System
- category : enum - name : string
IncidentlD Incident Service Sebell
- _: string - DetectTime : dateTime _ IPpu_r': roﬁ'{ml it e
el - Description : string B L = Version : string
name : string - purpose : enum - PortList : PORTLIST - URL : string
;/ ll
AdditionalData Reference
Method
- _any - ReferenceMame : string
- dType : enum - URL : string
- Meaning : enum

Figure 1 — The IODEFv2 representation. Source: [24]

According to Tufte [25], documenting these incidents allows organizations to carry

out various internal and external actions, such as:

Enhanced Incident Response: recording incident data enables organizations to better
understand the cyber threats they face and develop more effective strategies to tackle
them.

Compliance with Legal Obligations: the Budapest Convention, for example, requires
country members to implement measures to combat cybercrime, and as Brazil is a

member, it must implement these measures.

Improvement of Security Policies: the analysis of recorded incidents helps to identify
vulnerabilities and flaws in cybersecurity policies and practices, enabling enhance-

ments.

Continuous Learning: the recording and analysis of incidents allow learning from
past experiences, contributing to the continuous evolution of cybersecurity strate-

gies.

All the points mentioned above are components of the security incident response

process. The progression of a security incident, as outlined by the National Institute of

Standards and Technology (NIST) [1], consists of four primary stages. The Preparation
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phase is responsible for establishing reaction capabilities by developing policies, detecting
tools, and awareness. The Detection and Investigation phase involves the identification
and evaluation of incidents through the utilization of monitoring and forensic investiga-
tion techniques. Afterwards, the Eradication and Recovery phase eliminates dangers and
reinstates systems while incorporating precautionary measures. In conclusion, the Post-
Incident phase evaluates the incident response in an effort to enhance it in the future.
This includes updating procedures and conducting a review of lessons learned. Meanwhile,
for the SANS Institute, the cybersecurity incident lifecycle comprises six separate phases:
Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned.
SANS highlights Identification as a distinct stage focused on identifying the incident,
differentiating it from the later stages of analysis and investigation. In addition, Contain-
ment is regarded as a distinct phase, emphasizing the crucial significance of isolating and

reducing the impact of the event on the environment [26].

In Brazil, there is no dedicated regulation for the documentation of security in-
cidents. However, several governmental decrees tackle matters concerning information
security, hence emphasizing the significance of such measures. The National Information
Security Policy, established by the Federal Government Decree No. 9637 of 2018 [27],
provides principles for governing information security in the federal public administra-
tion. The National Cybersecurity Strategy (E-Ciber) has been approved by the Federal
Government Decree No. 10222 of 2020 [28]. This decree provides rules for ensuring na-
tional cybersecurity. Furthermore, the General Data Protection Law (LGPD) - Law No.
13.709/2018 emphasizes the significance of documenting and handling security breaches,

particularly those concerning the safeguarding of personal information [29].

2.1.1 IT Governance and Management

Frameworks such as ITIL and COBIT have established key guidelines for best
practices in IT governance and management. They have been widely adopted to ensure
that IT services are aligned with business objectives, while also promoting operational
efficiency and risk control [13] and [14].

ITIL provides detailed rules for I'T service management to align IT services with
business needs. It emphasizes the importance of successful incident management to min-
imize the effects of incidents and quickly restore services, ensuring operation continuity
[14]. The use of a well-defined taxonomy and standards, such as IODEFv2, to classify and
communicate incidents is in line with ITIL practices, which value process documenta-
tion and standardization for continuous improvement. Additionally, ITIL defines specific
activities for information security, including: policy management (creation, review, and
implementation of security policies); information classification (analysis and classification

of data); security controls (implementation and improvement of controls and risk re-
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sponses); security incident management (detection, response, and resolution of incidents,
with the establishment of response teams and escalation procedures); security reviews
(audits and penetration tests); security monitoring (management of breaches and major
incidents); and security reporting (analysis and actions to reduce the volume and impact
of incidents). These activities emphasize the importance of standardized and structured

processes to ensure the protection of I'T services.

COBIT is a framework for IT governance and management that helps companies
create value from IT while maintaining a balance between realizing benefits and opti-
mizing risk levels and resource use. To ensure that IT risks are managed effectively, the
practices supporting COBIT principles include detailed categorization of incidents and
the use of recognized standards for incident documentation and information sharing [13].
Additionally, the principle of continuous monitoring and evaluation promoted by COBIT
is reflected in the regular review and updating of the incident taxonomy. This ensures that

information security practices are always adapted to changes in the threat landscape.

2.1.2 Malware

The malware concept can be referenced by several names. Examples include ma-
licious software, malicious code, and malcode. Various definitions have been offered to
describe malware. For example, in the work by Christodorescu and Jha [30], they de-
scribe a malware instance as a program with malicious purpose. McGraw and Morrisett
[31] define malicious code as "any code added, changed, or removed from a software system
with the intention of causing harm or subverting the intended function of the system". In
our work, we adopt the description of malware provided in [32] and [33], which describes
malware broadly as a range of online threats, including viruses, spyware, adware, trojans,

ransomware, and other types of harmful software.

According to [34], the methods for potential malware infection encompass a long
list of possibilities. The main ones are the two most common ways malware accesses a
system, the Internet, and email. In other words, whenever one is connected online, it is
possible to be infected. A user can get their computer infected by malware by browsing
compromised websites, downloading game demos, infected music files, installing unknown
plugins, configuring software from risky sources, opening malicious email attachments, or
generally downloading any content from the Internet to the device without the protection

of antimalware security software.

Malware can be classified into various categories as per [35] and [36].

o Adware: software that is supported by advertising and is programmed to automat-
ically play, show, or download adverts on a computer. This commonly happens

following the installation of malicious software or when utilizing a certain program.
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This type of malicious malware is commonly incorporated into free software apps.

Typical adware programs encompass free games and peer-to-peer clients.

« Spyware: software installed without the user’s knowledge. The main objective of
this type of software is to transmit the user’s confidential personal information to

an attacker

e Virus: malicious code created with the aim of changing the default behavior of a

program within the operating system. To work, the virus depends on human action.

o Worms: a type of malicious software that autonomously propagates over networks,
replicating itself from one system to another. Unlike viruses, worms possess the
capability to self-replicate without necessitating any user intervention. They com-
monly use vulnerabilities in security systems to infect and cause damage, such as

by deleting or encrypting files.

o Trojan: malicious software capable of disguising itself as common programs to infect
a device. Once the device is infected, non-authorized actions are executed. This type
of malware is typically used to create a backdoor and allow the malicious user to

control the device.

« Ransomware: type of malware that locks the data or devices of a victim, holding
them hostage. The attacker threatens to keep them locked until the victim pays a

ransom.

» Rootkit: software used by cyber criminals to gain control over a target computer or
network. Usually, it is also designed to stay hidden from the user, software on the

device, and the operating system itself.

o Keylogger: developed for keystroke logging practice, recording everything the user
types on a computer or cell phone keyboard. They are used to silently monitor the
computer or cell phone activity while the user uses their devices normally. Keyloggers
are used for legitimate purposes, such as feedback for software development, but they

can also be used by criminals to steal the user’s data.

After a device is infected with some type of malware, several consequences can
occur [37]. Data theft is one of the most serious consequence, where personal, banking,
passwords and other confidential data can be stolen and used for fraudulent purposes.
Additionally, data loss is a possible consequence, with important files becoming corrupted,
lost or encrypted. In the Brazilian context, several universities, both public and private,
have already been targets of ransomware [38] and [39], highlighting the importance of

preventive measures and effective response.



24

2.2 CSIRT

The term CSIRT, or Computer Security Incident Response Team, was established
in the 1990s by Request for Comments (RFC) 2350 [40]. A CSIRT is also known as a Com-
puter Incident Response Team (CIRT), Computer Emergency Response Team (CERT),
Security Incident Response Team (SIRT'), and Network Incident Response Team (ETIR),
among others. National teams may be referred to as National Cyber Security Centers
(NCSCs), which by law often have the CSIRT role and provide additional services for
the country. In Brazil, the national CSIRT is the Government Cyber Incident Prevention,
Treatment, and Response Center (CTIR.GOV) [41].

According to RFC 2350 [40], a CSIRT serves as an organization at the forefront
of combating evolving cyber threats. This team is responsible for managing cybersecu-
rity incidents by monitoring security events, analyzing them, and taking actions. These
events include data breaches, malware attacks, and other malicious activities impacting
cybersecurity. Additionally, it focuses on preventing incidents by developing strategies to
mitigate occurrences, implementing security protocols, providing training, and collaborat-
ing with entities to enhance security measures. The main goal of a CSIRT is to minimize

the impact of incidents and swiftly restore operations.

A CSIRT can be found at various levels, from national and governmental to private
companies and academic institutions. Each level has distinct responsibilities and focuses,
but all aim at the same goal: protecting their constituency [40]. RFC 2350 outlines a
series of best practices that a CSIRT should follow, such as the CSIRT’s name, contact
methods, operating hours, address, mission, vision, values, target audience, authority,
types of services offered, and types of incidents they handle, as well as how these incidents
should be reported. The document also contains information on the technical composition

required to create a CSIRT, whether it is at the initial, intermediate, or advanced level.

Currently, FIRST, in collaboration with ENISA, hosts and continuously improves
a CSIRT services framework [42], [43], which is a high-level document that describes the
activities carried out by CSIRTs. These activities are organized into five main service
areas, which are further divided into services, functions, and sub-functions. A CSIRT can
choose which services and functions are relevant and organize them into its own service

structure.

Typically, a minimal set of services for CSIRTs usually includes those highlighted
in bold in Figure 2, as outlined in the FIRST service framework [43].
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According to information from FIRST [42], there are no exact numbers available
on the amount of technical staff needed to form a CSIRT team, as each CSIRT team
is different, works in a different environment, and has different sizes. However, based on
the collective experience of the CSIRT community, ENISA has provided a document [43]

where the following values have proven to be a good approach:

o To deliver two main services, Incident Response and Vulnerability Coordination: a

minimum of 4 full-time team members.

o For a full-service CSIRT that operates only during business hours and maintains its

own systems: a minimum of 6 to 8 full-time staff members.

« For a fully equipped 24/7 operation (3 shifts per day), the minimum is 12 full-time

staff members.

These numbers include redundancies for illness and vacations.

The National CSIRT of Thailand, for example, operates with 30 people to serve all
clients and services offered to the community [42], while the Luxembourg CSIRT, CIRCL,
which serves the country’s private sector, has 17 members [44]. In Brazil, Cert.br does
not disclose information about the number of staff members, and CAIS-RNP, which is the
CSIRT of the Brazilian Academic Network, has currently more than 40 employees work-
ing in different areas, with approximately 4 people dedicated exclusively to the services

delivered.
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FIRST [42] and ENISA [43] recommend that for delivering the two main services of
a CSIRT, staff should have technical knowledge in: Internet protocols, Linux, Unix, and
Windows operating systems, network infrastructure equipment (router, switches, DNS,
proxy, mail, etc.), Internet applications (SMTP, HTTPS, FTP, telnet, SSH, etc.), secu-
rity threats (DDoS, phishing, defacing, sniffing, etc.), and risk assessment and practical
implementations of ISO 27000 security standards. The main tools used by a CSIRT for
delivering these services should be related to incident recording, analysis, and response,

as well as the identification and coordination of vulnerabilities in their clients.

In this context, the predominant solution adopted by CSIRTs for security incident
management is RTIR, as indicated by the University of Kent [45]. Regarding vulnerability
coordination, Openvas is the most used tool by CSIRTS, according to [46]. The effective-
ness of Openvas was individually evaluated in [47] and, in a subsequent comparison with
its open-source competitors, it achieved the best results, as reported in [48]. However,
it is important to emphasize that as a CSIRT matures, new services are offered to the

community, and therefore, other solutions should be incorporated into its portfolio.

A CSIRT, once established with well-structured services and tools, should also
periodically assess its maturity using the framework created by the Open CSIRT Foun-
dation, known as the Security Incident Management Maturity Model (SIM3). This refer-
ence model framework evaluates CSIRTs maturity, addressing aspects such as governance,
documentation, performance, and measurement [49]. The SIM3 model is composed of 44
parameters distributed across four categories (Organizational, Human, Tools, and Pro-
cesses) and provides a measurement scale from 0 to 4 for each parameter. This allows for
a precise assessment of the team’s maturity and the identification of areas needing im-
provement. SIM3, as described in [50], is used by national CSIRTs, ENISA, FIRST, and
other organizations, supporting the development and enhancement of team capabilities
and ensuring a clearly defined framework to achieve their goals. FIRST even uses this
reference model during its membership process [51], where the candidate for membership
must demonstrate that the organization adopts a series of procedures described in SIM3

to be approved in the process.

2.3 Machine Learning

Artificial Intelligence (AI) includes the field of Machine Learning (ML), which is
recognized for its ability to adjust and learn from the information it receives. A standard
machine learning process involves three stages: feeding data to make predictions or catego-
rizations, evaluating the results, and enhancing the algorithm by incorporating feedback
to improve its effectiveness. Machine learning models are categorized into unsupervised,
supervised and semi-supervised learning approaches. In supervised machine learning, al-

gorithms rely on labeled datasets for training purposes. This type of learning algorithm
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is most common in classification and regression problems. These datasets consist of a set
of input variables X and a set of labels or target values Y. The main goal is to find a
function or procedure f(.) such that f(X) = Y. This type of machine learning is the
simplest to use, but it has the disadvantage of requiring that each element of X have a

corresponding element in Y, which is often unrealistic [52].

To overcome the need for labels in supervised machine learning, an algorithm can
instead be trained to identify or classify patterns found in data without using labels.
This practice is called unsupervised machine learning [53] and requires a less restricted
dataset at the expense of a more complex training and evaluation process. Some unsuper-
vised problems include clustering and dimensionality reduction. Semi-supervised machine
learning serves as a middle ground between supervised and unsupervised learning. There
are instances where data lacks labeling, making it challenging to use supervised learning
effectively. In such cases, a machine learning model can utilize a portion of labeled data
to grasp patterns and then apply them to the entire dataset, enabling predictions for
unlabeled data [52].

2.3.1 Time Series

According to [54], a time series consists of a sequence of data collected over time.
The characteristics of time series data include substantial volumes of data, high dimen-
sional complexity, and the need for frequent updates. Moreover, this data, due to its
numerical and continuous nature, is generally analyzed as a complete unit, rather than

as isolated numerical data.

Time series modeling has always played a central role in academic research, being
crucial for applications in areas such as climate modeling, biology, and medicine, as well as
in decision-making in the retail sector and finance, among other examples, as cited by [55].
Thus, a time series can reveal a rich variety of information, such as trends, seasonality, and
stationarity. The trend in a series is identified by a constant increase or decrease in values
over time [56], while seasonality refers to the recurrence of patterns at regular intervals [57].
A time series is classified as stationary when its mean and variance remain stable over time,
indicating the absence of trends and seasonality [58]. Stationarity is a crucial property
of time series because dealing with non-stationary series involves understanding several
variables associated with their trends and seasonality. On the other hand, a stationary
series exhibits more predictable behavior, regardless of the specific moment of observation.
For this reason, many analytical tools for time series assume that the series is stationary,
requiring special procedures otherwise [58]. The stationarity of a series can be determined
by visually observing its behavior, and various tools can be used to detect the stationarity

of a series, such as stationarity tests and unit root tests.

Methods such as ARIMA and LSTM neural networks are widely used to model
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and predict temporal behaviors [59]. Both methods offer distinct approaches to handle
the complexities of time series, adapting to their specific characteristics such as trends

and seasonal patterns.

The ARIMA model is a statistical model used for analysis and forecasting of time
series data. Developed by George Box and Gwilym Jenkins in 1970 [60], this methodology
combines three components: autoregression (AR), differencing (I), and moving average
(MA). The AR part captures the relationship between an observation and a specified
number of lagged observations. The differencing step helps achieve stationarity by sub-
tracting previous observations from current ones. The MA component models the de-
pendency between an observation and the residual errors from a moving average model
applied to lagged observations. By integrating these elements, ARIMA can model various

time series data, capturing trends, seasonality, and cyclic patterns.

LSTMs, in contrast, are recurrent neural networks (RNN) created to retain in-
formation over extended periods. Unlike traditional RNNs that can face challenges with
long term connections due to the vanishing gradient dilemma, LSTMs employ a gating
system to manage information flow [61]. This system comprises three gates; the input
gate, for determining which values to update; the forget gate, responsible for deciding
which values to discard; and the output gate determining the cells output. By allowing
information through these gates, LSTMs can effectively preserve details over time making
them well suited for tasks like language modeling, speech recognition and predicting time
series data. Conceived by Sepp Hochreiter and Jiirgen Schmidhuber in 1997, LSTMs have
emerged as a component in learning because of their efficacy in dealing with sequential
data [62].

2.4 Related Work

In recent years, there has been an increase in the number of studies on the pre-
diction of security events and incidents. These approaches aim to provide security teams
with a strategic advantage, enabling them to take proactive measures and enhance the ef-
ficiency of their operations. To achieve this goal, the studies utilize various methodologies

and explore different types of neural networks and statistical models.

The study in [63] proposed a framework based on bidirectional recurrent neu-
ral networks with LSTM (BRNN-LSTM) to predict the amount of malicious IP flows.
This study deviates from the usual statistical approach and develops a deep learning
framework utilizing bidirectional recurrent neural networks with long short-term memory
(BRNN-LSTM). The empirical study demonstrated that BRNN-LSTM achieves signifi-
cantly higher prediction accuracy compared to statistical approaches. Experiments were

conducted using data collected from a honeypot. The research by Husék et al. [64] ad-
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dresses the use of prediction and projection methods in cybersecurity, highlighting four
main tasks: attack projection and intent recognition, intrusion prediction, and network
security situation forecasting. The study evaluates discrete models, such as attack graphs,
Bayesian networks, and Markov models, as well as continuous models, including time se-
ries and grey models. The paper highlights the emerging application of machine learning
and data mining, which are promising in a constantly changing environment such as cy-
bersecurity. In their study, ARIMA and exponential smoothing are used to predict the
total number of alerts in a network. Both studies in [63] and [64] use data sources that

contain false positives, which can impair the estimates’ quality.

The study [65] advances in the prediction of cybersecurity events, introducing the
Tiresias system, which applies RNNs to anticipate future actions in a system based on
past observations. Tested with a massive dataset, Tiresias demonstrated high accuracy in
predicting the next event in a system, and its long-term memory was essential, outper-
forming simpler methods. Additionally, the system includes mechanisms for maintaining
the model’s stability over time and for reevaluation and readjustment in case of drops in
prediction accuracy. The experiments were conducted using data collected from a com-
mercial Intrusion Prevention System (IPS), comprising approximately 3 billion security
events. By employing data from a commercial IPS, it is acknowledged that there may be

a considerable presence of false positives, as evidenced in [66].

The work [67] explores a distinct angle in predicting cyber attacks, focusing on
incidents verified by analysts. Unlike other research that relies on automated systems, this
study utilizes high-quality data from an operational cybersecurity service provider, which
reduces the presence of false positives. While the LSTM model is common in time-based
predictions, the study opted for Bayesian state-space models to accurately predict events,
except during periods of anomalous activity. The advanced forecasting approach provides

a basis for resource allocation and effective defense strategies.

The study in [68] presents an integrated system that uses machine learning solu-
tions to attempt to predict cyber attacks before they occur. It employed the supervised
machine learning algorithm K-Nearest Neighbors (KNN). The work analyzed data from
16 months of cyber incidents, achieving some accuracy in predicting malware, malicious

destinations, and email attacks, demonstrating some robustness of the model.

Mahmood and Abbasi [69] propose a framework based on deep generative models
for time series forecasting in noisy contexts, such as cybersecurity. The proposal was to
combine generative models (TimeGAN) and autoencoders to handle noisy data series. The
framework is extensible and demonstrated increased predictive power for various standard
time series models, outperforming generative data augmentation approaches, indicating
that the use of generative models improved forecasting in the context of cybersecurity

threat intelligence. The works [67], [68], and [69] aim to use incident records generated
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under the supervision of analysts, i.e., with a low chance of containing false positives.

Lastly, Zuzcak and Bujok [70] analyse the use of time series to predict SSH attacks,
a protocol often targeted by attackers. Using real-world data without manual validation,
the research employs methods such as ARIMA, SARIMA, GARCH, and Bootstrapping to
predict attacks on honeynets and from specific geographic regions. The paper assesses the
feasibility, accuracy, and usefulness of these approaches for different areas of information

security.

Compared to the works presented, our proposal stands out based on the following
points: unlike most previous research, which uses data lacking detection and verification
by security incident analysts, our study involves a large dataset comprising real malware
incidents detected and analyzed by CAIS-RNP. This is important because the use of
unverified incident or alert data can contaminate the analysis with false positives. Addi-
tionally, these incidents were collected from various types and sizes of public universities,
constituting a remarkably diverse dataset that enables a more comprehensive and thor-
ough analysis. The incidents are used to create a method that allows CSIRTSs or security
teams to analyze trends and behavioral variations. The main activity of this method con-
sists of developing a neural network model that performs time series analysis and uses
LSTM to make predictions based on security incident history. The proposed method also
includes the use of a visualization tool that allows the security analysts to carry out a
detailed inspection and interpret the information related to the incidents and their respec-
tive forecasts. Once processed and made available, security analysts use this information
in an analytical and decision-making approach, thus promoting a proactive attitude and
creating an optimized operational method that assists in the prevention and response to

security incidents.
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3 PROPOSED APPROACH

The proposal consists of a method that uses historical data about malware security
incidents to assist CSIRTs and security teams in analyzing trends and behavioral varia-
tions. This method’s core activity involves developing a neural network model that uses
time series analysis with LSTM to generate predictions based on historical incident data.
Additionally, it includes a visualization tool that allows security analysts to thoroughly
examine and interpret data related to the incidents and their forecasts. The processed
information is then used in an analytical and decision-making approach, promoting a

proactive stance and enhancing the ability to prevent and respond to security incidents.

This proposal is closely aligned with key I'TIL activities related to information se-
curity, including Security Incident Management, which involves detecting, responding to,
and resolving security incidents, as well as implementing incident management practices
and escalation procedures. The use of historical data and predictive models contributes to
Security Monitoring, enabling the proactive identification and management of potential
breaches and incidents. Moreover, the visualization and analytical tools support Security
Reporting by offering structured analyses that aid in decision-making and enhance the
effectiveness of incident response. These activities reflect I'TIL’s emphasis on process stan-
dardization, continuous improvement, and alignment of I'T services with organizational

needs.

Figure 3 illustrates the predictive process from a broad perspective. For a compre-
hensive analysis, tables that describe each stage of the process, with detailed information,
are available in the Appendix and should be consulted for a deeper understanding. These
tables were developed based on best practices in Business Process Management (BPM)
[71], a widely used methodology for modeling, monitoring, and optimizing organizational
processes. BPM offers a structured approach, ensuring that all stages of the process are
clearly mapped, highlighting the activities, required inputs, and expected outputs. The use
of BPM also allows the malware incident prediction method to be adaptable to different
environments and levels of organizational maturity, providing flexibility for adjustments
according to the existing infrastructure. The process described in each table follows the
BPM logic, in which activities are accompanied by well-defined inputs, descriptions, and
outputs, promoting a clear and objective view of the incident cycle, from registration to

resolution.
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Figure 3 — Macro Process of the Method for Predicting Malware Incidents.

This proposal aims to contribute to the existing literature by creating a model
that can be easily adapted to other cybersecurity contexts, such as other CSIRTs, making
it a versatile solution for protection against digital threats. Furthermore, the research
provides valuable insights into the use of LSTM and ARIMA for malware forecasting in
academic environments, which are often targets of cyber attacks due to their open and

diverse network infrastructure.
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4 FORECASTING INCIDENTS WITH LSTM

This chapter provides a detailed analysis of the experiment conducted to assess
the effectiveness of LSTM in predicting security incidents, as LSTM-based forecasting is a
central element in the process outlined in Chapter 3. Details of the experiment, including
the methodologies employed, the datasets used, and the evaluation metrics applied, are
explored in this chapter. All the used data was obtained from RNP, which keeps incident
data from public higher education institutions in all Brazilian regions, with the experiment
being organized in two scenarios. In Scenario 1, a specific time series is created for each
analyzed institution. In Scenario 2, each RNP’s PoP encompasses a distinct time series. A
PoP covers all institutions located within a particular federated state in Brazil, ensuring

complete coverage and enabling a detailed and regionalized analysis of the data.

In our research, the supervised learning paradigm is used for the analyzed time
series. According to [72], the main advantages of using supervised learning in an LSTM
network are related to aspects such as the ability to model complex sequences, provide
accurate predictions, receive clear feedback on predictions, and, lastly, its generalization
capability. The use of recurrent neural networks, like LSTM, has proven promising in time
series applications across various domains, making this technique a valuable option for
cybersecurity data analysis, as presented in [63]. This experiment was designed to address

the following questions:

o How accurate is an LSTM-based model in forecasting the number of malware in-
cidents that will occur in the next week, considering occurrences from previous

weeks?

o How does the institution’s size (and its number of weekly incidents) influence the

error rate in prediction?

e Does increasing the number of weeks passed as input to the LSTM model reduce

prediction errors?

« Can more accurate predictions be obtained by extending the training period used

in the model?

e Is a model based on LSTM more accurate than a ARIMA-based one ?

4.1 Dataset and Institution Selection

The malware incident data analyzed was obtained in collaboration with the cus-

todians of the data, RNP. This partnership facilitated access to detailed information and
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enabled a comprehensive analysis of security incidents in various public higher education

institutions in Brazil.

Figure 4 provides an overview of the procedures adopted by RNP for identifying,
classifying, and analyzing security incidents. The detection of these events is based on
opened tickets, which may be either internal, generated by malicious activity sensors, or
external, originating from partner CSIRTs. Once an event is detected, the team logs it in
a monitoring system and submits it to a screening process to evaluate whether it qualifies
as a security incident. If the event does not meet the criteria for a security incident, it is
classified as a false positive, which is crucial to optimize the security monitoring process,

focus efforts on real threats, and improve the efficiency of client protection.

Confirmed events are then classified as security incidents based on their nature and
severity and subsequently prioritized for efficient handling, taking into account the urgency
and impact of each case. Each prioritized incident is then assigned to the organization
or department responsible for managing the respective network segment, culminating in
the formal registration and designation of the incident, preparing it for resolution by the

appropriate team within the organization.
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For the experiment, the incidents were organized into two distinct scenarios. In
scenario 1, data were collected over three years in a production environment, involving
approximately 30,000 malware incidents across various types of higher education insti-
tutions. This phase of the research did not include all institutions monitored by RNP,
as the focus was on assessing the impact of the institution’s size on incident prediction.
Given the large number of institutions in the database, over 1500, an initial analysis was
conducted on a subset of 10 institutions, divided into two equally sized groups to facil-

itate data management and analysis. The first group includes the five institutions with
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the highest number of public IP addresses and weekly malware incidents over three years,
representing the larger institutions. The second group consists of the five institutions with
the fewest public IP addresses, yet still recording at least one malware incident per week,
classified as smaller institutions. Institutions with fewer than one incident per week were
considered inadequate for the study due to insufficient data and were thus excluded from

this work. Table 1 details the institutions selected for the research.

Table 1 — Overview of incident figures in selected institutions for a 3-year period.

Institution | Average Number of Incidents Per Week | Standard Deviation
larger 01 | 16.69 9.36
larger 02 70.85 90.24
larger 03 | 40.67 22.18
larger 04 | 19.23 18.56
larger 05 | 16.19 12.15
smaller 01 | 1.03 1.71
smaller 02 | 1.01 2.46
smaller 03 | 1.05 2.08
smaller 04 | 1.04 1.98
smaller 05 | 1.01 1.75

In Scenario 2, data were collected over a period of four years in a production envi-
ronment, involving approximately 100,000 malware incidents at various higher education
institutions in Brazil. In this scenario, experiments were conducted with all client insti-
tutions of the RNP, with data being collected and categorized by Brazilian federal states,
which are represented in the RNP’s system as points of presence (PoP). The motivation
for transitioning to this new scenario was to gather data from various institutions which,
when aggregated, reduce irregularities in the behavior of the series and can lead to better

prediction outcomes. Table 2 presents the details about the data used in this research.

As previously noted, the incidents analyzed in the experiment were extracted from
the malware incident database maintained by RNP. This database stores detailed infor-
mation about the incidents, enabling efficient organization and facilitating data retrieval
for in-depth analysis. To conduct the analysis, queries were performed on the database to
extract the recorded incident data, which was then transformed into time series. A sepa-
rate time series was generated for each institution or point of presence (PoP), with each

data point representing the weekly count of incidents recorded at that specific location.

The incident data used in this research is not publicly available from RNP. How-
ever, upon request for academic and non-commercial purposes, anonymized data can be
provided to professors and students to reproduce the achieved results or conduct new
experiments. As the data provided are anonymized, there are no legal implications, en-
suring the privacy and protection of information. This approach allows the analysis to be

reproducible while maintaining a commitment to data confidentiality and security.
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Table 2 — Overview of incident figures in each PoP for a 4-year period.

Institution | Mean Number of Incidents Per Week Standard Deviation
PoP x01 7.88 6.49
PoP_ x02 0.95 2.06
PoP x03 27.03 19.94
PoP_ x04 0.46 1.38
PoP_x05 17.81 12.51
PoP_x06 62.29 48.92
PoP x07 6.87 9.42
PoP_ x08 5.90 8.12
PoP_ x09 28.40 17.90
PoP_ x10 14.18 14.24
PoP xl11 28.58 36.89
PoP_ x12 2.68 2.71
PoP_ x13 6.64 6.60
PoP x14 10.14 7.59
PoP x15 13.85 15.82
PoP_ x16 48.31 37.29
PoP x17 4.45 3.78
PoP_ x18 72.93 88.54
PoP_ x19 60.13 36.49
PoP  x20 2.04 3.05
PoP x21 2.77 4.14
PoP x22 2.84 3.30
PoP x23 13.43 11.11
PoP x24 5.79 7.36
PoP_ x25 1.34 1.91
PoP  x26 18.60 13.82
PoP_ x27 5.94 7.03

Experimental Study
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To contextualize the scenarios presented in the study, it is essential to clarify

how time series were used for modeling and prediction. The time series, composed of

sequentially organized data, was structured so that a specific number of weeks was used as

input for the LSTM model, which then predicted the value corresponding to the following

week. Initially, a period of 4 weeks was used as input to predict the fifth week. Gradually,

this period was expanded to 5 weeks to predict the sixth week, until the final test, where

8 weeks were used to predict the ninth week. This approach allowed the model to capture

temporal patterns and generate more accurate predictions.

The training of the LSTM model was conducted using a sliding window approach.

This process started with a history of 6 months of data, which was gradually increased

to longer periods: 1 year, 2 years, and finally 3 years. In each training window, the model
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analyzed the historical data to predict the next element in the time series. This method-
ology was crucial in identifying which time interval provided the best performance in the

tests.

To better illustrate this methodology, consider an initial time series composed of
the elements x1, xo, 3, 4. During training, the model was initially fed these four values as
input (xy, z2, r3, x4) and attempted to predict the next element in the sequence, x;. Since
this is a training process, the LSTM algorithm accesses the actual value corresponding
to the predicted element (z5), calculates the error, adjusts its weights, and moves on
to the next data window. This configuration was adjusted over time by expanding the
historical data and analyzing the results. Figure 5 represents the initial test scenario with
the sliding-window approach. The values x1, zo, x3, x4 constituted the historical data used
as input for the LSTM model, which, in turn, predicted the next value in the sequence, x5.
This process was repeated in different training periods, starting with 6 months of history
and gradually increasing to longer intervals (1 year, 2 years, and 3 years) to identify the

most effective period.

Malwares Prediction
x1 (Week 1) x2 (Week 2) x3 (Week 3) x4 (Week 4) x5 (Week 5)

x1 X2 x3 x4 x5
Time Steps (Weeks)

—e— |Input: Historical Data ® Output: Predicted Value

Figure 5 — Malware Incident Predictions.

Based on this foundation, the scenarios in which the study was conducted differ
significantly in terms of the number of institutions analyzed, the volume of security inci-
dents considered and the testing period provided. Table 3 presents the training and testing
periods selected for Scenario 1, which includes 10 institutions classified as large or small.
The training and testing sets for Scenario 2, which focus on incident series for PoPs, are
presented in Table 4. These specific training and testing phases for each scenario enable
a clear comparison of the effectiveness of different strategies and methodologies employed

in each study environment.



38

Table 3 — Training and test sets to Scenario 1.

Training Period Test Period

April 2021 to October 2021 November to 2021 to November 2022
October 2020 to October 2021 November to 2021 to November 2022
October 2019 to October 2021 November to 2021 to November 2022

Table 4 — Training and test sets to Scenario 2.

Training Period Test Period

April 2022 to October 2022 November to 2022 to November 2023
October 2021 to October 2022 November to 2022 to November 2023
October 2020 to October 2022 November to 2022 to November 2023
October 2019 to October 2022 November to 2022 to November 2023

LSTM models were implemented for both scenarios, using an architecture that in-
cludes the Adaptive Moment Estimation (Adam) optimization function and Mean Squared
Error (MSE) as the loss function. The chosen neural architecture features the Rectified
Linear Unit (ReLU) in a hidden layer. The training epochs ranged from 100 to 500, in-
creasing by 100 each time, while the units ranged from 10 to 60, increasing by 10 each
time. These variations in hyperparameters and network configurations were designed to
explore combinations that optimize prediction accuracy, as discussed in the study by [73].
This approach ensures a systematic evaluation of the LSTM model’s performance across
different configurations, aiming to identify the most effective architecture and parameter
set for the problem domain in question. Specific details of the hyperparameters for the
LSTM are presented in Table 5.

Table 5 — Specific hyper-parameters of LSTM to Scenario 1 and Scenario 2.

Parameter Experimental Choice
Units 10, 20, 30, 40, 50, 60
Units Increments 10

Epochs 100, 200, 300, 400, 500
Epochs Increments 100

Dropout 0

ARIMA models were developed for Scenarios 1 and 2 using the auto-arima function
from the Pmdarima library, which automatically adjusts the model parameters [74]. This
choice was made due to the complexity and time required for manual parameter configura-
tion. The auto-arima technique simplifies this process by performing multiple adjustments
automatically, seeking the best parameters for each dataset. Alongside LSTM, which is
the focus of this research, ARIMA was selected as a benchmark for comparison, as it is

commonly used in time series analysis as a standard statistical method [75].
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The initial experiment aimed to evaluate the best MAE/mean results using only
the LSTM technique in Scenarios 1 and 2. Subsequently, for Scenario 1, the best MAE
and MAE /mean results were investigated, considering different numbers of weeks as in-
puts and different sizes of training sets. Next, it was evaluated how well the LSTM and
ARIMA techniques could predict outcomes in Scenario 1. Similarly, an evaluation was
conducted for Scenario 2, assessing the best MAE and MAE/mean results with different
input configurations and, lastly, the performance of the LSTM and ARIMA techniques
in that scenario was analyzed. A sequential evaluation was employed to observe how per-
formance evolved with an increase in the training sample size and the number of weeks
used as input, designed to emulate a scenario where the model undergoes training for
specific durations, such as 6 months, one year, two years, and three years. The objective
was to determine if different training periods would improve the model’s performance.
This method allowed a systematic comparison of the model’s efficacy over different time
intervals. MAE and the MAE/mean ratio were used to evaluate how well the models pre-
dicted the outcomes in both scenarios. To determine the MAE, equation (4.1) was used,
where n denotes the total number of observations, y; represents the values within the time
series, 7; represents the predictions of the models for each data point, ¢ is an index that

iterates through each data point in the sample from 1 to n.

n

1 N
MAE:EZM—?M (4.1)

=1

The MAE /mean ratio was applied to enable a comparison of the accuracy achieved
across different institutions. It provides a relative measure of the average error in com-
parison to the average magnitude of the observed values. To obtain the ratio, the M AE
is divided by the average calculated using the formula (X7, y;)/n, where we have a time

series with n elements and y; represents the i-th actual element of the time series.
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5 RESULTS

This chapter begins by presenting the results for the two experimental scenarios
regarding the prediction of malware incidents using LSTM and ARIMA. The first section
focuses on comparing the two scenarios, highlighting the forecast accuracy metrics and
the influence of different configurations, such as the number of input weeks and the train-
ing period duration. The second section then analyzes the implications of these results,
offering insights into the applicability and effectiveness of these forecasting techniques

across different institutional settings and scales.

In the second section, the implementation of a mechanism for detecting anomalies
in time series will be detailed. This mechanism identifies significant deviations between
predictions and actual values, serving as an alert system for potential anomalies and
enabling quick responses to irregular patterns. This section will present three real cases
where the actual number of incidents was significantly different from the predicted values.
These cases demonstrate how the proposed model could be used to help analysts more

easily identify situations that require greater attention.

5.1 Incidents Forecasting with LSTM and ARIMA

This section details the experimental findings related to the two scenarios tested,
as described in Chapter 4. Each scenario was structured to test the efficiency of forecasting
techniques under various operational conditions and organizational structures. The best
values for the MAE /mean metric for both scenarios are displayed in Table 6. The data

were organized per number of input weeks, ranging from 4 to 8.

Table 6 — Results of the Top 3 MAE/mean Metrics: Scenario 1 (10 Institutions) vs. Sce-
nario 2 (All PoPs).

Scenario | Institution | 4 weeks | 5 weeks | 6 weeks | 7 weeks | 8 weeks
larger 05 | 0.185 0.169 0.186 0.173 0.187
larger 01 | 0.272 0.265 0.256 0.250 0.280
larger 03 | 0.278 0.266 0.240 0.274 0.267
PoP x16 0.069 0.079 0.046 0.064 0.076
PoP x25 0.151 0.156 0.100 0.109 0.107
PoP x22 0.187 0.146 0.115 0.148 0.136

NN DN =] —

The results for Scenario 1 are the focus of Table 7, which highlights the situations
where the LSTM model showed the lowest MAE values. Larger institutions are listed in
the first five lines of the table, while smaller institutions occupy the subsequent lines. The

MAE /mean ratio in larger institutions varied from 0.17 to 0.29, reflecting that the average
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error of the forecasts represents 17% to 29% of the average volume of weekly incidents. In
smaller institutions, the errors were significantly higher, ranging from 0.39 to 1.60. The

lowest MAE /mean value across all institutions is highlighted in bold in the table.

Table 7 — Best results for the MAE and MAE/mean considering all institutions (Scenario

).

Institution | Hidden Layer | Epochs| Training | Input | MAE | MAE/mean
Units Period Weeks
larger 01 | 50 100 2 years 7 5.37 | 0.25
larger 02 | 20 100 2 years ) 35.02 | 0.26
larger 03 10 300 2 years 6 12.55 | 0.24
larger 04 | 10 100 2 years 4 8.11 | 0.29
larger 05 | 30 400 2 years 5 4.17 | 0.17
smaller 01 | 40 100 2 years 4 0.82 | 0.82
smaller 02 | 10 400 1 year 7 1.92 | 0.65
smaller_03 | 40 200 2 years 4 1.06 | 0.39
smaller 04 | 50 400 2 years 7 0.08 | 1.60
smaller 05 | 10 100 6 months | 5 0.25 | 0.89

The data on MAE and MAE/mean address the first two questions mentioned in
Chapter 4, highlighting the accuracy of the LSTM model’s predictions and emphasizing
the impact of the institution’s size on its forecasting ability. The results for smaller insti-
tutions exhibited inferior performance compared to larger ones, due to greater volatility
in their weekly incident rates, characterized by a smaller number of incidents occurring
more sparsely over time. Table 7 also provides preliminary answers to other questions
proposed in Chapter 4, related to the impact of variations in the number of weeks used
as input and the designated training period. With the exception of the six-week configu-
ration, the worst result, all other input settings had the same number of occurrences in
the rankings of the best results. The four, five, and seven-week entries each contributed
three occurrences of the best results. Figure 6 provides a detailed overview of how the
number of weeks influences the accuracy of predictions, showing the best MAE /mean for
each configuration at each institution, suggesting a lack of clear correlation between the

MAE /mean ratio and the number of input weeks.
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Figure 6 — Best results obtained for MAE /mean considering different numbers of weeks
as input (Scenario 1).

As indicated by the results in Table 7, the configuration with a two-year training
period produced the best results in eight out of ten institutions analyzed. Although this
seems to indicate a clear trend, these results require further investigation. The analysis of
Figure 7 reveals important insights about the impact of the length of the training period
on the accuracy of forecasts across different institutions. It becomes evident that larger
institutions show less variation in the MAE/mean ratio with changes in the length of
the training period. This suggests that, possibly due to a larger amount of data or lower
volatility in incidents, large institutions are less sensitive to changes in the volume of
historical data used for training. Conversely, in smaller institutions, the alteration in the
size of the training period has a more significant impact on the MAE /mean ratio. This
could indicate that these institutions, due to having less data or greater irregularity in
their incidents, rely more heavily on the quantity of training data to generate accurate
predictions. Additionally, the configuration with a two-year training period showed slightly
better performance in larger institutions, suggesting that a longer training period may be
beneficial up to a certain point, but the incremental return might be modest. However,
despite these observations, it remains uncertain whether continually increasing the size of
the training period will improve the MAE /mean ratio, especially in smaller institutions.
This may indicate the existence of a saturation point or diminishing returns regarding

the increase of training data volume.
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Figure 7 — Best results obtained for MAE /mean considering different training set sizes
(Scenario 1).

The subsequent analysis focuses on evaluating and comparing the accuracy of the
forecasts made by the LSTM and ARIMA models in Scenario 1, aiming to determine
which technique exhibits superior predictive capability. The MAE results achieved by
both models are detailed in Table 8. It is observed that the performance of the LSTM
model surpassed that of ARIMA by approximately 10% in most institutions. Notably, at
the institution smaller 02, the improvement in MAE achieved by the LSTM was 52%.
These results demonstrate that LSTM consistently showed higher accuracy in predicting
malware incidents compared to ARIMA. However, considering that LSTM is an advanced
machine learning technique, the average margin of superiority may be seen as relatively

modest.

Table 8 — Best MAE results for evaluating the LSTM and ARIMA models (Scenario 1).

Institution Best LSTM - MAE Best ARIMA - MAE
larger 01 5.37 6.11
larger 02 35.02 38.8
larger 03 12.55 14.12
larger 04 8.11 9.14
larger 05 4.17 4.57
smaller 01 0.82 0.92
smaller 02 1.92 2.94
smaller 03 1.06 1.17
smaller 04 0.08 0.09
smaller 05 0.25 0.28
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After carry out tests for Scenario 1, we move on to the next step. Predictions were
made using data from Scenario 2, which includes all client institutions of RNP. Table 9
presents the data for Scenario 2, including only the best MAE and MAE/mean results
for each of the analyzed PoPs. The results for the MAE/mean ratio indicate that, for
some PoPs, the predictions were quite accurate, with variations from 0.05 to 0.49 for this
metric. As a point of comparison with the data from Scenario 1, variations ranged from
0.17 to 1.60. These values mean that the average error of the predictions for the weekly
incident rate in this scenario ranged from 5% to 49% of the average number of incidents.
The best MAE/mean value analyzed is highlighted in Table 9 in bold.

Table 9 — Best results obtained for MAE /mean considering different numbers of weeks as
input (Scenario 2).

Institution | Hidden Layer | Epochs| Training | Input | MAE | MAE/mean
Units Period Weeks
PoP x01 20 100 6 months | 6 1.16 | 0.15
PoP_ x02 60 400 2 years ) 0.21 | 0.22
PoP_ x03 80 400 3 years 6 0.11 | 0.25
PoP_ x04 60 100 3 years 6 3.30 | 0.12
PoP  x05 80 200 3 years 6 2.14 | 0.12
PoP_ x06 40 300 3 years 6 8.34 | 0.13
PoP_x07 | 40 200 2 years 8 1.70 | 0.25
PoP_ x08 20 200 3 years 6 2.47 | 0.42
PoP_ x09 60 200 3 years 6 5.60 | 0.20
PoP_x10 20 200 3 years 6 2.43 | 0.16
PoP_x11 60 300 3 years 6 1.43 | 0.21
PoP x12 60 400 6 months | 8 1.04 | 0.39
PoP x13 40 400 2 years 6 3.45 | 0.14
PoP_x14 40 100 3 years 6 2.32 | 0.23
PoP  x15 20 100 2 years 6 2.42 | 0.17
PoP_ x16 20 200 3 years 6 3.36 | 0.05
PoP_ x17 20 300 3 years 6 4.84 10.10
PoP_x18 20 100 2 years 6 1.22 | 0.27
PoP_x19 80 200 3 years 6 9.05 | 0.15
PoP_ x20 20 200 1 year 6 0.99 | 0.49
PoP_x21 40 300 3 years 6 2.21 10.16
PoP  x22 20 100 3 years 6 0.32 | 0.12
PoP_ x23 20 200 3 years 8 1.27 | 0.45
PoP_x24 80 100 1 year 6 1.98 | 0.34
PoP_x25 20 300 3 years 6 1.85 | 0.10
PoP_ x26 20 400 3 years 6 0.17 | 0.13
PoP_ x27 60 300 3 years 6 2.10 | 0.35

In Scenario 2, the impact of varying the number of weeks used as input was an-

alyzed, observing that the best results were obtained with an input of six weeks. Figure
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8 provides a detailed view of how this variation influences the accuracy of predictions,
highlighting that the six-week input is the most effective for the tested configurations.
Furthermore, the figure reveals an apparent correlation between the MAE/mean ratio
and the number of weeks used as input, reinforced by the presentation of the top ten
best results obtained. This focus on the most successful cases indicates that adjusting the
number of weeks of data used as input can be an effective strategy for optimizing the

accuracy of predictions.
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Figure 8 — Best results obtained for MAE/mean considering different numbers of weeks
as input (Scenario 2).

The analysis continued in Scenario 2, investigating whether changes in the training
period could result in variations in model performance. The data presented in Figure 9
reveal that the three-year configuration for the size of the training set was the most
effective, producing the best results in 18 out of 27 PoPs. Although at first glance this
may seem to indicate a clear trend, such results require more careful analysis. Figure
9 highlights the best MAE/mean ratio achieved, focusing on the top ten best results

obtained, which suggests that a longer training period may be beneficial.
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Figure 9 — Best MAE/mean values for the top 10 results obtained considering different
training set sizes (Scenario 2).

The analysis of Scenario 2 was further deepened by evaluating the accuracy of the
forecasts generated by the LSTM and ARIMA models, with the purpose of determining
which technique exhibited superior predictive capability in this expanded context. Table
10 compiles the best MAE results achieved by both models in each PoP. Notably, the
MAE results for the LSTM models were approximately 40% lower than those obtained
by the ARIMA models in all the analyzed PoPs. This pattern reinforces that LSTM
demonstrated consistently higher accuracy than ARIMA in predicting malware incident

rates, confirming its superior efficacy in this scenario.
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Table 10 — Best MAE results for LSTM and ARIMA models (Scenario 2).

Institution | Best LSTM - MAE | Best ARIMA - MAE
PoP x01 1.16 2.24
PoP_ x02 0.21 0.25
PoP_x03 0.11 0.13
PoP x04 3.30 7.27
PoP x05 2.14 5.40
PoP x06 8.34 15.13
PoP x07 1.70 2.37
PoP x08 2.47 3.39
PoP_ x09 5.60 10.60
PoP x10 2.43 3.52
PoP x11 1.43 2.26
PoP x12 1.04 1.93
PoP x13 3.46 5.91
PoP x14 2.32 5.09
PoP x15 2.42 3.33
PoP_ x16 3.37 6.65
PoP x17 4.84 9.92
PoP x18 1.22 1.81
PoP x19 9.05 16.54
PoP  x20 0.99 1.74
PoP x21 2.22 4.16
PoP x22 0.32 0.54
PoP x23 1.27 2.35
PoP x24 1.98 3.90
PoP x25 1.85 3.46
PoP x26 0.17 0.21
PoP x27 2.10 3.42

5.2 Analysis of Anomalies in Malware Incident Series

Monitoring fluctuations in malware incident series to detect anomalous patterns
can offer security analysts valuable insights, whether by revealing ongoing malware cam-
paigns or demonstrating the effectiveness of previously implemented protective measures.
In this context, the data visualization tool, which constitutes the final part of the proposed
method, plays an essential role by enabling the quick and easy identification of situations
where the actual incident values significantly deviate from the predictions generated by
the model. Additionally, the tool can act as an alert mechanism, allowing security analysts

to be notified of potential anomalies, thereby facilitating preventive decision-making.

To provide context for the analysis that will be presented next, it is essential to
revisit the configuration of the LSTM model that provided the best results and will be
employed in this stage. The model was trained using a dataset covering a three-year period

and configured to use a 6-week interval as input to predict the following week. The choice
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of this approach, based on the 6-week interval, was grounded in previous results, aiming
to improve the accuracy of the weekly forecasts. More details about the LSTM model can
be found in Chapter 4 and Section 5.1, where its configuration and results were discussed

and presented.

The implemented tool enabled an analysis that identified and examined all cases
where the difference between the predicted and actual incident rates exceeded 30%, fo-
cusing exclusively on situations with five or more incidents. Based on this evaluation,
three specific cases were selected to be discussed in this section. The data used covers the
period from July 1, 2023, to July 1, 2024, and was chosen based on the PoPs (Points of
Presence) with the highest average incident rates over the past four years, as shown in
Table 2. The selection of these three cases aimed to exemplify the potential of the imple-
mented tool, demonstrating its significant contribution to anomaly detection in malware
incident series within an organization. Currently, the visualization tool is being used in
RNP’s production environment, enabling continuous evaluation and the implementation

of improvements to optimize its effectiveness.

Case 1: The first case refers to a situation observed in PoP_ x18. It is important
to emphasize that the data presented in Table 11 present a specific snapshot of a broader
period, extending from July 1, 2023, to July 1, 2024. This snapshot focuses on the interval
between January 21 to March 24, highlighting selected weeks in which significant discrep-
ancies were identified between the model’s predictions and the actual values of malware

incidents, revealing anomalous situations.

To better understand the data presented in Table 11, its columns are detailed
next. The "Institution" column, for example, identifies the PoP that was analyzed. The
"Start Week" and "Final Week" columns indicate, respectively, the day on which the first
week and the day on which the last week used as input for the model begin, during the
six-week interval configured as the forecast input. The "Forecast Week" column, in turn,
indicates the day on which the week predicted by the LSTM model begins. The "Real
Value' column presents the actual number of malware incidents recorded in the predicted
week, while the "Forecasted Value" column shows the estimated value predicted by the
model for the analyzed period. Finally, the "Mean" column provides the average of the
actual incident values over the six weeks used as input by the model, offering additional

context that helps assess the accuracy of the prediction.
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Table 11 — Comparison of Predicted and Actual Weekly Malware Incident Values at

PoP x18

Institution Start Week Final Week Forecast | Real Value | Forecasted Value Mean
Week

PoP_ x18 Jan 21, 2024 Feb 25, 2024 Mar 3, |2 1.42 0.5
2024

PoP_ x18 Jan 28, 2024 Mar 3, 2024 Mar 10, | 1 1.79 0.67
2024

PoP_ x18 Feb 4, 2024 Mar 10, 2024 Mar 17, | 3 2.75 1.17
2024

PoP_ x18 Feb 11, 2024 Mar 17, 2024 Mar 24, | 12 6 3.17
2024

PoP_ x18 Feb 18, 2024 Mar 24, 2024 Mar 31, | 12 12.2 5.17
2024

When analyzing the input data from February 4 to March 10, it was found that
the LSTM model estimated 2.75 incidents for the week beginning on March 17, while the

actual number recorded was 3 incidents. However, for the following period, using input

data from February 11 to March 17, the model predicted that 6 incidents would occur in

the week beginning on March 24, but the actual number of incidents was 12, representing

a significant difference of 100%, as shown in Table 11.

To facilitate the visualization of these discrepancies between the forecasted and

actual values, a graphical visualization tool was developed. The tool was implemented

using the Python programming language [76] and the Matplotlib library [77]. The graph
g y prog g guag p y grap

presented in Figure 10 displays the following information:
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Figure 10 — Comparison Between Forecasted, Real, and Mean Values Over the Weeks in
PoP x18

o Forecasted Values: Represented in blue, these correspond to the model’s predic-

tions.

« Real Values: Represented in orange, these correspond to the observed values in

reality.

o Mean: Represented in green, this reflects the average values over the period.

By analyzing Figure 10, it is possible to clearly observe the differences between

the forecasts and the actual values over the weeks. Specifically:

o In the week starting on March 17, the forecast was close to the actual value (2.75

versus 3 incidents).

o In the week starting on March 24, the discrepancy was significant (6 forecasted

versus 12 actual).

These analyses are essential for identifying error patterns and, consequently, ad-
justing the model to better represent reality in future scenarios. The graphical tool facili-
tates the visualization of these trends, enabling a more intuitive and objective evaluation

of the anomalies between forecasts and actual data.
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To better understand the 100% discrepancy between the actual malware incident
values and the predicted values, the 12 malware incidents recorded during the period
starting on March 24 were thoroughly analyzed using data from the RNP database.Table
12 provides a detailed analysis of all infected hosts in PoP_ x18 for the week starting
from March 24 to March 30. Analyzing the characteristics of the identified malware, a
direct connection to the Endgame operation [78] and [79] is inferred, based on the types of
malware and the dates on which they occurred. It is worth noting that the data presented
in Table 12 were anonymized to protect the information of the institutions involved.
Operation Endgame is an international initiative aimed at combating botnets. It employs
techniques such as sinkholing, which redirects malicious traffic to servers controlled by
authorities, allowing for the monitoring and analysis of botnet activities. Additionally,
authorities notify security teams about infected servers and/or endpoints, enabling these
teams to intervene in assets that were previously unknown to be compromised by malware.
The malware notifications were provided by an important partner of RNP, internationally

recognized for its efforts in combating botnets.

Table 12 — Record of infected hosts in PoP_ x18 in the anomalous period analyzed

Date Institution Source IP Protocol | Source Malware Name Destination IP Destination

Port Port
March 24, 2024 | INSTITUTION | SOURCE IP 1 tep 33452 andromeda DSTIP 1 80
March 25, 2024 IlNSTITUTION SOURCE IP 2 tep 65342 trickbot DST IP 2 443
March 25, 2024 IQNSTITUTION SOURCE IP 3 tep 54740 smokeloader DST IP 3 443
March 26, 2024 ?NSTITUTION SOURCE IP 4 tep 62490 trickbot DST IP 2 443
March 26, 2024 ?NSTITUTION SOURCE IP 5 tep 38613 bokbot DST IP 4 443
March 26, 2024 ;NSTITUTION SOURCE IP 6 tep 53013 adload DST IP 5 443
March 27, 2024 IGNSTITUTION SOURCE IP 7 tep 63150 systembc DST IP 6 443
March 27, 2024 IlNSTITUTION SOURCE IP 8 tep 49316 bumblebee DSTIP 7 443
March 28, 2024 I7NSTITUTION SOURCE IP 9 tep 49174 pikabot DST IP 8 443
March 28, 2024 IQNSTITUTION SOURCE IP 2 tep 65347 trickbot DST IP 2 443
March 29, 2024 ?NSTITUTION SOURCE IP 10 | tcp 54383 smokeloader DSTIP 3 443
March 29, 2024 ?NSTITUTION SOURCE IP 1 tep 54740 smokeloader DST IP 3 443

1

Finally, the implemented visualization tool proved to be highly effective in iden-
tifying anomalous situations. When analyzing the actual and predicted values in Table
11, it is observed that the LSTM model consistently produced predictions close to the
actual values, except for the week starting on March 24, when a significant divergence
occurred. This variation, highlighted by the visualization tool, could have served as an
early warning, indicating a potential anomaly and allowing the SOC team to use the
tool to make proactive strategic decisions. The key differentiator of our method lies in

the combination of the core activity of incident forecasting using the LSTM model with
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the data visualization tool. This integration not only enables precise anomaly detection
but also presents the results clearly and intuitively, facilitating quick interpretation and

effective action by analysts.

Case 2: The second case addresses a situation recorded at PoP_ x06. The data
presented in Table 13 reflect a specific snapshot from a more extended period, covering
from July 1, 2023, to July 1, 2024. This snapshot focuses on the interval between February
18 to April 21, highlighting weeks in which significant discrepancies were observed between
the actual number of incidents and the predictions generated by the model, suggesting the
presence of anomalies. The situations addressed in this case share the same characteristics
as those in Case 1, specifically involving discrepancies where the difference between the
predictions and actual values was equal to or greater than 30%, and the actual number of
incidents was five or more. Additionally, the columns and their corresponding meanings
in Table 13 are identical to those in Table 11.

Table 13 — Comparison of Predicted and Actual Weekly Malware Incident Values at

PoP x06

Institution Week Start Week Final Forecast | Real Value | Forecasted Value Mean
Week

PoP_ x06 Feb 18, 2024 Mar 24, 2024 Mar 31, | 13 19.77 9.5
2024

PoP_ x06 Feb 25, 2024 Mar 31, 2024 Apr 7,8 12.75 10.83
2024

PoP_ x06 Mar 3, 2024 Apr 7, 2024 Apr 14, | 20 18.41 14.17
2024

PoP_ x06 Mar 10, 2024 Apr 14, 2024 Apr 21, | 20 22.13 17.5
2024

PoP_ x06 Mar 17, 2024 Apr 21, 2024 Apr 28, | 18 22.85 16.83
2024

Based on the data presented in Table 13, significant discrepancies are observed
between the LSTM model’s predictions and the actual malware incident values. For the
period from February 18 to March 24, 2024, the model predicted 19.77 incidents for the
week beginning on March 31, while the actual number was only 13, indicating a notable
deviation. Similarly, for the period from February 25 to March 31, the model forecasted
12.75 incidents for the week of April 7, 2024, whereas the actual number recorded was
8. These variations, including one as high as 60%, underscore the challenges in accu-
rately modeling such dynamic data. The visualization tool we developed, shown in Figure
11, provides further clarity by graphically representing these discrepancies, offering an

accessible way to compare predicted and actual values.
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Figure 11 — Comparison Between Forecasted, Real, and Mean Values Over the Weeks in
PoP  x06

To delve deeper into the patterns revealed in the analysis, an investigation was
conducted into the malware incidents during these periods, focusing particularly on the
week starting March 31. As detailed in Table 14, these incidents were distributed across
six institutions, with one accounting for six cases. Various types of malware, such as
socksbsystemz and avalanche-andromeda, were identified, and some IP addresses were
affected by multiple malware types. This diversity in malware and infection patterns sug-
gests a range of attack strategies and the exploitation of different system vulnerabilities.
To gain a comprehensive understanding of these incidents, a detailed examination of the
security configurations and vulnerabilities within the affected institutions is essential. This
nuanced approach can help uncover underlying issues and inform better predictive and

preventive measures in the future.
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Table 14 — Record of infected hosts at PoP_ x06 in the first anomalous period analyzed

Date Institution Source IP Protocol | Source Malware Name Destination IP Destination
Port Port

March 31, 2024 | INSTITUTION | SOURCE IP 1 tep 20824 avalanche-andromeda | DESTINATION | 80
April 01, 2024 IlNSTITUTION SOURCE IP 2 | tcp 50578 socksbsystemz ]IDPE1$TINATION 80
April 01, 2024 ?NSTITUTION SOURCE IP 3 tep 50578 pseudomanuscrypt ]IDPEQSTH\'ATION 443
April 01, 2024 fNSTITUTION SOURCE IP 4 tep 50578 socksbsystemz g)EgTINATION 80
April 01, 2024 fNSTITUTION SOURCE IP 5 tep 26629 avalanche-andromeda g’EQSTH\'ATION 80
April 02, 2024 IlNSTITUTION SOURCE IP 6 tep 2345 socksbsystemz §EISTINATION 80
April 02, 2024 IlNSTITUTION SOURCE IP 6 tep 2345 socksbsystemz ]IDPEQSTINATION 80
April 02, 2024 IlNSTITUTION SOURCE IP 7 tep 18295 pseudomanuscrypt g)EQSTH\'ATION 443
April 03, 2024 ?NSTITUTI()N SOURCE IP 8 tep 2559 socksbsystemz §E§TINATI()N 80

5
April 03, 2024 ;NSTITUTION SOURCE IP 9 tep 49188 avalanche-andromeda g’EQSTH\'ATION 80
April 04, 2024 ?NSTITUTION SOURCE IP 1 tep 49188 pseudomanuscrypt ]IDIDE15TINAT10N 443
April 04, 2024 IlNSTITUTION SOURCE IP 2 tep 49188 socksbsystemz ]IDPE%TINATION 80
April 04, 2024 ?NSTITUTION SOURCE IP 1 tep 2559 socksbsystemz g)EQSTH\'ATION 80

1 IP 2

Subsequently, the following period, the week starting on April 7, was analyzed,

with the details of the registered malware presented in Table 15. During this period, one

of the most recurrent malware types was socksbsystemz, which appeared in two incidents,
both involving the same destination IP, "DESTINATION IP 2" but using different source

ports. This behavior suggests an attempt to vary attack approaches in order to evade

detection, potentially indicating a coordinated campaign focused on a specific target over

time.

Table 15 — Record of infected hosts at PoP_ x06 in the second anomalous period analyzed

Date Institution Source IP Protocol | Source Malware Name Destination IP Destination
Port Port

April 08, 2024 INSTITUTION | SOURCE IP 4 tep 50578 socksHsystemz DESTINATION IP 2 | 80
2

April 08, 2024 INSTITUTION | SOURCE IP 5 tep 2345 socksbsystemz DESTINATION IP 2 | 80
1

April 08, 2024 INSTITUTION | SOURCE IP 10 | tcp 2133 pseudomanuscrypt | DESTINATION IP 3 | 443
4

April 10, 2024 INSTITUTION | SOURCE IP 11 | tcp 53789 avalanche- DESTINATION IP 1 | 80
3 andromeda

April 10, 2024 INSTITUTION | SOURCE IP 12 | tcp 56988 avalanche- DESTINATION IP 1 | 80
6 andromeda

April 11, 2024 INSTITUTION | SOURCE IP 13 | tcp 49231 pseudomanuscrypt | DESTINATION IP 3 | 443
2

April 12, 2024 INSTITUTION | SOURCE IP 14 | tcp 18944 adload DESTINATION IP 4 | 443
7

April 12, 2024 INSTITUTION | SOURCE IP 15 | tcp 43369 trickboat DESTINATION IP 5 | 443
8

Finally, by comparing Tables 14 and 15, it is possible to identify recurring patterns

in the malware incidents during both analyzed periods. In Table 14, the socksbsystemz

malware appears repeatedly, establishing communication with the destination IP "DESTI-
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NATION IP 2" through different source ports, indicating a persistence in attacks focused
on the same target. This behavior continues in Table 15, where socksbsystemz reappears,
still targeting the same destination IP but with fewer occurrences, suggesting a modi-
fication in the attackers’ activities. Similarly, the avalanche-andromeda malware is also
present in both periods, affecting several institutions, with a slight decrease in occur-
rences during the second week. The reduction in the total number of incidents, from 13
in the first period to 8 in the second, may be attributed to several factors. It is possible
that the institutions adopted more effective security measures, mitigating some of the
vulnerabilities exploited in the previous week. Another hypothesis is that the attackers
adjusted their strategies, redirecting their efforts to new targets or adapting their tactics
in response to more robust defenses. However, despite the detailed analysis of the types
of malware present in each period, it was not possible to establish any direct relationship
between these malware incidents and specific coordinated malware campaigns during the
analyzed period. This indicates that, although the same malware appeared in multiple
institutions, the observed patterns are not conclusive enough to infer the existence of a

structured campaign.

In summary, in case 2, the visualization tool proved effective in identifying anoma-
lous situations, as evidenced in Table 13. In the first period, corresponding to the week
beginning on March 31, the LSTM model predicted 19.77 incidents, while the actual
number was 13. In the second period, beginning on April 7, the prediction was 12.75
incidents, and the actual recorded number was 8, reflecting a downward trend. In case
1, the observed discrepancy involved situations where the prediction was lower than the
actual number of incidents. However, in the second case analyzed, the opposite occurred:
the actual number of incidents was lower than the predicted values. This difference was
identified with the support of the visualization tool, thus highlighting its versatility in

data analysis.

Case 3: The third study addresses a situation that occurred at PoP_x19. Table
16 presents a specific excerpt from a broader period, spanning from July 1, 2023, to July
1, 2024. For this case, the analyzed period focuses on March 17 to May 26, 2024, with
an emphasis on the week in which a significant discrepancy was detected between actual
malware incidents and the model’s predictions, indicating possible anomalies. As in Cases
1 and 2, the situations examined here involve differences of 30% or more between predicted
and observed values, with the actual number of incidents being five or more. Additionally,
the columns and their respective meanings in Table 16 maintain the same format as in the

previous cases, ensuring data structure consistency and facilitating comparative analysis.
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Table 16 — Comparison of Predicted and Actual Weekly Malware Incident Values at

PoP x19

Institution Week Start Week Final Forecast | Real Value | Forecasted Value Mean
Week

PoP_x19 Mar 17, 2024 Apr 21, 2024 Apr 28, | 15 16.09 16
2024

PoP_x19 Mar 24, 2024 Apr 28, 2024 May 5, | 13 13.15 14.33
2024

PoP_ x19 Mar 31, 2024 May 5, 2024 May 12, | 15 14.94 14
2024

PoP_ x19 Apr 7, 2024 May 12, 2024 May 19, | 11 11.98 12.83
2024

PoP_ x19 Apr 14, 2024 May 19, 2024 May 26, | 6 10.61 12.17
2024

PoP_x19 Apr 21, 2024 May 26, 2024 Jun 2, |13 13.95 12.17
2024

The analysis of Table 16 highlights notable discrepancies between the LSTM

model’s predictions and the actual number of malware incidents, particularly during the

period from April 14 to May 19, 2024. This divergence becomes most apparent in the

week starting May 26, when the model predicted 11.94 incidents, but only 6 incidents

were recorded—a difference of nearly 50%. Such a significant variation underscores a

marked decline in incidents compared to the forecast, drawing attention to the need for

enhanced contextual analysis. To aid in understanding these discrepancies, the visual-

ization tool shown in Figure 12 offers a graphical representation of the data, facilitating

quick comparisons and trend identification without relying solely on tabular information.
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Building on this understanding, a more detailed examination of malware dynam-
ics was undertaken for the week beginning May 26, focusing on the preceding week
starting May 19 to identify potential underlying causes. This retrospective investiga-
tion is critical for contrasting periods with minimal discrepancies against those with sig-
nificant divergences. Table 17 presents detailed information on the malware incidents
during the week of May 19, categorizing them by type and institutional distribution.
Seven distinct institutions experienced infections, with repeated occurrences of malware
such as pseudomanuscrypt, which contributed significantly to the incident count. The
diversity of threats—including widely recognized malware like avalanche-andromeda and
socksbsystemz, as well as more advanced variants like likely-rat-firebird—highlights the
range of vulnerabilities exploited. These findings emphasize the necessity of investigating
security configurations and response strategies within the affected institutions to address

both recurring and novel threats effectively.

Table 17 — Record of infected hosts in PoP_x19 in the first anomalous period analyzed

Date Institution Source IP Protocol | Source Malware Name Destination IP Destination
Port Port

May 20, 2024 INSTITUTION | SOURCE IP 1 tep 39340 avalanche- DST IP 1 80
1 andromeda

May 20, 2024 INSTITUTION | SOURCE IP 2 tep 52849 likely-rat-firebird DST IP 2 443
2

May 21, 2024 INSTITUTION | SOURCE IP 3 tep 29613 adload DSTIP 3 443
3

May 21, 2024 INSTITUTION | SOURCE IP 1 tep 38760 avalanche- DSTIP 1 80
1 andromeda

May 22, 2024 INSTITUTION | SOURCE IP 4 tep 60999 pseudomanuscrypt | DST IP 4 443
4

May 23, 2024 INSTITUTION | SOURCE IP 5 tep 57222 pseudomanuscrypt | DST IP 4 443
5

May 23, 2024 INSTITUTION | SOURCE IP 6 tep 36402 bumblebee DST IP 5 443
6

May 23, 2024 INSTITUTION | SOURCE IP 7 tep 40341 downadup DST IP 6 80
7

May 24, 2024 INSTITUTION | SOURCE IP 2 tep 53164 sockshsystemz DSTIP 7 80
2

May 24, 2024 INSTITUTION | SOURCE IP 4 tep 57852 pseudomanuscrypt | DST IP 4 443
4

May 24, 2024 INSTITUTION | SOURCE IP 5 tep 54009 pseudomanuscrypt | DST IP 4 443
5

Continuing the analysis, during the week beginning on May 26, 2024, a particu-
larly relevant period due to the significant discrepancy observed—six malware incidents
were recorded, as detailed in Table 18. During this interval, the pseudomanuscrypt mal-
ware was the most recurrent, appearing in three incidents, affecting multiple institutions,
and establishing communication with the same destination IP, "DST IP 4", though using
different source ports. This variation in ports suggests a deliberate attempt to bypass de-
tection systems, indicating a coordinated attack focused on a specific target. Additionally,
other malware such as socksbsystemz, avalanche-andromeda, and adload were also iden-
tified. The variation in port usage and the persistence in targeting the same institutions
suggest that attackers are employing multiple tactics to evade detection, reinforcing the

need for a more effective response to mitigate these coordinated threats.
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Table 18 — Record of infected hosts in PoP_ x19 in the second anomalous period analyzed

Date Institution Source IP Protocol | Source Malware Name Destination IP Destination
Port Port

May 26, 2024 INSTITUTION | SOURCE IP 2 tep 510235 adload DST IP 3 443
2

May 27, 2024 INSTITUTION | SOURCE IP 4 tep 60587 pseudomanuscrypt | DST IP 4 443
4

May 27, 2024 INSTITUTION | SOURCE IP 2 tcp 53164 socksbsystemz DSTIP 7 80
2

May 29, 2024 INSTITUTION | SOURCE IP 5 tep 54009 pseudomanuscrypt | DST IP 4 443
5

May 29, 2024 INSTITUTION | SOURCE IP 8 tep 60999 pseudomanuscrypt | DST IP 4 443
8

May 31, 2024 INSTITUTION | SOURCE IP 9 tep 57222 avalanche- DSTIP 1 80
9 andromeda

By comparing the malware incidents in Tables 17 and 18, recurring patterns in
malware incidents can be identified across the analyzed periods. In Table 17, the pseudo-
manuscrypt malware is particularly prevalent, affecting multiple institutions and using the
same destination IP, "DST IP 4", for communication, but through different source ports.
This pattern of repeated attacks targeting the same destination IP suggests a possible
coordinated campaign aimed at exploiting specific vulnerabilities. This behavior persists
in Table 18, where pseudomanuscrypt continues to be one of the most recurrent malware,
still targeting the same IP, "DST IP 4". The persistence of the attack over two periods,
with variations in the institutions and source ports, reinforces the hypothesis that the
attackers are focused on exploiting a specific target, attempting to evade detection by

altering the communication ports.

The reduction in the total number of malware incidents between the two periods is
noteworthy, decreasing from 11 recorded incidents to 6. This decline could be attributed
to more effective security measures implemented by the affected institutions. Another
possibility is that the attackers adjusted their strategies, redirecting their efforts toward
new targets. Despite the detailed analysis of the malware present in each period, it was
not possible to establish a direct link between the attacks and a structured malware
campaign, even though the same malware types appeared across different institutions.
The observed patterns do not provide conclusive evidence to infer the existence of a
centralized coordination behind the attacks, suggesting that the variations in occurrences
might be the result of random attempts to exploit vulnerabilities. In Case 3, once again,
we observed a discrepancy similar to that found in Case 2, where the number of incidents
predicted by the model was significantly higher than the actual occurrences. As in Case 2,
this difference could only be clearly identified using the visualization tool, which proved

crucial in detecting the discrepancy.

Therefore, it can be concluded that the data visualization solution, an integral part
of the proposed method, plays a crucial role in facilitating the identification of anomalous
situations. This integration allows security analysts to detect anomalies more clearly and

quickly, often enabling proactive actions. Additionally, the proposed method proves to be
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an effective guide for assisting information security analysts in identifying future anomalies
within their networks. The accuracy demonstrated throughout the various analyzed situ-
ations highlights its potential to enhance response capabilities to malware attacks. This
efficiency makes the method suitable for use in Security Information and Event Manage-
ment (SIEM) tools, with the metric serving as a threshold that triggers automatic alerts if
the number of incidentes deviate from the LSTM-model predicted value. In this way, the
proposed method not only enables a quick and effective response to information security
incidents but also strengthens IT governance and management, helping to mitigate risks

and ensure service continuity.

Not all organizations will be able to implement the solution with the same level of
effectiveness though. A minimum level of operational maturity is required to ensure the
accuracy of the method. This level of maturity is established according to the mandatory
requirements for FIRST membership, which are based on the SIM3 model. Therefore,
security teams that meet these criteria, as described in [80], are more likely to replicate
the results presented. Organizations with lower maturity levels can still benefit from the

method, but the results may vary significantly from those outlined in this work.

Moreover, the research revealed that the method performs significantly better in
environments where there is a regularity of incidents. As evidenced in Table 2, the best
results were observed in PoPs with a weekly average of incidents exceeding 40. This
suggests that an increase in the frequency of incidents tends to improve the accuracy
of predictions. Regarding the training period, the most consistent results were obtained
with intervals equal to or greater than two years, which may limit the applicability of
the method in organizations that are just beginning to monitor their malware incidents.
For these institutions, the use of already developed and tested neural network models is

recommended, with parameter adjustments to optimize prediction quality.
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6 CONCLUSION

This work proposes the development of a method to predict malware incidents
using a neural network model that analyzes time series with the LSTM technique. The
method includes a visualization tool that allows security analysts to examine trends and

behavioral variations in detail, facilitating the identification of patterns and anomalies.

To evaluate its feasibility, this study examined the effectiveness of LSTM models
in predicting malware incident rates at public higher education institutions in Brazil, di-
viding the analysis into two distinct scenarios for a detailed comparison. The experiments
in Scenario 1 used a dataset composed of real incident data from 10 Brazilian universities.
The selection of the institutions was based on their scale, considering the number of public

IP addresses and the volume of incidents.

The results indicate that larger institutions, characterized by a higher volume of
incidents and less variable behavior, tend to have lower prediction errors. In contrast,
smaller institutions show average errors exceeding 100% of the incident rate. The results
did not reveal a clear correlation between the number of weeks used as input and the
forecast accuracy for both smaller and larger institutions. As for the time period used for
training, different results emerged for smaller and larger institutions. Smaller institutions
did not show a clear relationship between the training period and the accuracy of the
models. On the other hand, larger institutions achieved slightly better results when the
training series spanned 2 years of data. Finally, the error rates for LSTM models were
compared with those obtained with ARIMA models. LSTM outperformed ARIMA models
by a modest margin, achieving smaller errors by 10%. Subsequently, to determine if the
behavior of Scenario 1 could be expanded to a larger environment, exactly the same tests

were conducted for this much larger new scenario.

In Scenario 2, the results continued to show that there is no clear correlation
between the number of weeks used as input and the accuracy of the forecast. However,
the six-week period stood out as the most effective, suggesting that adjusting the number
of weeks of data used as input might be a promising strategy for improving the accuracy
of predictions. As for the time period used for training, just as in the previous scenario
where longer periods resulted in fewer errors, in this case, the best results occurred when
the training series spanned 3 years of data. Lastly, we again compared the error rates for
LSTM models with those obtained with ARIMA models. LSTM consistently outperformed

ARIMA models by a significant margin, achieving lower errors by 40% on average.

Finally, new tests were conducted with the primary objective of evaluating how the

data visualization tool, an essential part of the proposed method, could provide additional
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benefits to the method. It is important to emphasize that the core of the method, the
neural network model based on the LSTM technique for time series analysis, had already
been previously validated and proven its value in identifying anomalies and predicting in-
cidents. These new tests, therefore, focused on assessing how the visualization tool could
further enhance the method. The tool proved to be effective in enabling security ana-
lysts to quickly and accurately identify anomalies between actual and predicted incidents.
However, it should be noted that the method’s effectiveness depends significantly on the
maturity level of the organizations implementing it, being more suitable for teams that

meet the minimum requirements for FIRST membership.

As future work, it is proposed to investigate the behavior of the LSTM network by
adding more hidden layers. Furthermore, it is suggested to explore other architectures of
recurrent neural networks, such as GRU networks and Transformer memory networks. It
is also proposed to analyze other variables related to malware incidents, such as malware

type and attack origins, to enrich the model and obtain more comprehensive insights.
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The following tables provide specific details of the process described in Section 3
of this work, whose proposal was illustrated in Figure 3. These tables offer information
that complements the explanation of the methods and approaches adopted, providing a
more detailed view of each step in the procedure. The organization of this data is intended
to facilitate the understanding of the phases involved in the process and enable a more

in-depth analysis.

Activity Inputs Outputs
From Description Description To
Ticket  Svstem Creation of | Incidents en-
Maintain incident database M an incident | tered into a | Internal
Tool
database database

Activities: The organization/institution maintains a malware incident database. The
incidents used are previously analyzed and validated by a security analyst and do not
contain false positives, only then are they entered into the ticket system.

Table 19 — Activity: Maintain incident database

Activity Inputs Outputs
From Description Description To
Creation of
Extract incident data Incident scripts to cor- | Malware  inci- Internal
database rectly  extract | dents
the desired data
Activities: Implementation of automated scripts to extract data from security incident
repositories, focusing on malware.
Table 20 — Activity: Extract incident data
Activity Inputs Outputs
From Description Description To
. Cr(?atlon of Extracted inci-
e Incident scripts  to cor- .
Verify incident data dents are valid | Internal
database rectly  extract

the desired data | ' invalid

Activities: Evaluate if the extracted data is valid or not. To be valid, the data must be
from malware incidents and contain the fields: date and time, institution, and quantity.

Table 21 — Activity: Verify incident data

Activity Inputs Outputs

From Description Description To
. . . Invalid incident fl‘h.e extracte'd Valid  incident

Adjust data extraction script incident data is Internal

data . data
not valid
Activities: Adjust the script to ensure correct extraction of malware incident data, en-
suring it contains the fields: date and time, institution, and quantity.

Table 22 — Activity: Adjust data extraction script




71

Activity Inputs Outputs
From Description Description To

Xzil:ati(rilci J:jtl; Neural network
Build and validate neural network | Malware  inci- using LSTM

correctly en- . .| Internal
model dent database : built and vali-

tered into the

dated
database

Activities: Development of a neural network-based model that analyzes time series of
malware security incidents. The implementation of LSTM captures complex temporal
dynamics and produces accurate predictions. Rigorous tests validate the accuracy and
reliability of the model’s predictions.

Table 23 — Activity: Build and validate neural network model

Activity Inputs Outputs
From Description Description To
Verify if  the
values being

Neural network

predicted by the
model are within
an  acceptable

Prediction accu-

if icti I 1
Verify predictions accuracy model error margin, | racy rate nterna
less than 50%
when analyzing
the MAE/mean
metric
Activities: Verification of the prediction accuracy rate.
Table 24 — Activity: Verify predictions accuracy
Activity Inputs Outputs
From Description Description To
Implement im-
Values predicted provements - in Optimized neu-
- the neural net-
Optimize model by the neural ral network | Internal
work model to
network model model
reduce the error
rate
Activities: Continuous monitoring of the prediction effectiveness and adjustments to the
model as needed to improve accuracy.
Table 25 — Activity: Optimize model
Activity Inputs Outputs
From Description Description To
S.ave the predic- Predicted values
. . Neural network | tions made by
Save malware incident predic- . for the next
. model  predic- | the constructed .| Internal
tions . week saved in
tions neural network
the database
model

Activities: Execution of the model predicts future malware security incidents, addition-
ally, these predicted data are saved in a new database, allowing for future queries and
analyses, facilitating access and interpretation of the data.

Table 26 — Activity: Save malware incident predictions
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Activity Inputs Outputs
From Description Description To
Creation of .
Prediction scripts to cor- Predicted values
Extract model-predicted values for the mnext | Internal
database rectly  extract
the desired data week
Activities: Implementation of automated scripts to extract data from the existing pre-
diction repository.
Table 27 — Activity: Extract model-predicted values
Activity Inputs Outputs
From Description Description To
Creation of Data  inserted
Insert prediction data into visual- | Prediction scripts  to cor- | . . .
ization tools database rectly insert the H.lto visualiza- | Internal
. tion tools
desired data

Activities: Create scripts to insert prediction data into information visualization tools.

Table 28 — Activity: Insert prediction data into visualization tools

Activity Inputs Outputs
From Description Description To
Use of in-
formation
visualization Detailed pre-
Visualize data Information vi- | tool to create | diction data Internal
sualization tool | dashboards on each client
for anomaly | institution
detection in
institutions

Activities: Development and/or implementation of a visualization tool that allows the
security analyst to inspect and interpret data and predictions in detail. The use of pro-
cessed information supports proactive decision-making and detailed analyses.

Table 29 — Activity: Visualize data
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